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A novel scheme for color image encryption using the fractional Hartley and affine transforms is
proposed. An input color image is first decomposed in its RGB (red, green and blue) components.
Each component is bonded with a random phase mask and then subjected to a fractional Hartley
transform followed by affine transform. Thereafter, a second random phase mask is applied to each
component before the final transformation by fractional Hartley transform resulting in a compo-
nent-wise encrypted image. Finally, all three components are combined to give a single channel
encrypted image. The scheme is validated with numerical simulations performed on a color image
of size 256 × 256 × 3 pixels using MATLAB 7.14. The use of affine transform along with frac-
tional Hartley transform adds to the security. The scheme is evaluated for its sensitivity to the pa-
rameters of the fractional Hartley and affine transforms. On analysing the plots of correlation
coefficient and mean-squared-error, the scheme is found to be highly sensitive to the encryption
parameters. Also, it is evaluated for its robustness against the usual noise and occlusion attacks.
The proposed scheme is secure and robust owing to multiplicity of encryption parameters intro-
duced through the type of transforms used. 

Keywords: color image encryption, affine transform, fractional Hartley transform, occlusion and noise
attacks.

1. Introduction

Rapid growth in internet connectivity leads to a serious concern about information
systems security. With growing threats to information systems, it is absolutely impor-
tant to consider system-level security to shield information resources against malicious
attacks. Mathematical theories of cryptography play a big role in information security.
Unauthorized use of sensing and imaging is a serious problem as image information
can be invaded during transmission in the communication channels. There are limita-
tions of digital security systems and therefore, it is beneficial to add physical param-
eters to increase security. With high processing speed, parallelism and high-dimensional
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encryption, optical information systems offer the advantage of a large key-space in
information security [1–3]. 

Double-random phase-encoding (DRPE) technique is a well-known approach in op-
tical image encryption in which an input image is encrypted in a 4-f optical system [4, 5].
Various canonical transforms used in implementation of DRPE technique were based
on Fourier transform, Fresnel transform, Hartley transform and gyrator transform [4–6],
among others. With a view to increase encryption parameters for enhanced security,
some studies based on the fractionalized version of Fourier transform (FrFT) [7, 8],
Mellin transform [9–11], and Hartley transform [12–21] have been reported. 

The application of fractional Hartley transform (FrHT) is comparatively less explored
in image encryption. DAOMU ZHAO et al. [15] pointed out that FrHT does not satisfy
the additive property, and therefore, the original image cannot be recovered as a result
of decryption. They proposed redefined FrHT which uses FrFT and has a period 2. In
addition to FrHT’s mathematical definition, they also reported its optical implemen-
tation. XINXIN LI and DAOMU ZHAO [16] proposed a method for color image encryption
by wavelength multiplexing. VILARDY et al. [18] have used the Arnold transform in
the fractional Hartley domain for double image encryption. Recently, YE LIU et al. [19]
have reported an algorithm for single-channel color image encryption based on vector
operation and FrHT. 

Affine transform (AFT) consists of many operations like translation, scaling, ro-
tation and shearing. It is used for pixel scrambling in image encryption study [22]. In
many applications, color information is more relevant such as color of the hair, eyes
and face to identify a person. Overall, a higher level of security could be provided by
color images as compared to monochromatic images. SHUQUN ZHANG and KARIM [23]
were the first to propose an encryption method for a color image by converting it to
an indexed image before encoding, and many others [16, 19, 24–26] followed there-
after. 

In this study, we have proposed a novel encryption scheme for color image encryption
using the fractional Hartley and affine transforms. An input color image is first decom-
posed in its RGB (red, green and blue) components which are bonded with a random
phase mask (RPM) and then subjected to a FrHT followed by AFT. Then, a second
RPM is applied to each component before the final transformation by FrHT resulting
in a component-wise encrypted image. Finally, the components are combined to give
a single channel encrypted image. The process of decryption is just the reverse of en-
cryption. 

2. The transform framework
2.1. Fractional Hartley transform

The two dimensional fractional Hartley transform (FrHT) of an input image f (x, y) is
defined as [15]
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(1)

where p and q are the fractional orders of FrHT, φ1 = pπ/2 and φ2 = qπ/2, λ is the wave-
length of the input light, cas = cos + sin, fs1 and fs2 are the standard focal lengths of
lenses in the x and y directions, respectively. 

In terms of the FrFT, the 2D FrHT can be deduced as follows [15]:

(2)

From the expression on the right hand side of Eq. (2), it can be attempted in the
four-channel way of FrFT. Two channels represent F p, q(u, v) and exp[i(φ1 + φ2)/2]
× F p, q(u, v) expressions, whereas the other two channels represent F p, q(–u, –v) and
exp[i(φ1 + φ2)/2]F p, q(–u, –v). In optical implementation, F p, q(u, v) is well-known,
whereas F p, q(–u, –v) is obtained by using a cube corner prism by rotating the field of
F p, q(u, v) through 180°.
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2.2. Affine transform

The affine transform (AFT) is a scrambling operation, which changes the pixel position
of an image randomly. Affine transform of a pixel (x, y) of an image f (x, y) of size
N × N pixels is denoted by (x', y' ) and mathematically defined as [22]

(3)

where “mod” denotes the modulo operation, a and b are two random numbers between
1 to N, and c, d are chosen in such a way that they are relative prime to N. Such a choice
of c and d  leads AFT to map (x, y) to a unique pixel in transformed coordinates. If
c and d are not relative prime to N, then AFT maps different pixels to the same pixel
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Fig. 1. Affine transform (AFT) of an image of Boy. Original image (a), AFT with w = 1 (b), AFT with
w = 20 (c) and respectively histograms of a–c (d–f ).
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in the transformed coordinates [22]. After the AFT, the total energy of the input image
remains the same as before. The AFT can be applied iteratively for scrambling oper-
ation and the actual number of iterations w can serve as an encryption parameter.

The inverse affine transform (IAFT) restores the pixel (x', y' ) to its original posi-
tion (x, y), and is defined as

(4)

where c–1 and d –1 are modulo inverse of c and d, respectively. The effect of AFT on
a grayscale image of Boy (Fig. 1a) of size 256 × 256 pixels is illustrated in Figs. 1b
and 1c for two representative values of w (1 and 20). Here, we have considered the
following values of AFT parameters: a = 50, b = 70, c = 29 and d = 31. Figures 1d–1f
are histograms of  Figs. 1a–1c, respectively. Histograms analysis reveals that energy
of the system remains constant before and after applying the AFT.

3. The proposed scheme

In the proposed scheme as shown in the flowchart (Fig. 2), an input color image is first
decomposed in its RGB (red, green and blue) channels. Each channel is bonded with
a random phase mask RPM1 = exp{2πim(x, y)} and transformed by a FrHT of order
(p, r) followed by the AFT of order w in the frequency domain. Thereafter, a second
random phase mask RPM2 = exp{2πin(u, v)} is applied to each component before the
final transformation by a FrHT of order (q, s) resulting in a component-wise encrypted
image. The functions m(x, y) and n(u, v) are random white sequences uniformly dis-
tributed with values between 0 and 1. Thus, the two random phase masks RPM1 and
RPM2 are statistically independent. Finally, all three components are combined to give
a single channel encrypted image. The use of double transform and double phase masks
is in accordance with the 4-f  system followed in optical implementation of the scheme.
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Fig. 2. Flowchart of the proposed scheme of encryption process.



426 P. SINGH et al.

The decryption process is simply reverse of the encryption (Fig. 3). First, the en-
crypted image is decomposed in its RGB encrypted channels followed by the inverse
FrHT of orders (–q, –s). Each encrypted image so obtained in the frequency domain
is bonded with conjugate of the second random phase mask RPM2 followed by the
IAFT of the same order. Each resulting image is then subjected to the inverse FrHT
of orders (–p, –r). Finally, all the three transformed components are combined to give
the recovered image. 

4. Results and discussion

The proposed scheme has been validated for color images. Here, we present the simula-
tion results performed on MATLAB 7.14 for an original image of Boy (Fig. 4a) of size
256 × 256 × 3 pixels. For the sake of simplicity, we have considered FrHT orders p = r
and q = s in our simulations. The values of the AFT and FrHT parameters considered
in this study are w = 20, p = 0.8, and q = 0.5. The original image is decomposed into
RGB channels, each encrypted according to the scheme detailed in Fig. 2. The three
components (RGB) of the original image are shown in Figs. 4b–4d, respectively.
The combined and component-wise encrypted images are depicted in Figs. 4e–4h, re-
spectively. Each encrypted image is completely random and resembles stationary white
noise. The original color image as well as its RGB components are completely recov-
ered (Figs. 4i–4l) using the proposed scheme’s decryption process (Fig. 3), thus validat-
ing the scheme.

4.1. Sensitivity analysis

A scheme is considered to be secure if it is sensitive to the encryption parameters. In the
proposed scheme, the main encryption parameters include the order of the AFT w and
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Fig. 3. Flowchart of the proposed scheme of decryption process.
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the orders of the FrHT. We have performed the scheme’s sensitivity to these parameters
and presented the results in terms of commonly used metrics such as a correlation co-
efficient (CC) and a mean-squared error (MSE) which are defined as follows:

(5)

(6)

where Io(x, y) and Ir(x, y) denote respectively the pixel values of the original and the
recovered image; cov is covariance and σ is the standard deviation. 

The results of the scheme’s sensitivity to AFT parameter w are shown in Fig. 5.
While Fig. 5a shows the plot of MSE against w for the red channel of the color image
of Boy, Fig. 5b gives the recovered image for a wrong value of the AFT parameter.
Similar results were obtained for green and blue channels also. This shows a very high
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Fig. 4. Results of validation of the proposed scheme. Input color image (Boy) 256 × 256 × 3 pixels (a);
its RGB channels (b, c, d); corresponding encrypted (e, f, g, h) and recovered (i, j, k, l) images. 
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Fig. 5. Sensitivity plots relative to AFT parameter w: MSE (a), and decrypted image with wrong AFT
parameter (w = 21, whereas correct AFT parameter is w = 20) (b). 
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12000

8000

4000

0

M
S

E

300

200

100

0

P
S

N
R

b

c

Red channel
Green channel
Blue channel

Red channel
Green channel
Blue channel

FrHT parameter q

0.3 0.4 0.5 0.6 0.7

0.4

0.6

0.8

1.0

12000

8000

4000

0

300

200

100

0

0.2

0.0



Color image encryption... 429

degree of sensitivity of the proposed scheme with respect to the AFT parameter w. We
have also analysed the scheme’s sensitivity to the FrHT orders p and q in the spatial
domain and frequency domain, respectively. The sensitivity plots of CC, MSE and
PSNR (peak signal-to-noise ratio) with respect to the FrHT orders p and q are shown
in Fig. 6. It is observed from Fig. 6 that FrHT order q in the frequency domain shows
greater sensitivity to the scheme as compared to the order p. These results establish that
the scheme is sensitive to all the encryption parameters appearing as the orders of AFT
and FrHT. 

4.2. Occlusion and noise attacks analysis

The proposed scheme is also tested for its strength to occlusion and noise attacks. First
we performed occlusion attack analysis on the encrypted image of Boy. The encrypted
image of Boy occluded in a gradual manner (20%, 30%, 40%, and 50% occlusion) is
shown in Figs. 7a–7d and the corresponding recovered images are provided in

a b c d

e f g h

Fig. 7. Occlusion results for the color image for varying degrees of occlusion. Encrypted images of Boy
with 20%, 30%, 40%, and 50% occlusion (a–d), and corresponding recovered images (e–h).

Fig. 8. Results of decryption in the presence of Gaussian multiplicative noise with zero mean and standard
deviation 1, and with noise strength k = 0.2 (a), k = 0.8 (b), k = 1.4 (c) and k = 2 (d). 

a b c d
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Figs. 7e–7h. Although the quality of the recovered image drops with the increase in
occluded area, it is recognizable even when the encrypted image is occluded up to near-
ly 50%. The impact of occlusion for a wider range of occluded area is indicated in the
plots of CC and MSE (Figs. 9c and 9d) for red channel. 

Similarly, we have presented the results of noise attack on the encrypted image of
Boy in Fig. 8 for varying degrees of noise strength k according to the formula [27] 

(7)

where Eo is the noise-affected encrypted image, and G is the Gaussian noise with zero
mean and standard deviation unity. Figure 8 gives the recovered images when the en-
crypted image is noise-affected with increasing noise strength k = 0.2, 0.8, 1.4 and 2,
respectively. We observe that even in the presence of significant noise in the encrypted
image, the quality of recovered image is fairly good.

The extent of drop in the quality of the recovered image can be gauged from the
plots of CC and MSE versus noise strength k (Figs. 9a and 9b) for red channel. We
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have also shown the recovered images (inset) for threshold values of CC and MSE,
respectively. Similar results were also obtained for green and blue channels. We ob-
serve that the scheme is quite resistant to the noise and occlusion attacks.

4.3. Histogram analysis 

Statistical analysis (histogram) has been performed to validate the proposed scheme.
For a good encryption algorithm, the histogram of the encrypted image should be
totally different from the histogram of the original image. Figures 10a–10c show the
histograms of the input, encrypted and decrypted images of red channel. It is clearly
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Fig. 10. Histograms and 3D plots of red channel. Input (a, d), encrypted (b, e) and decrypted (c, f ) images. 
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visible that the histograms of the original and decrypted images are identical and the
histogram of the encrypted image is totally different from that of the original image
for the current scheme. Also, 3D plots of the input, the encrypted and the decrypted
images (Figs. 10d–10f for the red channel), establish the efficacy of the scheme as ob-
served in the histograms.

5. Conclusions

In this study, we have proposed an encryption scheme for color images. It uses the affine
transform for pixel scrambling and the FrHT for encryption of each channel of the orig-
inal color image. The scheme has been validated for input color images of size
256 × 256 × 3 pixels by experiments on MATLAB 7.14. Its performance is tested
through statistical analysis based on histograms and 3D plots. We have also investi-
gated the scheme for its sensitivity to the transform orders as the encryption parameters.
The scheme shows robustness to the attacks of multiplicative noise and occlusion.
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