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ABSTRACT

Developing intelligent, interoperable Cyber Threat Information (CTI) sharing technologies can
help build strong defences against modern cyber threats. CTls allow the community to share
information about cybercriminals' threats and vulnerabilities and countermeasures to defend
themselves or detect malicious activity. A crucial need for success is that the data connected to
cyber risks be understandable, organized, and of good quality. The receiving parties may grasp
its content and utilize it effectively. This article describes an innovative cyber threat intelligence
management platform (CTIMP) for industrial environments, one of the Cyber-pi project's
significant elements. The suggested architecture, in particular, uses cyber knowledge from
trusted public sources and integrates it with relevant information from the organization's
supervised infrastructure in an entirely interoperable and intelligent way. When combined with
an advanced visualization mechanism and user interface, the services mentioned above provide
administrators with the situational awareness they require while also allowing for extended
cooperation, intelligent selection of advanced coping strategies, and a set of automated self-
healing rules for dealing with threats.
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1. INTRODUCTION

The rapid development of new technologies in recent decades has significantly affected human
societies and the existing economy [1]. The highly digitized and interconnected environment
shapes the new Cyberspace [2] [3] providing new possibilities and opportunities for organizations
to develop extroversion activities and actions [4] [5]. However, this new cyber-ecosystem faces a
number of challenges such as cybercrime, advanced persistent threats and cyberattacks, resulting
in a climate of uncertainty and instability that threatens expected growth and prosperity [6] [7]
[8]. The emergence of a new generation of cyber threats highlights the need to modernize the way
these challenges are addressed [9] [10] [11], bypassing the until recently tactics of organizations
that relied on the passive use of main security appliances, like firewalls to protect their
information and anti-malware solutions [12] [13] [14] [15]. The characteristic of the complexity
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of modern threats is that most successful attacks are perceived only during the subsequent
forensics procedures [16] [17].

As it is easily understood, ensuring a successful defense requires complete control in all attempts
to exploit the vulnerabilities of the system, as a successful attack could take advantage of the
existence of a single vulnerability. In everyday life, many system administrators are unable to fix
all the vulnerabilities of a system in time as limited experience, non-automation, increased
workload, software dependencies, use of old systems and lack of timely availability of critical
patches are their main brake. On the contrary, the automated, intelligent collection and
correlation of suspicious actions taking place in a network, in the framework of a single strategy,
which will take into account the latest digital threats, can help to take appropriate measures to
deal immediately and finally shield an organization from cyber threats [18] [19] , even though the
sharing of cyber-threat intelligence is a challenging process [20].

A turning point in this process is the use of Indicators of Compromise (IOCs) that support the
security decision-making process [21]. 10Cs include malware signature 1Ds, malicious IP
addresses, malicious checksum (MD5) malware, and malicious URLs or domain names of
Botnets, as well as patch fixes, good practices in control measures, access control policies or
removing unnecessary services, and modifying firewall settings [22] [23] [24]. In other words,
this is a huge repository of knowledge with proven defense techniques, which are strengthened
daily by adding updates.

Taking into account the gap presented in the intelligent, efficient, and unified application of the
knowledge available based on the 10Cs, this work presents an innovative architecture for
utilizing the specific knowledge based on interoperable and intelligent methods of modern
computing. The proposed CTIMP is an advanced and adaptive system for monitoring and timely
detection of security events that threaten an organization, incorporating advanced technologies of
analysis, automated management, and execution of corrective actions, offering interactive real-
time security interaction.

The rest of this paper is structured as follows: Section 2 presents the background of the research
approach. Section 3 is allocated to the presentation of the proposed architecture and finally,
section 4 concludes the research.

2. BACKGROUND

It is important to emphasize that in recent years the need for a cooperative response to security
incidents has been highlighted and very significant progress has been made in this area [25]-[27].
But the constant evolution of the methods and technologies used in cybercrime, creates complete
on platforms that do not implement real-time information mechanisms, as anything else can be
considered obsolete. Also, extremely important feature is the interoperability that can in the
effective collection, improvement, analysis and sharing of cyber-attack data. A typical example
of such an application is the method of Modi et al. [28] where they propose a multilevel
architecture for the thorough analysis of heterogeneous data through the interaction between its
interleaves. Although the approach accepts information from open-source data streams, it is
considered to be completely dependent on in-house analysis platforms, which significantly limits
the generalization that should be provided in such cases. Mantis presents a different approach that
incorporates information on cyber threats using different standards [29]. It is an intelligent
platform that allows threat data to be correlated through an innovative agnostic similarity
algorithm. This methodology allows security analysts to correlate patterns that are shared
between seemingly unrelated attacks, which adds serious complexity to the system, dramatically
increasing the need for computing resources. Finally, Sengupta et al. [30] proposed a fairly



Computer Science & Information Technology (CS & IT) 67

sophisticated but very sophisticated method for extracting an optimal modeling technique for
Advanced Persistent Threat attacks in a cloud computing environment. The approach is based on
game theory, where the processes of dealing with an event are modeled by optimizing the cost of
security countermeasures.

3. PROPOSED ARCHITECTURE

The proposed CTIMP, while following the practices of Integrated Security Information and Event
Management (SIEM) [31], goes one step further by offering a personalized security solution that
combines multiple control mechanisms and corresponding digital security technologies for
modern computing systems and networks. Essentially, through a sophisticated collaborative
framework, it is able to identify an organization's digital risks and threats, meeting the ongoing
needs of securing the valuable information it manages, by offering security services and crisis
remedies.

Specifically, CTIMP offers a central point of analysis, alert, compliance, and reporting,
responding to the changing organizational structures of a multidimensional modern organization.
It focuses primarily on meeting the critical information infrastructure needs of each organization,
providing a variety of intelligent mechanisms for monitoring data integrity, reporting new threats,
detecting and recording security incidents, and responding immediately to automated processes.
Taking a more detailed approach to the proposed architecture, the system initially focuses on the
timely detection of events using automated, detailed log analysis. Any alerts or events are
displayed on the system administrator's visualization console. This interface offers a timely and
valid simultaneous analysis of a very large number of security incidents of the supervised
business network while minimizing the possibility of drawing incorrect conclusions.

Updating and upgrading CTIMP predictability is based on gathering cyber-threat information
from trusted open access sources such as ready-made 10Cs set up by security experts, etc. which
are filtered and correlated for the sole purpose of supporting infrastructure. This adaptation to the
requirements of the organization's business operations and information systems is achieved
through component mapping, which records and distributes to other CTIMP subsystems the
specific features of the available node topology, software, and services that may be targets or
sources of malicious action. Comparison of cyber-threats with the characteristics of the
organization results in an adapted cyber-cognition in the STIX 2.x [32] standard, which is
submitted for analysis to the privacy policy production subsystem, which provides algorithms for
modulating and exporting SIGMA rules, which are automatically integrated into all the active
rules of the case analysis mechanism. In addition, the proposed architecture includes an
intelligent automated threat and attack mechanism, which provides an expanded set of self-
healing commands, which examine the level of compliance and align it with current security
policies.

Another very important feature is that the proposed architecture is assisted in each phase of its
operation by the visualization and interface subsystem, which aims to easily represent the
appropriate information, to allow analysts to detect and take immediate action in various events.
Finally, it should be noted that the design of preventive countermeasures offered by CTIMP,
concerns only the identification of specific threats that may affect the organization and the setting
of general priorities, establishing intelligent decision-making or adaptation mechanisms, which
ensure the smooth its operation.
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A brief overview of CTIMP subsystems and functions is shown in Figure 1 below.
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Figure 1. The proposed Cyber Threat Intelligent Information Sharing Architecture (CTIMP)

Below is a detailed presentation of the subsystems and mechanisms that frame the CTIMP
architecture.

3.1. Incident analysis and identification of security attacks

The analysis of incidents and the intelligent identification of security incidents such as attacks are
achieved in CTIMP by the following systems.

3.1.1. OSSEC HIDS

The OSSEC Host-based Intrusion Detection System [33] conducts both application and system-
level audits to investigate the integrity of supervised information infrastructure files, using threat
detection methods based on signatures and statistical anomalies. It can be configured to collect
events from devices on which the use of agents is not feasible, while also having a set of rules for
monitoring and analyzing specialized security incidents, for which it can generate corresponding
alerts.

3.1.2. Decoders
The logs of the target environment are examined using default and custom decoders, which have

parameters that are compared with the content of the logs for event detection. Any
correspondences are routed for control by the set of available rules that implement the respective
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security policies, based on which the notifications of the incidents under consideration are
produced.

3.2. Intelligent use of CTI

The Intelligent Cyber Threat Adaptation Subsystem collects and analyzes available information
gathered from Cyber Threat Information (CTI) Sources. This information is compared with the
results of the analysis of the data by the supervised Information System and the threats to the
target network and information infrastructure are documented. The intelligent cybernetics
aggregation mechanism is regularly upgraded with I0Cs and RSS feeds, collected by the
Malware Information Sharing and Threat Intelligence Sharing Platform (MISP) [34], from a wide
range of trusted sources. The accuracy of the information is adjusted to the criteria, concerning
the organization's systems, with a filtering process in order to maintain the relevant information
and then to compare it with the specific characteristics of the supervised information
infrastructure. Features include devices, services, objects IDs, IP addresses, geolocation
information, and dependencies. The result is the production of custom knowledge in the form of
STIX 2.x files, which correspond to the fields that are required to draft SIGMA rules.

3.3. Business operations and information systems mapping

The mapping mechanism describes the specific characteristics of the organization and the
technological environment is displayed on the system’s console. The latter provides a useful for
manually recording business assets like nodes, communications, software, and network services.
In particular, the Dependency Mapper utility implements the basic processes of the mechanism.
The depmapper has a graphical data management interface to represent a deployment model. The
adaptation of the depmapper to the mapping mechanism helps to extend the functionality of
exporting graphs to image files (jpg, png) and data exchange (JSON). In practice, the production
of image files supports collaboration between stakeholders, as well as the use of images between
different third-party applications. Furthermore, the production of JSON-type files allows the
insertion of graphs in the depmapper, for the purpose of their subsequent processing.

More specifically, the layout model illustrates the components, hardware components (nodes),
and the links between them. The depmapper has the additional functions of grouping nodes,
adding tags, and defining multiple descriptions separately for each node. The descriptions contain
information about the object of operation, the available software services, the geographical
location, the structural and procedural dependencies, the data dependencies, as well as the risk
level. The level of risk is determined according to the criticality or sensitivity of the data and
services available. The collection of this information takes place within the organization, by
completing the user questionnaires. The information is collected by an analyzer and entered into
the depmapper to represent graphs and text in JSON format, for use in other subsystems.

3.4. Visualization and user interface

This subsystem is divided into two subcategories, which include data visualization and user
interface. Visualization of security data collected from various log sources refers to the creation
of diagrams, graphs, and similar visual material. The visualization mechanism provides
organization and classification of the data structure. A notice indicates that immediate action is
required or is merely informative. Categorizing the different types of alerts is useful and makes it
possible to develop a monitoring strategy [35]. Notifications are categorized according to the
level of completion of the relevant research, conducted by managers and analysts.
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An administrator is able to edit the content of an alert immediately, either later, or outsource its
processing to an analyst, using ticketing requests. Consequently, the status of notifications is
characterized as new, ongoing, and complete. In addition, the visualization mechanism provides
all the data in a user-friendly environment. The user interface mechanism offers the possibility of
approving or activating the system self-healing procedures. However, it is a fully customizable
environment, which allows the rapid collection of critical information and immediate response to
incidents. Likewise, it allows the viewing and analysis of critical statistics and the viewing of
history. The interface supports web environments to make services available on mobile devices
and web browsers.

3.5. Self-Healing Policies

Self-Healing Policies derive from the decision analysis and prioritization processes of the
organization and are recorded in a clear and interoperable manner in the system database. The
database consists of Threats, Policies, and Self-Healing Rules [36]. The Threat panel contains the
fields of the threat id, the threat type, and the threat group. Self-healing commands are stored in a
technical Command Line Interface (CLI) format, so that they can be understood by machines, as
well as in a general format, readable by humans. The self-healing policy also includes the entries
of the CLI commands, which concern the central nodes. CLI commands are properly synthesized
to run on devices located at the ends of the network, including routers, switches, firewalls, agents,
and AV software. Preventing a threat can be achieved by stopping the flow of network traffic in a
timely manner, or by making inaccessible a device involved in the attack.

In particular, Self-Healing commands include three execution options, customizable through the
system’s console:

1. Inform the administrator about the actions to be taken in order to prevent a threat or
mitigate the risk (recommendations).

2. Execution following the administrator’s approval.

3. Automated execution, provided that the administrator has selected the specific
configuration.

This subsystem receives data from the OSSEC system and from the Business operations and
information systems mapping module of the organization, through control command flows. At
the same time, it maintains two-way communication with the Visualization and User Interface
subsystem, through data streams. The self-healing instructions are presented to the administrator
and approval is required to execute a command. The administrator's decision is then forwarded to
the self-healing subsystem. If the administrator approves the action, the command is executed
immediately. If the action is rejected, then the self-healing command is given as a
recommendation to the administrator. The set of requests and responses of the above
communication is conducted asynchronously.

The Decision Engine, part of the Self-Healing module, determines the policy to be applied when
an incident is detected. The procedure involves executing a command if the Threat Type field
corresponds to a value in the Policies table. If the Threat Type field does not provide a value,
then the more generic Threat Group field is checked instead. The event is then forwarded to the
Visualization and User Interface subsystem and the relevant breach notifications are presented. In
most cases the Self-Healing rules are applied remotely to the nodes, using the Secure Shell (SSH)
protocol while the details on how to execute the alternative commands are recorded in a log file.

CTIMP exhibits the characteristics of complete network surveillance and effectively extends the
settlement of security issues to other levels (systems, services). The technologies it incorporates
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help reduce the complexity of the methods used in today’s attacks, by setting up specialized
security software, with its main functions satisfying the need for regular checks to identify
threats, update security policies, and maintain the organisation’s security posture to an acceptable
level.

4. CONCLUSIONS

An innovative architectural standardization of how to intelligently manage and deal with
advanced cyber threats was presented in this paper. The proposed CTIMP in a fully interoperable
and intelligent way, collaboratively utilizing cyber-knowledge generated on a daily basis by
cyber-threat managers around the world, ensures high levels of security of an organization's
supervised information infrastructure. Its design is based on standards that are able to maintain
secure communication with reliable sources of information and receive regular updates on
existing and emerging threats. The updates in question are initially optimized based on the
respective needs and priorities of the information infrastructure of the supported organization.
They are then transformed into automation rules that align the operating systems of the
information systems and are finally applied in practice by implementing notifications to the
system administrators for immediate action. It is an excellent mechanism for monitoring and
timely detection of events in real-time, which significantly enhances the levels of active cyber
security of an organization.

The most important task for the evolution of the proposed system is initially the process of
finding solutions for the comparison of logs and security policies for their convergence in shorter
times. Also, the strengthening of CTIMP with more advanced anomaly detection techniques
which will take into account most of the operational parameters of the organization such as task
scheduling, local events, technical upgrades or system adaptations, etc., would be a significant
improvement. In addition, the system's structure should be examined to see how it might be
utilized with data transformation methods, so that intelligent processes can discover the optimum
techniques to represent various types of structured or unstructured data to provide self-healing
rules. Finally, the CTI2SA's significant future growth must be based on interpretive models.
These models may describe the decision process by defining individual predictions using
approaches such as Shapley values and feature significance. The purpose of model interpretation
is to extract human-comprehensible terminology for models' functioning mechanisms in
researching adversarial movements and defenses.
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