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Abstract—In order to solve the problem that the
traditional hierarchical network topology evolution
mathematical model has low accuracy in describing the
dynamic behavior of network, the design of hierarchical
network topology evolution mathematical model is
proposed. This paper analyzes the hierarchical network,
establishes the effectiveness index of topology, formulates
the strategy of topology reconstruction, realizes the
evolution of hierarchical network topology, and completes
the design of mathematical model. The experimental results
show that the accuracy of the designed mathematical model
of hierarchical network topology evolution can reach 94%,
and the effect is good in practical application.
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1. INTRODUCTION

HE Internet is becoming more and more inseparable from

people's daily work and life. Due to its large scale, complex
structure, decentralized management, and changeable status, it
still lacks effective network topology detection technologies
and models to accurately describe the Internet topology. But the
research on modeling of Internet network topology has never
stopped. The network is a network structure composed of a set
of intersecting nodes and lines, and the network model is a
network that reflects a complete system. The network model is
not only a graphical model, it can not only reflect the
relationship between various elements and parameters, but also
can be analyzed and calculated according to a certain
topological logic relationship. As a standard model, it can give
the best answer to a question under certain conditions, and it can
also provide the progress of an action or plan. This is the most
widely used, most common and ideal model in scientific
research, engineering technology, production technology, and
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management. Many scientific theories are the standard models
that study how to build and solve various problems and systems
more effectively. For example, the linear programming model is
a widely used model. However, most models are only suitable
for a specific or specialized problem at the beginning of the
research phase, and cannot be widely used as standard models.
With the continuous summary and in-depth study of the model
application, it gradually developed into a standard model.
Network models can reflect both positive and indefinite
problems. In a broad sense, the positive network model is just a
special case of a random network model. Network models can
also reflect dynamic problems. The direction of the arrows
(branch lines, arrow lines) in the network model reflects the
progress and development of the problem. It can be seen that the
network model is a comprehensive standard model and can be
widely used in many aspects.

Computer network systems are layered to build a layered
network. Each layer has its own function, and the layers are
different according to different standards. For example, the
hierarchical structure of the OSI (Open System Interconnection)
standard consists of the physical layer, data link layer, network
layer, transport layer, session layer, presentation layer, and
application layer in the order from bottom to top. TCP / IP
(Transmission Control Protocol / Internet Protocol) standards
are host-network layer, network interconnection layer, transport
layer, and application layer. These hierarchies are implemented
through protocols. For example, the physical layer products
have interfaces for transmission media, the data link layer
products include network cards and bridges, and the network
layer products include routers and gateways. The typical models
that were initially applied to the evolutionary modeling of the
hierarchical network topology are the Waxman model and the
Transit-Stub model [1] [2]. These two models construct random
networks based on the probability of connection between nodes
and construct hierarchical networks according to the principle
of hierarchy. Some researchers have proposed evolutionary
algorithm for network topology design, which provides an
appropriate mathematical framework through fuzzy logic,
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avoids the uncertainty of network traffic and other design
parameters, and optimizes multiple objectives [3]. Some
scholars have proposed a hierarchical network model of
network topology design based on genetic algorithm. The
hierarchical network model is composed of the upper logic
circuit. Combined with its own similarity, the traffic information
switch model is used to establish the connection with the
network equipment to obtain the minimum network constraints
[4]. As the research progressed, it was found that none of these
models could well reflect the network characteristics of the
Internet. Although these models better simulate some of the
characteristics of hierarchical networks, they all have their own
shortcomings. Compared with the statistical parameters of the
real Internet, they appear to have insufficient accuracy.

Therefore, the evolutionary mathematical model of
hierarchical network topology is designed. Using the actual
characteristics of the Internet and the theory of preference
growth, the hierarchical structure in the Transit-Stub model is
combined with the characteristics of preference growth in the
BA model (Barabasi-Albertmodel). Considering factors such as
node growth and preferential connection, the growth and demise
of internal and external links between nodes, the hierarchical
network topology evolution model is constructed.

The rest of this paper is organized as follows.

Section 2: This paper introduces the composition and
characteristics of hierarchical network.

Section 3: The paper analyzes the topological validity index,
proposes the strategy of topology reconstruction, and
establishes an evolutionary mathematical model of hierarchical
network topology.

Section 4: The platform of experiment and the analysis of
experimental results prove the effectiveness of the model
design.

Section 5: This paper makes a comprehensive summary of the
article, puts forward the design significance of the design
model, and puts forward the future research and development
direction and suggestions.

II. MATERIALS AND METHODS

Hierarchical networks represent a large network plan in the
form of a layered network plan. It can be obtained by
decomposing step by step from the whole to the part, or it can be
formed by gradual merging and simplification of the
subordinate network [5]. The lower layer network can be
simplified into one or several processes in the upper layer
network. According to the principles of system engineering, any
system has separable characteristics regardless of its
complicated program. The total system can be decomposed into
several secondary subsystems, and each secondary subsystem
can be decomposed into three subsystems. Different standards
give different subsystems for decomposition. This simplifies
complex systems.

For the network graph plan, it can be decomposed into
sub-networks (or merged into a total network gradually)
according to certain hierarchical standards (principle), and then
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the connections between the layers of the network are
determined, and a time parameter algorithm is proposed.
Finally, multi-layer networks are effectively processed using
network planning technology. Large or complex projects have
as many as hundreds, thousands, or even tens of thousands of
procedures, and they must use enough work to express their
logical relationships and facilitate management and control. In
this case, it is necessary to represent the project in a hierarchical
manner. If the network is not hierarchical, and only one network
is used to represent a larger or complex project, there are some
disadvantages:

First: It takes a long time to modify, adjust and update the
network;

Second: When working too much (up to several hundred
roads), the network diagram is not easy to control;

Third: It is difficult for people who lack experience in project
planning to control and manage the project. The method of
layering the network can not only avoid these disadvantages, but
also have the following advantages:

First, with the accumulation of experience and deepening of
project understanding, network maps with different levels of
details can be gradually prepared;

Second, the second-level network can be easily refined to the
third-level network, making it easy for project implementers to
clarify their work goals;

Third, it is easy to understand, update and adjust after the
network is classified;

Fourth, the tasks of updating, adjusting, and reporting can be
directly completed by the specific person responsible for
improving accuracy and work efficiency.

Large-scale network plans have tens of thousands of nodes,
and there are few division levels. This results in too many and
complicated nodes per network, and it is very difficult to
implement and control the plan. If the decomposition is not
detailed enough, the key points will not be exposed. The
subsequent system analysis will be futile, and it is easy to miss
the opportunity to find an optimal solution. Conversely, if there
are too many levels of division, it is necessary to deal with the
complex relationships between many layers of networks, and
the network diagrams will increase dramatically, the amount of
calculations will increase exponentially, and it will also increase
the trouble for compilers [6]. It is best to divide a level that is
practical and convenient. In practice, we find that the three
levels are better levels, which are suitable for large and
medium-sized projects.

Features of a layered network:

First, the sub-network union is a subset of the overall
network, which means that some activities of the upper network
are not subdivided;

Second, each sub-network can have several starting points
and several end points, which are reflected in the upper-level
network, and there are several road lines corresponding to it.
The length of each active route corresponds to the length of
some key routes in the sub-network [7].

Third, nodes in the same layer may have nodes overlapping,
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but no activity overlapping.

Fourth, in the decomposition process, the same node can be
allocated to different sub-networks.

There is a phenomenon that regional connections are
preferred in real networks. Hierarchical networks have
hierarchical relationships such as regional connections and
international interconnection at the AS level. New AS is usually
only connected to other AS that is adjacent to each other in the
region. They are often tightly connected within the regional
network. When the new AS joins the network, it does not give
priority to linking with the entire network, but first chooses to
link with nodes with the high degree of node. Therefore, the
two-level regional network model defines a hierarchical
network: the WAN and the LAN, as shown in Fig. 1.

Hierarchical
ode group

Hierarchical

LAN
ode group

Hierarchical
node group
Fig. 1 structure of the hierarchical network

The WAN is defined as a specific set of nodes. Generally
speaking, the WAN is a geographically close network, and the
connections between its internal nodes are closer than the
connections between the network nodes; The LAN refers to a
specific node that is closely connected to it. The typical
characteristics of a layered network are as follows:

First: wireless-oriented, open channels. The layered network
is dominated by wireless communication, and its typical
characteristics are open channels, limited bandwidth, and
vulnerability to attacks, which also makes the existence of
communication links closely related to node locations;

Second: layered networking, good scalability. The layered
network mostly adopts a hierarchical layered networking mode
in which the core network and the access network are separated,
which has the advantages of strong survivability and strong
scalability;

Third: dynamic reorganization and strong resistance to
destruction. The layered network has the ability of
self-organization, self-healing, self-recovery, and real-time
reorganization, which makes the network more robust and
survivable in harsh environments.

It is necessary to establish a network model that includes both
network topology information and network dynamic behavior
information [8]. To this end, a hierarchical network dynamic
mathematical model is defined as:
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where, K(T) represents the multi-hop wireless network;

> NXx; represents the discrete coefficient; & is the network

node set, including the Mesh nodes and the Adhoc nodes; u_I

represents the spatial location set of the network node.

Network nodes, links, locations, and behaviors are all
functions of time, so the network is a dynamic network that
changes over time. For a specific network at a given time, that
is:

E
G=M(t)/ == 2)
where, G represents a deterministic quantity; M (t)
represents continuous changes in multiple graphs that

approximate the network topology change process parameters;
p, represents the network speed; E represents the

‘max

hierarchical  network and  location-related

characteristic parameters.

topology

III. NETWORK TOPOLOGY INFORMATION CONTROL AND
OPTIMIZATION

Effective network topology means that the network has good
connectivity and integrity. Therefore, network connectivity
indicators can be used to measure the effectiveness of the
network topology [9]. At present, there is no accepted network
connectivity index in academia. Generally, the connection
strength is represented by the connectivity. Connectivity refers
to the minimum number of nodes (or edges) that need to be
removed to make the network disconnected. Connectivity
mainly reflects the difficulty of segmenting the network, and
cannot reflect the quality of the network connectivity, especially
the connectivity after the network is segmented.

A. Nodes in network topology

With the development of research on the invulnerability of
complex networks, a large number of researchers use the
maximum connected subgraph size to characterize the attack
effect, however, this indicator has the problems of poor
representativeness and distinguishing ability [10]. Some
researchers use the number of connected branches obtained
after the attack to characterize the attack effect, but this
indicator cannot reflect the difference caused by the difference
in the size of the connected branches. Some scholars use the
average value of the shortest path of the network to represent the
network connectivity, however, as the attack intensifies, the
average shortest path becomes larger and then becomes smaller.
Among the existing indicators, relatively reasonable indicators
of network connectivity are global efficiency and connectivity
coefficients:

e, [i”
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where, K represents the total number of network nodes;
represents the number of connected branches of the network;

f I . .
—'t represents the number of nodes included in the connected
S

branches; 4

represents the average shortest path length of

P
the connected branches; 4?5 represents the network

connectivity index.

The effectiveness of the network refers to the network where
the total social utility is maximized, which can be given as
defined below. The same node can build different network
structures. The effective network refers to the network that
maximizes the network value. In the process of network
formation, if a network node in a network graph has the right to
form a connection (or edge, the same below) or to interrupt an
edge, the connection of edges is formed when both nodes agree.

Because when the node density in the network reaches a
certain level, whether from the perspective of information
transmission or acquisition, redundant nodes have a very
negative impact on the energy consumption of the network.
Putting redundant nodes into a sleep state will significantly
reduce the energy consumption of the network [11].

B. Connectivity of network topology signals

The topology control problem is regarded as a network layer
problem, and the link detection between neighboring nodes is
performed at the network layer without relying on the support of
the underlying protocol or geographic information. The transmit
power of each node can only be adjusted at a few determined
power values and power levels, and the continuous value
topology control and route optimization processes cannot be
completed in user space [12]. The optimized topology control
and routing results are then transferred into the kernel space to
control the data forwarding and nodes transmit power
adjustment processes.

(a) Wireless channel modeling

Modeling in wireless channels is a complex task. Wireless
media is very sensitive to path loss, noise, interference, and
blocking caused by physical obstacles. It affects the quality of
the received signal and is a function of the propagation distance.
Path loss mk is equal to the ratio of received energy to
transmitted energy. The calculation formula is:

mk = Ea/ X (5)
a

. . X
where, E represents the received signal energy; — represents
a

the transmitted signal energy; 0 represents the signal reception
quality.
In addition to path loss, the bit error rate in transmission and
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the quality of the received data are related to the noise power,
transmission power, and location of other sending nodes in the
vicinity of the node (assuming that all nodes send data on the
same frequency band).

Assume that the nodes in the network are evenly distributed
in a two-dimensional space. The maximum transmit power of
each node is the same as the threshold of the receiver and has the
same path loss model. It is assumed that each node can
determine the direction of the node sending the message relative
to itself when receiving the message, that is, both nodes can
know each other's direction when exchanging broadcast
confirmation messages. According to the literature, the
technique of estimating direction is feasible without position
information. Based on the above analysis and the assumptions
of the network model, a mathematical model can be designed
using more than one directional antenna. The model is divided
into three parts:

First, information acquisition. The movement of the nodes
causes the network topology to change dynamically. Using the
technology of periodic broadcast messages and the direction of
the antenna to sense the message, the movement status and
relative position information of neighbor nodes in the current
one-hop range are obtained, so as to grasp the local network
topology information.

Second, construct an approximate graph. After mastering the
nodes of the local network topology information, according to
the topology edge constraints proposed in the above analysis,
the approximate graph parameters are obtained, and the locally
optimized network topology is constructed, thereby completing
the establishment of the overall network topology approximate
graph.

Third, approximate graph parameters. Determine whether
there is a self-directed unidirectional link, and adjust the
parameters of the approximate graph to make the network
topology a symmetric directed graph. At the same time, it is
necessary to ensure that the other end node connected to this
self-directed unidirectional link achieves bidirectional
communication.

Connectivity is also called node connectivity, which
expresses the influence of nodes on network connectivity.
Connectivity corresponds to the minimum node cut set of the
network. In addition, network survivability is an essential aspect
of reliable communication services. Survivability not only
refers to the robustness of the network when it faces natural
failures, unexpected events, unintentional operation errors, or
misconfigurations, but it also refers to the robustness of the
network when malicious hostilities exist. Network survivability
can be reflected by the ability to resist network segmentation
[13].

(b) Wireless network communication mode

The factors that cause network segmentation are divided into
physical layer factors and link layer factors. The problems of
hidden and exposed terminals unique to wireless multi-hop
networks can cause packet collisions, which can lead to network
segmentation. The hidden terminal is a node that is within the
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communication range of the receiving node and outside the
communication range of the sending node. As shown in the
figure, node B is within the communication range of nodes A
and C, but nodes A and C are not within the communication
range of each other. When A sends data to B, even if the hidden
terminal C cannot hear the information sent by A, it may send
information to B, which will cause the message to collide at the
receiving node B and cause B to fail to parse any information
correctly. This reduces the channel utilization and increases
system latency. In this case, the receiving node B cannot
establish a communication connection with A and C, and cannot
even communicate with all other nodes in the network, which
forms an orphan node and causes network division. Orphan
nodes are an extreme case of network segmentation. The hidden
terminal diagram is as shown in Fig. 2.

A
£

</
/>
— i
NS

Fig. 2 schematic diagram of hidden terminal

The exposed terminal is a node that is within the
communication range of the sending node and outside the
communication range of the receiving node. As shown in the
figure, when node B sends information to C, node A delays
sending because it hears B's transmission, but A is outside the
communication range of C. As long as it does not communicate
with B, its transmission will not affect B. At this time, A cannot
communicate with any node. In this case, the exposed terminal
will become an orphan node and cause network division.

>

X

Fig. 3 schematic diagram of exposed terminal
The topology evolution of multi-hop wireless networks in
offensive and defensive scenarios is mainly realized as changes
in nodes and links, including node movement and increase and
decrease, link increase and decrease, and reconnection [14].
Node moves. Mobility is an important feature of multiple
wireless networks. Due to the restriction of radio wave
propagation, when a node moves away from another node or
near its node, the connection relationship between the nodes
will change, thereby changing the network topology.
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Node increase or decrease. The addition of new nodes, the
activation of standby nodes, and the recovery of failed nodes
will cause network nodes to increase and expand. Node
withdrawal, damage, failure, etc. will cause network nodes to
decrease and scale down. The increase or decrease of nodes is
an important form of network topology evolution [15].

Increase and decrease of links and reconnection. Setting up a
new link, enabling a backup link, etc. will cause an increase in
network links. Link interruptions and failures can reduce
network links. Changing the link endpoint will cause the link to
reconnect. Link additions, deletions, and reconnections are
important manifestations of network topology evolution [16].

The same subnet node priority connection strategy. Priority is
given to rebuilding the local area network, and the nodes in the
subnet are preferentially connected [17].

Orphaned node priority connectivity policy. To avoid islands
of information, the communication links of isolated nodes are
restored first. At present, the research on network topology
reconstruction strategies is extremely limited. In order to
enhance network robustness, it is urgent to strengthen the
research on network optimization and repair strategies.

C. Topology reconstruction strategy

The initial phase of the algorithm is called the information
collection phase. In this phase, each node broadcasts messages
at the maximum transmit power to learn about neighbors and
topology information within a hop range. The specific steps for
information collection are as shown in Fig. 4.

—| Broadcast message |<—| Receive message |

Set the timer for

receiving messages |
| Verify identity

Computing local network topology |

\ 4

-

—>| Discard information and free up cache space

Fig. 4 information collection steps

In order to adapt the algorithm to the dynamic changes of the
network topology, the information collection process is
performed periodically with the broadcast of messages. During
the next cycle of information collection, the nodes work with the
adjusted power. To avoid disrupting network connectivity,
when it is found that the network is about to split, the power is
given a certain increase if the number of neighbors is less than
the set threshold [18] [19].

After all nodes in the network perform the information
collection process, the local topology information obtained is
calculated and judged. Since the maximum transmit power of
each node is the same, the original network topology is a
symmetric directed graph, and the approximate graph generated
is a directed graph. The process of obtaining an approximate
graph is as shown in Fig. 5.
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[ Calculate topology information within a hop range |
T

| Find neighbors |

n - —
[ Than there are undetermined neighbor sets |

[ Traversal information

5 the distance from this neighbor node
reater than the neighbor node?

| Join neighbor collection |

End
Fig. 5 the approximate graph generation process

First, the introduction of the symmetric mechanism does not
consider unidirectional links. There may be unidirectional links
in the network topology determined according to the
approximate graph generation rule, which results in the failure
of normal communication between nodes to affect network
connectivity and other performance. The premise of network
topology control is to ensure the connectivity of the network.
The use of symmetric mechanisms can ensure the connectivity
of the network, thereby ensuring the performance of the network
in other aspects. If the network topology is not a symmetric
directed graph, you can also ensure that the network is
connected by changing the routing strategy [20]. However,
current layer protocols only consider bidirectional links, and
many routing protocols designed for networks can only use
unidirectional links. Therefore, building a connected network
consisting of bidirectional links is necessary for the response,
mechanism, and transmission and retransmission of packets at
the link layer.

D. The establishment of two way link connection network

(a) Establishment of hierarchical mathematical model

There are two main methods to ensure that the links in the
network are bidirectional links, and a mathematical model of the
hierarchical network topology is established. This model uses
the position parameters of the hierarchical network nodes to
reflect the topology and location-related characteristics of the
multi-hop wireless network. The network behavior parameters
are used to describe the evolution rules and algorithms of the
network and describe the dynamic behavior of the network.
From the perspective of hierarchical network topology, network
behavior parameters can be used to describe the increase or
decrease of network nodes, failure or resurrection, and location
movement, as well as the increase, decrease, disconnection, or
reconnection of network links. Therefore, this model can
effectively describe the structural and behavioral characteristics
of hierarchical line networks, and can be used to study the
topology evolution of multi-hop wireless networks.

It is assumed that after the network is formed, there are three
main changes in the evolution process: new nodes are added, the
original nodes are withdrawn, and the network structure is
optimized and reorganized. In the process of network evolution,
the network can be regarded as a gradual evolution. Each node
is interrupted at each step when it breaks an existing edge or
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joins a new edge with other nodes. It can only interrupt one edge
or join a new edge at a time. That is, he does not interrupt or join
two or more edges at the same time.

The layered model was shown in Fig. 6.
S1(14)
A

S13)

A\ v
S1(1) S1(10)
Fig. 6 layered model
where, S1(3) represents the nodes in the second-layer
subnetwork S1, the S2(1) generation represents the subnetwork,
and the rest of the nodes in S2 are similar.

G(6) 9} )@

311)
é}ﬁ»@ ’@ »@

G(9)
Fig. 7 structure of the first layer network
where, G(6) represents the total network, the nodes in G
represent the third-level sub-network nodes, and the rest are
G(8) G(10)

similar.
/; \
| / |

| \ |

@\»@»@»& ’

\

S
Sgl(l) s21(7)

Fig. 8 structure of the second layer network
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Fig. 9 structure of the third layer network

First, all unidirectional links need to be removed to provide a
relatively simple topology, which improves the effectiveness of
multiplexing;

Second, the unidirectional link is changed to a bidirectional
link, which provides more routing options. Weighing two
methods, the latter is selected in the symmetric mechanism
mainly for the following three reasons:

1) Less weakening of network survivability;

2) No need to change the routing protocol selection principle;

3) The symmetry mechanism that changes a unidirectional
link to a bidirectional link is convergent.

(b) Transition from unidirectional link to bidirectional link

Although the network topology determined according to the
approximate graph generation rules is a connectivity graph,
there may be unidirectional links, which causes nodes to fail to
communicate properly, which affects logical network
connectivity and even other network performance. Therefore,
consider changing the unidirectional link in the network into a
bidirectional link, which not only solves the connectivity
problem, but also provides more options for routing. Proper
redundancy can improve the robustness and survivability of the
network, and reduce the probability of network segmentation
due to link failure.

Before the node adjusts its power, in order to avoid
generating a one-way link to itself, it can determine to delete the
neighbor after receiving the "agree" message, otherwise it is
determined that the node is a neighbor, and then the node
determines the transmit power according to the final set of
neighbors determined. Thus, the purpose of making the
unidirectional link in the approximate figure a bidirectional link
is achieved, and the node transmit power is as shown in Fig. 10.

[ Questions from unidentified neighbors |

e

Delete the node that
sent the consent

| Set the timer

v

| Received a reply |

No
Timer expires?

| Release cache |

End

Fig. 10 adjustment process of transmit power
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The invulnerability of the network means that at least a few
nodes or links need to be destroyed in order to interrupt the
communication between some nodes, that is to say the difficulty
of destroying a network. This is explained from the perspective
of topology. Invulnerability also includes the reliability of each
element in the network. Here, the reliability of an element is
defined as the probability that the element works normally. The
survivability of the network is proposed from the concept of
graph theory, and it is widely used in the reliability analysis of
communication networks. Destructiveness describes the impact
of network topology on the reliability of a communication
network from the perspective of network connectivity, and it is a
deterministic measure of reliability. The essence of network
survivability is to study the reliability of the network's
topological structure, and it is a static indicator of network
reliability. The indicators that measure the survivability of the
network topology include equilibrium, cohesion, and
connectivity. The degree of equilibrium reflects the difference
in the importance of nodes in the network. Since the nodes are
assumed to be equal in status and equal in importance before
and after topology control, it can be considered that the
equilibrium does not change before and after topology control.
Cohesion is also called link connectivity, which expresses the
effect of links on network connectivity. The cohesion
corresponds to the minimum link cut set of the network, and its
calculation formula is:

D:q/TW 6)

where, D is the received signal energy; ( is the transmitted
signal energy; |, is the path loss refers to the ratio of the

received energy to the transmitted energy; w is the signal
reception quality.

According to the above process, an evolutionary
mathematical model of hierarchical network topology is
constructed.

IV. DISCUSSION

In order to verify the validity of the evolutionary
mathematical model of hierarchical network topology designed
in this paper, experiments were performed. In order to ensure
the rigor of the experiment, the traditional model was compared
with the model designed this time, and the accuracy of the
hierarchical network topology evolution of the two models in
describing the dynamic behavior of the network was compared.

A. Experimental platform

The experimental test is to establish a test network to simulate
the network environment. Although the obtained results may be
more accurate, the high cost and complexity of construction
make it impossible to apply to the network. Network simulation
is a network virtualization technology that uses related software
technologies to construct network topology, implement network
protocols, and measure network performance. It can obtain
specific network characteristic parameters, and then research
and analyze network performance to achieve the purpose of
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improving network operating conditions. Network simulation
has become an important method for network research due to its
flexibility, high efficiency, and low cost.

The experimental platform of this test is NS2, and the
operating system is windows. In the dynamic environment, the
graphical interface test environment using the laboratory
graphics library before simulation was used to plot the graphs of
each stage of the topology control algorithm. In the case where
the nodes are randomly distributed according to uniform
probability density, the original network topology map,
approximate map, and network topology map after topology
control are completed. The experimental environment is shown

Experimental Experimental
data data

Experimental control

1

Logger

Data
Bus

Monitor

Fig. 11 experimental environment

B. Experimental results

In order to test the accuracy of the improved mathematical
model designed in this paper in describing the dynamic behavior
of the network, the running time of the two models is set as 7
minutes. By establishing the test network, the accuracy of the
traditional  hierarchical network  topology evolution
mathematical model is compared with the evolutionary
mathematical model designed in this paper. The results are
shown in Fig. 12.

100
90 =
80 T~ = ~
701
60
50
40 Z
30—=T< _ C
20 B
10
%1 2 3 4 5 6 71
Model run time / min
— — The design model — - Traditional model

Accuracy/%

Fig. 12 experimental comparison results
As can be seen from Fig. 12, when describing the dynamic
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behavior of the network, the accuracy of the traditional model
ranges from 15% to 40%, and with the change of time, it shows
a downward trend, and the accuracy is getting lower and lower;
The accuracy of the designed hierarchical network topology
evolution model is always above 60%. With the increase of
time, the accuracy is also increasing. At the end of the model,
the competitive answer is as high as 94%, which is far higher
than the traditional model. It can be seen that the topology
reconstruction strategy designed in this paper has good accuracy
and effectiveness in practical application.

V. CONCLUSION

Aiming at the shortcomings of the traditional model, a
mathematical model of layered network topology evolution is
designed, and the accuracy of the design model is higher than
that of the traditional model through experiments, which proves
the effectiveness of the model. The establishment of validity
index to formulate topology reconstruction strategy can be
applied in the future network topology maintenance and
segmentation attacks, to provide an effective network topology
detection technology for accurate description of the network
topology, for scientific research, engineering production
technology research and other components of the effective
system has important significance.
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