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Introduction
Health Information System (HIS) has been implemented in 

Malaysia since late 1990s. Since then, HIS is utilized in many government 
hospitals especially those that are located in Lembah Klang, Kuala 
Lumpur such as Selayang Hospital, Sungai Buloh Hospital, Serdang 
Hospital, etc. HIS is an integration of several hospitals’ information 
system to manage administration works, patients and clinical records. 
HIS can be accessed through Internet where the data can be delivered, 
stored and processed automatically. Besides, being on the Internet also 
means that the system is vulnerable to inappropriate use [1]. Health 
data is extremely sensitive, therefore they require high protection and 
information security must be carefully watched as it plays an important 
role to protect the data from being stolen or harmed. Information 
security can be defined as the protection of information systems from 
unauthorised access and information threat [2].

Previous studies have stated that external threat is not a major 
issue in information security because many organizations have 
implemented advanced security technologies such as smart card and 
biometrics [3,4]. Until recently, the main critical information security 
issue identified is internal threat, where is caused by internal factors, 
mainly the employees’ poor users’ behaviour such as carelessness, user 
errors and omission [4]. Many studies have found that the employees 
of an organization could be the real culprit of most security breaches 
whether it was done intentionally or unintentionally [3,5]. This 
notion is supported by Boujettif and Wang [6] who reported that 
80% of security incidents in organizations are due to internal threats. 
In Malaysia, human error is one of major internal threat towards 
implementation of HIS [7]. Hence, the preliminary study aims to 
investigate possible factors that will bring forth some effect to the HIS 
security effectiveness by focusing on the user’s compliance behaviour 
in information security. To be specific, the preliminary study explores 
user’s compliance behaviour in information security by focusing on 
two aspects that is, management support and security technology. 
Each aspect was containing several possible factors that tested in factor 

analysis taken from previous studies [8-12]. 

The rest of the paper is presented as follows: the next section 
reviewed several theories related with human behaviour. The third 
section presents the research framework and discusses the integration 
theories that were adapted to develop research framework while fourth 
discusses the research design used in this study. The analysis results 
of the study are presented in the fifth section. The discussions of the 
findings are outlined in the sixth section. Finally, the conclusion was 
the last section.

The Review of Theories
Several theories were reviewed in order to find the right theory to 

be adapted and then further developed into a new research framework. 
Previous literatures revealed some theories to investigate users’ 
behaviour towards information system (IS) technology such as the 
Theory of Reasoned Action (TRA), Technology Acceptance Model 
(TAM), and Theory of Planned Behaviour (TPB). However, with a few 
exceptions, not many have been applied to information security studies 
[13].

TAM is adapted from TRA and applied in many studies to 
investigate users’ intention behaviour to use IS. TAM is based on 
two fundamental beliefs: perceived usefulness (PU) and perceived 
ease of use (PEOU) [11,14], where these two factors have proven as a 
significant predictor on users’ intention behaviour [15]. On the other 
hand, another theory that has been applied extensively to examine 
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user’s acceptance towards information system is TPB which is designed 
to predict human behaviour and postulates that belief affect attitudes, 
subjective norms and perceived behavioural control [8].

Leach [4] described that human behaviour can be influenced by 
two group of factors. The first group describes what user understands 
of what behaviours are expected by others employees and the second 
group describes about user’s willingness to constrain their behaviour 
to stay within accepted norms based what their belief. This is similar 
with Social Cognitive Theory (SCT) where the theory explains personal 
factors and environmental factors which can affect human behaviour. 
Furthermore, the theory describes that human expectations, belief, 
emotional benefits and cognitive competencies are developed and 
modified by social influences that convey information and activate 
emotional reactions through modelling, instruction and social 
persuasion [16]. Personal factors such as age, race, sex, and etc can 
also influence human to evoke different reactions from their social 
environment [2].

Other theories that are adapted to investigate user’s compliance 
behaviour towards information security are Protection Motivation 
Theory (PMT), Health Belief Models (HBM), Technology Threat 
Avoidance Theory (TTAT) and General Deterrence Theory (GDT). 
PMT is a theory that “explains how people change their health 
attitude and behaviours in response to health risk message” [17]. For 
example, if a threat is perceived by people as fearful, then they would 
prevent the possible threat. PMT was applied successfully in over 
30 different domains such as cancer [18], anti-drug abuse [19], and 
online harassment behaviour [20]. The latter study found that most 
of the factors such as perceived severity, self efficacy and perceived 
susceptibility are significantly influenced users to practice security 
behaviour.

On the other hand, HBM was widely used in health behaviour 
studies such as drug [21], cancer [22], and dental [23], among others. 
HBM predicts that if people believe about specific illnesses and 
know how to prevent the illnesses, they will be more cautious and 
will practice recommended health behaviour [24]. HBM suggests 
that individuals determine the feasibility, benefits and cost related to 
an intervention or behaviour change based on the following factors: 
perceived susceptibility (similar to perceived vulnerability), perceived 
benefits, perceive barriers, cue to action, self-efficacy, and perceived 
severity. Majority of previous studies indicated that most of these 
factors influence human behaviour.

TTAT is a theory proposed by Liang and Xue [25] has widely 
been used in IS studies where this theory explains the importance of 
understanding information technology threat avoidance behaviour 
of users. The theory suggests that perceived effectiveness, perceived 
cost and self efficacy constructs can influenced user’s information 
technology threat awareness. Meanwhile, GDT focuses on deterrence 
or sanctions against deviant behaviour and suggests that when 
punishment towards deviant behaviour is high and the sanction is 
severe, potential criminals will be deterred from perpetration illegal 
acts [26]. Previous literatures have many integrates GDT and PMT in 
computer security study [27,28].

Though many theories exist, the current study is based on two 
main technology acceptance models, namely TAM and TPB. These two 
theories will be further elaborated in the following section. The reviews 
above also revealed that not many studies have focused on management 
support and security technology. The current study aims to fill in this 
gap by exploring and identifying all the possible factors that might 

influence users’ behaviour towards information security based on two 
aspects: (i) management support and (ii) security technology. The 
study aims to achieve this by developing a framework that integrates 
some of the factors from TPB and TAM.

The Research Model
The research model was developed based on the integrations of 

TAM and TPB where those expected factors under the theories can be 
grouped under management support and security technology that is 
explained into detail in the next sections. Management support refers 
to the commitment from the top management to protect information 
as a critical security component [29]. Meanwhile, security technology 
refers to the security mechanisms used to protect the IS such as firewall, 
user’s authentication, encryption and etc.

The integrated research framework comprised six independent 
variables (transactional leadership style, transformational leadership 
style, information security policy training support, perceived 
usefulness of security, perceived usefulness of security-countermeasure 
and perceived ease of use of ISPs) and user’s information security 
compliance behaviour as independent variable as shown in figure 
1. The details about the framework were explained in next section. 
Definition of each of the independent variables used in this study was 
stated as shown in table 1.

Transactional_Leadership_
Style

Transformational_Leaders
hip_Style

ISP_Training_Support

PU_Security

PEOU_ISPs

PU_Security_
Countermeasure

TAM

TPB

User’s
Information

Security
Compliance
Behaviour

Figure 1: The Integrated Research Framework.

Operational Variable Definition Source
Transactional_Leadership_
Style

Leader’s behaviour that strictly 
controls how the system is 
implemented in the organization.

[27]

Transformational_
Leadership_Style

Leader’s behaviour that are 
engaged with their team 
members and motivate them.

[28]

ISP_Training_Support Programs to impart organization’s 
ISPs.

[29]

PU_Security Users’ belief on usefulness of 
security that is able to protect 
data against unauthorized 
access. 

Self definition

PU_Security-Countermeasure Users’ belief on usefulness of 
security countermeasure to 
minimize risks that are related to 
IS threats.

Self definition

PEOU_ISPs Users’ belief that ISP is easy to 
use, understand and follow.  

Self definition

Table 1: Operational Definition of Variables.
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Theory of planned behaviour

TPB is designed to predict human behaviour and postulates that 
belief affect attitudes, subjective norms and perceived behavioural 
control [8]. Attitude is defined as how users convey positive or negative 
feelings towards something [30]. Subjective Norms (SN) is defined 
as users perception of others opinions [8] which are opinion by top 
management and colleagues. User’s behaviour in the organization can 
be influences by their superior and their colleagues because people 
tend to follow what other people do or what they have been told 
either positively or negatively [4]. Meanwhile, Perceived Behavioural 
Control (PCB) can be described as users perception on his/her ability 
[30] which can be increased through education and training provided 
by their management. Recent studies on user’s compliance behaviour 
towards ISPs have adapted TPB [12,31]. Most of their findings have 
shown that SN and PCB constructs have a significant effect on users’ 
intention to comply with ISP. The same finding also have found by 
other literatures [32,33] where SN and PCB is strongly significant. 
Therefore, it is important that management should create adequate 
security culture among their workers in the organization. This can be 
done through ongoing security awareness campaign and training [34].

Management plays an important role to encourage positive users’ 
behaviour towards the use of IS [35,36]. Top management must possess 
definite knowledge on the importance of information security to 
create an organizational environment that is conducive to achieving 
the security goals. Studies have suggested that if the employers can 
provide a set of clear security guidelines and strictly monitor their 
employees, information security compliances will also increase [27]. 
The fact is that the common reasons cited for the weak implementation 
of ISPs in organizations is often caused by the lack of management 
support in playing their role as they ought to, lack of authority, and 
lack of understanding of the importance of information security [37]. 
Therefore, it is essential that the top management plays their role firmly 
to ensure the effectiveness of information system’s security through the 
implementation of ISP and providing sufficient information security 
training.

Besides monitoring and controlling employees, management must 
consider and aware on employee’s information security skill where this 
can be achieved through information security training. Information 
security training is a program which aims to introduce and provide 
information about the importance of information system’s security and 
it is able to increase user’s skill and understanding towards information 
security as mentioned in PCB. The effectiveness of information 
system’s security can be achieved by conducting security trainings as 

training is one of the methods to deliver organization’s ISPs [41,42]. 
Well managed security training can educate employees to comply with 
ISPs, and therefore, management must ensure that security trainings in 
their organizations are conducted efficiently. 

Technology acceptance model

TAM is based on two fundamental beliefs: perceived usefulness and 
perceived ease of use [11,14,43]. PU is defined as users believe on the 
use of the technology will able to enhance their job performance [11]. 
Meanwhile, PEOU is defined as how users believe that using a particular 
system will reduced their effort and time [11]. TAM is widely used in 
study related with e-commerce system [44] and e-learning system [45]. 
Previous studies have shown that PU and PEOU is contributes to user’s 
behaviour towards IS acceptance [15,44,45].

Based on previous studies which is adapted TAM, researcher 
concludes that users will have intention to adopt the technology if 
information system is useful, easy to use and they feel that the technology 
able to increase their work performance. Security technology is an 
important element in IS development and thus, it can be one of the 
factor that can influences users to comply with organization’s ISPs. 
Security technology is a method that can prevent information security 
threat either internally or externally. Many organizations have invested 
a huge amount of money to implement the IS security using advanced 
technological tools such as smartcards and biometrics. However, these 
tools are only good in preventing the external threat but failed in 
dealing with the internal threat [46]. Besides, ‘passwords’ as one of the 
commonly used method is also well known with its flaw due to users’ 
behaviour [47]. For example, many users fail to use strong passwords, 
resulting in a low security protection. Many employees also hardly 
update their anti-virus software or scan their computers regularly. 
Workman et al. [48] stated that most employees feel that security 
technology is tedious and time-consuming. Therefore, they usually fail 
to comply with the ISPs and as a result, increase the vulnerability of the 
organization’s data.

Human behaviour always plays an important role to ensure that 
organization’s information can be protected and secured [49]. When 
organization implements security technology, they must consider 
on users’ perspective. Sometime technology is so complicated and 
this make users ignore and did not used it properly. If users feel that 
information security is easy to understand, then they will be encouraged 
to behave appropriately towards information security. Therefore, based 
on the concept of TAM, security technology should be useful and easy. 

Research Design
Instrument development

A questionnaire adapted from Aarons [38], Martin and Rice [42], 
Egea and Gonzalez [14], and Ifinedo [12] was developed to collect the 
data in this study. The questionnaire was prepared in dual languages, 
that is English and Bahasa Melayu (national language). It was divided 
into four sections: Section A consists of demographic questions such 
as age, experience, gender and occupation. Section B assessed users’ 
perceptions on management support, section C assessed users’ 
perceptions on security technology and finally, section D focused on 
user’s information security compliance behaviour. All the items in 
sections B, C and D were measured using 5-point Likert-type scale, 
with anchors ranging from 1 (strongly disagree) to 5 (strongly agree). 
These measurement items are presented in table 2. Measurement items 
for PU_Security and PU_Security-countermeasure were self-developed 
based on TAM concept. There were a total of 29 measurement items.

This study identified superior behaviour as style of leadership which 
is focusing on how leader monitoring and controlling their employees 
to ensure that they will comply with ISPs. Leadership is defined as the 
process to influence others to follow rules and procedures to achieve 
objectives and leadership style refers to the characteristics of the leader 
to monitor and control their followers [10,38]. The study focuses on two 
styles of leadership: transformational leadership style and transactional 
leadership style. Leaders who are engaged with their team members and 
motivate them is said to have the characteristics of a transformational 
leader [10], whereas, a transactional leader is one who operates within 
the existing system or culture and strictly controls how the system is 
implemented in the organization [9]. Many leadership studies have 
shown that both of leadership styles significantly influences employee’s 
work performance [39,40]. Strong leadership is required to guide users 
in making the right decision and to comply with information security 
policies.
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The descriptive result indicated that there were more female 
respondents (90.5%) than male (9.5%). Majority of the respondents 
were aged between 20-40 years (71.5%). Meanwhile, the respondents 
with age above 40 years were 28.5%. The result reported that 61.9% of 
the respondents have more than 10 years of working experiences in the 
hospital compared to respondents working less than 10 years (38.1%). 
Most of these respondents were nurses (76.2%), followed by doctors 
(14.3%), pharmacist (2.4%), and IT officers (7.1%).

Data analysis

In the preliminary study, we used Statistical Package for Social 
Science (SPSS) 18 to analyse the data. Before analysis, the data was 
screened for univariate outliers. The result shows that there were no 
outliers as shown in figure 2. As this is only a preliminary study, the 
sample size of 42 was deemed to be sufficient. Additionally, exploratory 
factor analysis is appropriate for small sample size (<50) if the 
communalities values are high with the range 0.8 to 0.9 [50].

Respondents

The respondents in this study were employees working as health 
professionals and Information Technology (IT) officers in the Serdang 
Hospital. A total of 50 questionnaires were distributed randomly. 
However, only 42 questionnaires were obtained and validated. Another 
eight questionnaires were rejected due to missing values.

Variable Item Text Adapted From
Transformational_Leadership_Style The management always seeks for changes related to ISPs.

[39]

The management always seeks for improvements related to ISPs.
The management always encourages me to comply with ISPs.
The management always educates me on the importance of practicing information security behaviour.
The management always reminds me to practice recommended information security behaviour.

Transactional_Leadership_Style The management provides incentives to their employees who comply with ISPs.
The management always checks to ensure I comply with ISPs
The management takes serious action on those who do not comply with ISPs.
The management strictly documents the ISPs that everyone should follow.
The management is aware of their employees’ weaknesses when it comes to their understanding 
towards information security.

ISPs_Training_Support The management always provides specific training on information security.

[42]
The management encourages me to attend the information security trainings
The management organizes information security training effectively.
The management updates me on the changes related to ISPs.
ISPs training in my organization help me to understand how to behave appropriately towards matters 
related to information security.

PU_Security I believe that information security can reduce security incidents in my organizations.
Self-definitionI believe that information security can protect my organization’s data.

I believe that information security can avoid unauthorised access.
PU_Security-Countermeasure I believe that changing passwords regularly is effective for avoiding unauthorised access.

Self-definition
I believe that using anti-virus regularly can protect my computer.
I believe that updating anti-virus regularly can protect my computer.
I believe that scanning files and devices before using them can protect my computer.

PEOU_ISPs I find it easy to understand the ISPs in my organization.
[10]I find it easy to comply with the ISPs in my organization.

I feel confident with the ISPs in my organization.
User’s information security compliance 
Behaviour

I comply with ISPs when performing my daily work.
[31]I tend to comply with ISPs only when it is convenient to do so.

I practice recommended information security behaviour as much as possible.

Table 2: Measurement Items.

 

Figure 2: Outliers detection
MEANUB: Mean for user’s information security compliance behaviour.

Tests Results
Keiser-Meyer-Olkin (KMO) measure of sampling adequacy 0.564
Bartlett’s test of sphericity
Approximation Chi-square 857.057
Degree of freedom 276
Significance .000

Table 3: KMO and Bartlett’s test.

The management believes that my job performance will increase if I adopt recommended information 
security behaviour.
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Results
Exploratory factor analysis 

The first exploratory factor analysis was conducted with the 26 
items used to measure the independent variables. As the sample size is 
only 42, a preliminary test involving Kaiser-Mayer-Olkin (KMO) and 
Bartlett’s tests were carried out (Table 3). The KMO overall measure of 
sampling adequacy was 0.564 and the Bartlett’s test of sphericity was 
857.057, suggesting that the data can be appropriately used for factor 
analysis (Table 3).

Using principle component analysis with Promax rotation, 
the factor analysis yielded a 6-factors solution, which explained 
approximately 79% of the total variance (eigenvalues greater than 1). 
A total of 24 items were included. Table 4 illustrates the final rotated 
factor as well as the statistical data relating to each factor and indicator. 

The reliability analysis was assessed using Cronbach’s Alpha and the 
values are also presented in table 4.

Referring to table 4, the first factor contained four items measuring 
information security policies training and three items measuring 
transactional leadership style. As most of the items relate to the training 
and support provided, this factor was named ISP_Training_Support. 
This factor explained almost 30% of the total variance. Meanwhile, the 
second factor explained 23% of the total variance and contained three 
items measuring perceived usefulness of security, therefore this factor 
was named PU_Security. Three items measuring perceived ease of use 
of information security policies loaded into factor three, therefore this 
was named PEOU_ISPs with 8% of the total variance. The fourth factor 
contained three items measuring transactional leadership style and 
one item measuring information security policies training. As majority 
of the items measured the leadership style, this factor was named 
Transactional_Leadership_Style. This factor explained 7% of the total 
variance. Factor five explained 6% of the total variance and contained 
four items measuring perceived usefulness of security-countermeasure; 
therefore this factor was named PU_Security-Countermeasure. Finally, 
factor six contained three items measuring transformational leadership 
style, therefore this factor was named Transformational_Leadership_
Style, in line with the definition provided by Burns [10]. This factor 
explained 4% of the total variance. However, two items used to measure 
transformational leadership style were excluded due to a low factor 
loading (<0.5). They were

(i) “The management always seeks for changes related to ISPs” and 

Factor Item Text Factor 
Loading

Eigenvalues % of Variance

(1) ISPs_Training_
Support 
(α=.905)

The management encourage me to attend the information security training that is being 
organized.

.920

7.101 29.589

The management believe my job performance will increase if I adopt recommended 
information security behaviour.

.909

ISPs training in my organization help me to understand how to behave appropriately towards 
matter related to information security. 

.845

The management is aware of their employees’ weaknesses when it comes to their 
understanding towards information security.

.710

The management always provides specific training on information security. .707
The management organizes information security training effectively. .664
The management provide incentives to their employees who comply with ISPs. .642

(2) PU_Security 
(α=.870)

I believe that information security can reduce security incidents in my organizations. .896
5.627 23.447I believe that information security can protect my organization’s data. .850

I believe that information security can avoid unauthorised access. .804
(3) PEOU_ ISPs 
(α=.917)

I find it easy to understand the ISPs in my organization. .948
1.937 8.070I find it easy to comply with the ISP in my organization. .919

I feel confident with ISP in my organization. .851
(4) Transactional_
Leadership_
Style(α=.865)

The management updates me on the changes related to ISPs. .815

1.722 7.175
The management take serious action on those who do not comply with ISPs. .810
The management always checks to ensure me comply with ISPs .742
The management strictly documents the ISPs that everyone should follow. .584

(5) PU_Security-
Countermeasure 
(α=.825)

I believe that changing password regularly is effective for avoiding unauthorised access. .853

1.480 6.166
I believe that using anti-virus regularly can protect my computer. .668
I believe that update anti-virus regularly can protect my computer. .556
I believe that scanning files and devices before use it can protect my computer. .552

(6) Transformational_
Leadership_Style
 (α=.800)

The management always remind me to practice recommended information security 
behaviour.

.934

1.061 4.419The management always educates me on the importance of practicing information security 
behaviour.

.684

The management always seeks for improvements related to ISPs. .505
Cumulative % of Variance Values: 78.87%

Table 4: Factor loadings based on a principle components analysis with Promax (N=42).

Factor Mean SD
PU_Security 4.18 0.43
PU_Security-Countermeasure 3.99 0.46
Transformational_Leadership_Style 3.85 0.59
PEOU_ISPs 3.79 0.52
Transactional_Leadership_Style 3.46 0.66
ISPs_Training_Support 3.29 0.67

Overall average: 3.76 0.56

Table 5: Descriptive analysis for users’ perceptions on compliance behaviour 
towards information security.
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“The management always encourages me to comply with information 
security policies”.

(ii) The results also showed that the Cronbach’s Alpha values for all 
six factors exceeded 0.80, well above the minimum value of 0.70 that is 
considered acceptable.

User’s compliance behaviour analysis

Additionally, a descriptive analysis was carried out to analyse 
users’ overall perceptions on their compliance behaviour related to 
information security. Table 5 shows the results of this analysis, with the 
factors sorted according to their mean values (ascending order).

Overall, all the mean values for the factors were high (more than 
3.0) indicating that majority of the respondents believe these factors 
affect their compliance behaviour towards information security. 
PU_Security scored the highest mean (4.18) indicating the majority 
of the respondents felt that perceived usefulness of security to be 
the most important factor. This is closely followed by PU_Security-
Countermeasure (3.99). All the factors scored more than the overall 
average value (i.e. 3.76), except for Transactional Leadership Style and 
ISPs Training. Comparatively, it can be concluded that majority of 
the respondents in this study emphasized more on factors related to 
security technology than management support.

Discussion
One of the major issues in information security threat is human 

error due to their careless behaviour, ignorance or unwillingness to 
comply with organization’s ISPs. This problem can be minimised by 
having and practising the right user behaviour. Therefore, this study 
was undertaken to identify the possible factors that can influence user’s 
information security behaviour.

Exploratory factor analysis revealed six factors that affect user’s 
behaviour towards information security: ISP_Training_Support, PU_
Security, PEOU_ISPs Transactional _Leadership_Style, PU_Security-
Countermeasure and Transformational_Leadership_Style. Similar 
with previous studies, ISPs training and superior behaviour were found 
to be important factors that can influence user’s compliance behaviour 
towards information security [9,41,51]. Leadership styles were studied 
extensively in project management studies as it is one of the important 
elements in management [52]. Leaders are able to lead their followers 
in the organization through disciplines and motivate them to give full 
commitment in terms of practicing information security behaviour 
[53]. This is supported by other previous studies which revealed top 
management support can influence employees to comply and practice 
information security behaviour by providing clear information security 
guidelines, and strictly monitor and control their employees’ behaviour 
[27,54].

Besides showing positive information security behaviour, top 
management must be able to implement the effective information 
security training that can deliver the ISPs message to their employees 
successfully [27]. Effective information security training is able to 
increase employees’ understanding and awareness. The training 
program should be implemented regularly as human always forget 
on what they have been told and learnt. Therefore, top management 
must play a role in designing information security training programs 
that are able to create awareness of the importance of complying with 
organization’s ISPs and practicing it adequately [55]. The emergence of 
Transformational_Leadership_Style, Transactional_Leadership_Style 
and ISP_Training_Support indicate that majority of the respondents 
in this study emphasized on the importance of management support.

As for security technology three factors were yielded: PU_Security, 
PU_Security-Countermeasure, and PEOU_ ISPs. Similar with 
previous studies, if users’ perception towards the information security 
and security-countermeasure is high, they will tend to comply with the 
information security policies and regulations [56]. This is supported 
by a previous study that found PEOU and PU influenced employees 
to comply with ISPs [32]. This study believes that if users perceive 
usefulness of security, they will perform adequate behaviour and try 
to avoid any deviant behaviour that can harm their reputation as an 
employee in the organization.

Besides users’ perception toward the importance of information 
security, their perception of security-countermeasure must be positive, 
as indicated by the second factor, PU_Security-Countermeasure. If 
security-countermeasure is complicated, for example creating strong 
password and changing the password regularly, users may not behave 
accordingly [57]. Security-countermeasure should be useable, not 
complicated and security software installed must have user-friendly 
interface.

Finally, organizations should consider user’s perspective when 
developing ISPs. The ISPs must be simple, clear and easy to understand, 

properly. One of the reasons of information security breaches is the 
vagueness of ISPs documentation [58]. Therefore, it must be well 
designed and well enforced by top management and it should be 
standardised.

Descriptive analysis has revealed that majority of the respondents 
believe the indicator factors affect their compliance behaviour towards 
information security and emphasized more on factors related to 
security technology than management support. The most important 
factor was PU_Security indicating the majority of the respondents felt 
that perceived usefulness of security to be. This is supported by previous 
literatures that if users perception toward security is high, than they are 
more likely to comply with organization’s ISPs and practice security 
behaviour adequately [59,60].

Conclusion
Human error is one of the major issues should be discussed as 

it could be the greater risk to health institutions if not managed and 
controlled accordingly and frequently [61]. This study was reviewed 
several theory and models to develop research framework with the 
aims to identify possible factors affecting user’s compliance behaviour 
towards information security. Exploratory factor analysis was conducted 
to identify possible factors using principal component analysis with 
promax rotation. The results revealed that transformational leadership 
style, transactional leadership style, ISPs training, perceived usefulness 
of security, perceived usefulness of security-countermeasure, and 
perceived ease of use of ISPs are the factors that can affect user’s 
compliance behaviour towards information security in the context 
of the management support and security technology. Descriptive 
analysis result indicated that majority of the respondents agreed the 
indicated factors can influence users to comply with ISPs. However, 
the instruments items need to be revised and improved in order to get 
finest result and more factors should be identified and investigated that 
can be used in the future research, to study factors influencing users’ 
behaviour towards the information security.

Result of analysis will lead researcher to improve the measurement 
items that can be used for future investigation. This study has revealed 
that some of the items have no or little distinction and some even 

so that users are more likely to practice information security behaviour 
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confused the respondents. The statement then should be well-written 
and validated. Therefore, comprehensive studies and surveys based on 
the well-established factors that affect the user’s information security 
compliance behaviour of which this study had attempted to concentrate 
on, is much needed in the future. Health professionals might have 
different characteristics towards complying with information security 
policies, thus it is important for researcher to dig out more on the issues 
for final study.
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