Research Article

Security Building into I-Button
M. Venu gopal'*, E.G. Rajan®

!Professor in ECE Department Megha Institute of Engineering and
echnology for women

ISSN: 2834-7706

Journal of Mathematical Techniques and Computational Mathematics

“Corresponding author:
M. Venu gopal, Professor in ECE Department Megha Institute of Engineering and

echnology for women .

’President Pentagram Research Center

Submitted: 13 Oct 2022; Accepted: 20 Oct 2022; Published: 29 Oct 2022

Citation: Gopal, M. V., Rajan, E. G. (2022). Security Building into [-Button. J Math Techniques Comput Math, 1(1), 41-47.

Abstract

Recent developments in VLSI design using nano devices and the relevant state of the art methodologies have made
latest smarter systems available for critical use. Such smart devices could be found in the general market for use with
systems pertaining to telecommunications, image processing, mechatronics and so on. One of the security authenti-
cation methods used for smart device applications is I-button technology. I-button consists of a memory chip which
is enclosed in a stainless steel can of 16 mm thickness. This can is attached to a key fob and a ring. I-button could be
used not only for access control applications like computer usage and building entry but also be used as a support
device for asset management and data-logging. Every I-button has a unique device address embedded in chip itself
meaning all I- buttons come with their already designated addresses. Since I- buttons are fabricated with their stored
unique chip addresses, and also user information is stored in EEPROM for user authentication, one can enhance

communication security to second level [1].

Introduction

The objective of this paper is to generate a robust technique for
unique [-button based customer authentication in a secured cli-
ent-server transaction. In order to substantiate the worthiness of the
techniques and methodologies advocated in this paper as a feasible
solution to enhance security level in I- button based transaction, it
is required to explore already available techniques researched and
used for the same purpose. Bernhard Linke, the principal member
(Technical Staff) from ‘Maxim Integrated” a company in Dallas,
explains in his tutorial titled ‘Overview of 1-wire technology and
its communication (1706)’ technical details of 1-wire devices and
their applications [2]. 'Maxim integrated' a company in Dallas, ex-
plains in its white paper 8, a tutorial titled 'Data security focusing
on encryption (1201)' is on white paper 8, discusses on, an arguably
more valuable aspect is authentication [3]. 'Maxim integrated' fur-
ther explains in its application note titled 'challenge and response
with 1-Wire® SHA Devices (190)' and I-button based authentica-
tion for access control [4]. Bernhard Linke, the principal member
(Technical Staff) from ‘Maxim Integrated’ in his application note
titled 'How to secure access control through challenge and re-
sponse authentication (4784)' compares various types of key tech-
nology [5]. Another white paper titled 'SHA devices used in small
cash systems ' of 'Maxim integrated' explains the I-button based
paying modalities for products purchased for a departmental store
[6]. Further, its application note titled 'Small Message Encryption
using SHA Devices (150) ' discusses how Maxim's DS1963S SHA
I-button can be used with small micro controllers [7].

The application note titled ‘SHA I-button (152)', describes the
method by which compares with a threshold value [8]. Tatsuro Su-
giura, have authentication token is verified. Necmettin Caner Gov,
discussed in his paper titled 'How to generated true random num-
bers using stationary Gaussian noise' by sampling and discussed in
his paper titled 'Demonstration of 30 G bit/s generation of super-
conductive true random number generator' by extracting entropy
from an electronic circuit like thermal noise and electronic noises
[9, 10]. Tommaso Addabbo, presented in his paper titled 'Pseu-
do-Chaotic lossy compressors for true random number generation',
how a Compression technique is used to generate true random bit
[11]. H. Pangratz et al., presented a paper titled 'Pseudo-random
number generator based on binary and quinary maximal- length
sequences' a method to generate random numbers using decimal
numbers [12]. Tony Warnock, in his paper titled 'Random number
generators' [13]. Delineated random number sequence in contrast
to random number which can be used in various applications. Sto-
janovski, has discussed in his paper titled 'Chaos-based random
number generators' how to realize random numbers practically
[14]. Yasutada Oohama, analyzed in his paper titled 'Performance
analysis of the interval algorithm for random number generation
based on number systems' a unique algorithm for random number
generation avid B [15]. Thomas et al., explained in his paper titled
'Gaussian random number generators" [16].

Various algorithms to generate GRNG's, and compared their re-
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quirements for computation and examined the quality of random
number. Franciszek seredynski, Pascal Bouvry Alber, Y.Xomaya
et al., discussed 'Cellular automata computations and secret key
cryptography', cellular automaton rules to generate pseudo-ran-
dom number sequence for key generation [17]. Ray C. C. Cheung,
explained in this paper titled 'Hardware generation of arbitrary
random number distributions from uniform distributions via the
inversion automated methodology for generation of random num-
bers by means of hardware [18].

George Marsaglia and Wai Wan Tsang et al., Described in this pa-
per titled 'Some difficult-to-pass tests of randomness' [19]. Three
tests of randomness, these are the tests for which existing random
number generators such as congruential generators fail. Zvi Gut-
terman, benny pikas and Tzachy Reinman et al., Proposed 'Analy-
sis of the linux random number generator' Linux operating system
as an open source software, where different events are part of the
kernel which generates random numbers [20]. Shyamalendu Kan-
dar has proposed a K-N secret sharing scheme for encryption using
random number generator [21]. The technique is said to have less
mathematical calculations with other traditional techniques besides
its high computational complexity. Sozan Abdulla proposed a new
cryptographic algorithm for color images by taking (n) pictures
as input and generated n-1 images [22]. Decoding is performed
by selecting a subset of these n-1 images by placing them as a
stack. The original image is same as that of the reconstructed im-
age. Shyamalendu Kandar et. al proposed a visual cryptographic
scheme for color images by dividing the images into shares which
are generated by using a random number and these shares are wa-
termarked in invisible mode [23]. The technique proved to have
less mathematical calculation when compared to other schemes.

Problem Definition

The image data like finger prints, human eye information is con-
sidered for user authentication. For example, in India we are us-
ing smart devices like Adhar card. Security aspect plays a major
role in protecting the image and also plane text information. Many
schemes were developed to safe guard the image or plain text in-
formation. To provide enough security to this image data in these
smart devices, the image data is divided into two signatures. signa-
ture 2 is stored on client side and signature 1 is stored on the serv-
er side. At the server, the two signatures are combined to get the
original image information which authenticates the user. In Visual
cryptography, Watermark technique is another technique applied
for the purpose of security which employs Fourier transform. Be-
cause of the random patterns and secret sharing behavior such a
technique face problem in changing and removing the watermark.

Proposed System

Second level communication security enhancement can be provid-
ed by concatenating the 64 bytes user information with another
random sequence of ASCII symbols generated by a True Random
Number Generation (TRNG) hardware facility.

Fig. 2.1 shows a block diagram of a combined security key in the
I[-button. :

[@TaJcT*[s[m T -T-T-T [-T-T-T-T-Tf[oJ? %[z [¥Y]

User information (64 bylds) Random sequence (64 bytes)

Figure 2.1: Combined key of an I-button

The device and user information are transferred from I-button
to a machine on network (authentication server) by establishing
a momentary physical contact via USB or RS 232 interconnect
that works at a maximum speed of 142 kbps. The following figure
shows an I-button with casing and a single wire receptor. Every -
button is associated with a unique device ID encrypted as a binary
string of 64 bits by the manufacturer and stored in a ROM. In ad-
dition, I-button is equipped with additional memory of EEPROM
type for security applications by user. For example, the I-button
DS1977 (shown on the left) consists of 32KB EEPROM. Bidirec-
tional data flow between I-button and receptor unit is serially car-
ried out via a single wire by what is called 1-Wire® protocol which
requires only a single data lead (wire) and a ground return [2].
I-button and 1-Wire are registered trademarks of Maxim Integrat-
ed Products, Inc. Figure 2.2 shows the functional block diagram
of DS1977. With reference to figure 2.2, an I-button, say DS1977,
has the facility for incorporating additional security features in it.
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Figure 2.2: Functional block diagram of the I-button DS1977

I-button is essentially used in an industry environment for the
purpose of user authentication. The user information, that is, the
‘user ID’ is encrypted as ASCII characters and stored in a specif-
ic EEPROM of size 64 bytes. In general, an I-button user makes
physical contact with the 1-wire receptor. The 1- wire receptor is
attached to a system, be it a server or an access control electronics
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unit, reads the device ID and user information from the I-button
and authenticates after validation. In other words, access is provid-
ed to an individual holding the I-button once the user information
is found to be correct. Now, the difficulty that an organization may
face is that an I-button issued to an employee may be misused by
an incognito and thus there could be breach of security. Hence, to
avoid breach of security, next level security could be provided by
adding another 64 bytes ASCII characters string randomly gen-
erated and concatenated with the user 64 bytes ASCII character
strings data to form 128 bytes ASCII data.

To increase the security further, a visual cryptography could be
applied on these 128 bytes of ASCII data and this is what exactly
this thesis talks about.

Many visual cryptography algorithms are available for the black
and white and color images [24, 25, 27-29].

The following section discusses proposed visual cryptography
method in this thesis.

Basic Details of the Proposed Visual Cryptography

Visual cryptography provides two signatures. Signature 1 is stored
at the server data base along with the 64-bit device number and
the signature 2 is stored in the I-button. During the authentication
process, the user makes a physical contact with the 1-wire receptor
on the server side. The server identifies the device number stored
in the I-button as well as in the data base and examines signature
1 and signature 2 from the I-button and decrypt the original 128
bytes ASCII data. The decrypted user data is compared with the
original user data which is available in the server for a match and
then the user given access provided match is found. Before giving
access to the user the server generates another signature pattern
for the 128 bytes of ASCII data and stores signature 1 in the data-
base and signature 2 in the EEPROM of I-button. In so doing, one
can expect to have additional security measures in the transaction
process.

The use of an I-button for secured transaction using visual cryp-
tography is given in figure 1.2 in the form of a block diagram. A
sample string of ASCII characters of length 128 is shown in figure
2.3.

character A is represented in pixel matrix which is of size 7x9 as
shown in Fig.2.6.
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Figure 2.3: Sample string of ASCII characters of length 128 in
text form

Assume that this string is to be encoded and loaded in the EE-
PROM of I-button and the server database after a transaction. It
is to be noted that the 64 bytes of user information is always fixed

but the remaining 64 bytes of ASCII data is randomly generated.
The server applies a novel visual cryptographic algorithm not on
the text data string but on the sequential array of images of the
ASCII characters, each character depicted in a lattice of say 7x9
pixels. The sequential image array corresponding to the sequence
of ASCII characters in text form as given in figure 2.3 is shown in
figure 2.4.

BAC¥XEm fDRXEY

Figure 2.4: Array of graphic images of ASCII characters shown
in Fig.1.3

After a secured transaction, the server generates a linear array of
128 visual image patterns each of size 14x18 called signature 1
and its graphical complement called signature 2. Then the server
loads signature 2 in the EEPROM of the I- button and retains sig-
nature 1 in the database for further transaction. Thus, security is
protected every time a transaction is made.

Fig. 2.5 shows a flow diagram as to how the entire transaction
process is carried out.
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Figure 2.5: Flow diagram of the entire transaction process the
very first operation that the server has to do is that each and every
ASCII character is represented in a pixel array of size 7x9. This ar-
ray size is given here just to exemplify the intended operation and
one can choose any array size for representing an ASCII character.
For example, the ASCII
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A

Figure .2.6: ASCII A is represented as pixels in matrix form Fig.
2.7 shows the array representation of 128 ASCII characters.
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Figure 2.7: Array representation of certain ASCII characters the
notion of ‘signatures 1 and 2’ is briefly explained here.

Let us consider the ASCII character ‘f”. The 7x9 array representa-
tion of the ASCII character ‘f” is shown in Fig. 2.8.

Figure 2.8: Array representation of character ‘f”

The server applies a novel visual cryptographic algorithm on the
7x9 binary valued image (solid white and solid black) array using
a code map given in Table 1.1. As per this code map, a binary
valued cell, be it solid white or solid black, is either mapped on to
a 2x2 cell pattern, visually represented as™m and labeled as R, or
as a pattern, visually represented as g™ and labeled as SI. Super-
imposition of R onto itself yields R. Similarly superimposition of
A onto itself yields 5SI. Now, both of the resulting patterns R and
A are interpreted here as a half white pattern, visually represented
as []". In other words, superimposition of identical patterns yields
intensity modulation, that is, the resulting pattern would appear
to be half white in intensity. Alternatively, superimposition of R
onto 4 yields a solid black pattern, visually represented aslll This
means that the input binary image of size 7x9 consisting of solid
white and solid black cells would be encrypted [57] [62] as one bi-
nary image of size 14x18 consisting of solid white and solid black
cells called ‘signature 1’ and another binary image of size 14x18
consisting of solid white and solid black cells called ‘signature 2°.
Superimposition of ‘signature 1’ and ‘signature 2’ would yield a
binary image of size 14x18 consisting of half white and solid black
cells. For example, let us take the case of the image arrayficorre-
sponding to the ASCII character ‘f’.

Fig.2.9 shows binary image of size 7x9 projected as the binary
image of size 14x18. It is to be noted that the 7x9 array has solid
white cells and solid black cells whereas the 14x18 array has half
white cells and solid black cells after the encryption decryption
process.

Figure 2.9: Images before and after visual encryption and decryp-
tion.

The visual encryption code is given in Table 1.1 Table 1.1: Code
map using a 2x2 cell array
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The visual encryption of an image yields two different arrays of
patterns called ‘signature 1’ and ‘signature 2°, which are graphical
complements the superimposition of which yields the projected
image. For example, one type of ‘signature 1’ and its graphical
complement are shown in figure 1.10 (a) and (b) respectively.
From Fig.2.10, it is clear that the image to be encrypted is basically
a binary image consisting of two shades, viz solid black and solid
white, whereas the decrypted image is a binary image consisting
of two shades, viz solid black and gray. During the interpretation
process, one can consider the gray cells as solid white cells.

%

Figure 2.10: Signatures 1 and 2, their superimposition and pro-
jection

Alternatively, one can use a code map using a 3x3 cell array as
shown in table 1.2 for the purpose of visual encryption

Table 1.2: Code map using a 3x3 cell array

Cell | Pattern | Pamtern | Bet | Cell

Projecied
Cells

Ingmut

Y Coalos fioe fioe signanses | Coloe
Cells !

(ixiy Before signatuge | sigmature Super- afler %)

| woding | 1 | 2 | imposed | decodime e
Solid T ..- Drark
White | — === tiray
Solid T ... Drark
White T === Ciray
Solid Solid
Black Black
Solid Solid
Black Blaxck

Complexity Analysis

A pixel array matrix corresponding to an ASCII character consists
of two values, that is, a ‘0’ and a ‘1’. Let the number of 1°s in the
binary pattern of an ASCII character be ‘n’ and that of 0’s be ‘k’, so
that the total number of cell values in the pixel array is n+k.
Consider a 2x2 neighborhood structure. In this case, any of the
eight signature pairs could be used to encode each ‘1’. Assume
that there are ‘n’ number of ‘1’ and ‘k’ number of ‘0’. Then one
can have 16n random possibilities of encrypting all 1’s and 16k
random possibilities of encrypting all 0’s.

Table 1.3 shows the encryption map for 1°s and 0’s when 2x2 ma-
trix is used for neighborhood generation.

Table 1.3: Encryption map for 2x2 neighborhood

Encryption pair for ‘1’ Encryption pair for ‘0’
Signature #1 Signature #2 | Signature #1 | Signature
#2

0000 0000 0000 1111
0001 0001 0001 1110
0010 0010 0010 1101
0011 0011 0011 1100
0100 0100 0100 1011
0101 0101 0101 1010
0110 0110 0110 1001
0111 0111 0111 1000
1000 1000 1000 0111
1001 1001 1001 0110
1010 1010 1010 0101
1011 1011 1011 0100
1100 1100 1100 0011
1101 1101 1101 0010
1110 1110 1110 0001
1111 1111 1111 0000
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It is to be noted that one can use any of the 16 visual patterns to
encrypt 1’s and 0’s. The pairs shown in shaded region of table 1.3
are the inverted pairs shown above the shaded region.

Enhance the security features in I-button based access control and
communication.

Presently I-button technology is used in various access control,
security and authentication applications supported by secured hash
authentication and multiple password protection schemes. These
kinds of security techniques are not robust and they are found to
be amenable for hacking with minimum efforts.

To enhance the security level in this context, random number gen-
eration using thermal noise is considered and a prototype hardware
designed and developed. It was observed that the random numbers
generated using this hardware facility yielded sequences with large
entropy. To enhance the security to next level, visual cryptography
using cellular automata has been introduced. Further complexity
analysis has been verified and found that, it is impossible for a
hacker to decode the information in signatures in short time.

As future work, the results found in this thesis could be applied to
other security authentication devices like ATM, RFID, Smart card
etc., without changing their corresponding security protocols.
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So, one can expect 16(n+k) coding patterns in visual cryptography
when 2x2 matrix is used for neighborhood generation.

Conclusions
This thesis provides results due to a comprehensive study made on
the problem of identifying a feasible solution to
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