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ABSTRACT 

 

Now a days Biometric recognition plays a vital role in issues associated with 

identification off usurpation are currently at the heart of numerous concerns in 

our modern society. To work on connecting identity of an personality which is 

to be considered as an individual for various identification in the numerous 

operations of the state. Biometric authentication systems verify a person’s 

claimed identity from behavioral traits like  signature, voice or physiological 

traits like face, iris, fingerprint , palm. Biometric system of identification and 

confirmation provides automatic recognition of an individual based on certain 

unique features or characteristics possessed by that individual. It takes into 

consideration the natural features of every single individual for various 

applications in today’s fast growing technical world. Biometric systems also 

help in overcoming the existing problems and limitations in authentication and 

identification fields and prove efficient and accurate in security related issues. 

In this paper we have focused and proposed  a new era of fusion based 

recognition system. 

Keywords : Fusion, Face Recognition, Iris, Speech , Sensitivity, Specificity and 

Accuracy 

 

 

I. INTRODUCTION 

 

Individual character alludes to an arrangement of 

characteristics like name, government managed 

savings number, signature and so forth that are 

connected with a man. Character administration is 

the procedure of making, keeping up and devastating 

personalities of people in a populace [1]. A solid 

character administration framework is earnestly 

required to battle the pandemic development in fraud 

and to meet the expanded security prerequisites in a 

mixed bag of utilizations going from global outskirt 

intersection to getting to individual data. Setting up 

(deciding or checking) the character of an individual 

is called individual acknowledgment or validation and 

it is a discriminating errand in any personality 

administration frame work. Biometric systems can be 

unimodal or multimodal. Unimodal biometric systems 
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include only one biometric feature at a time for 

authentication or identification. Unimodal systems 

may give inaccurate results due to noise, or feature 

similarity to some extent. Multimodal systems include 

more than one biometric trait for identification. 

Multimodal biometric system overcomes the 

limitations of unimodal biometric systems such as 

non-universality, noise in sensed data, spoofing, intra-

class variability, inter-class variability [3].  

Multimodal biometric system can be constructed 

using more than one physiological or behavioral 

characteristic for identification and verification 

purposes. These types of systems are developed for 

security purposes in various fields like crime 

investigation, e-commerce and military purposes.   

One of the problems with fingerprint recognition 

system is that fingerprint images have been observed 

to have poor ridge details. Similarly, face recognition 

system fails due to variation in facial expression. 

Hence while developing biometric systems the choice 

of biometric traits is important in order to achieve 

better performance. Multimodal systems available are 

face and ear [4], face and fingerprint, palm print and 

face, etc. In this proposed work, a unique trait iris is 

used to obtain a better performance and high security. 

figure 1 gives information of different biometric 

traits. 

 
Figure 1 : Biometric Traits 

 

 

II. LITERATURE REVIEW 

 

There are several techniques proposed by different 

authors regarding various fusion based multimodal 

biometric systems. Multimodal biometrics has been 

proposed by Ross and Jain in 2003 . The concept of   

biometric multimodalities fusion is introduced with 

different fusion strategies and various levels of fusion 

are also presented [17, 19, 21 27–32]. Fusion of iris 

and fingerprint has attracted a lot of attention and 

researchers have presented variety of approaches in 

the literature [22, 23, 31, 33, 34].  

 

Baig et al., in 2009 proposed a framework for 

multimodal biometric fusion based on utilization of a 

single matcher implementation for both modalities 

(iris and fingerprint). For their experiment they used 

the West Virginia University’s multimodal database 

containing 400 images (4 enrolment images × 100 

users) and the threshold is set to the equal error rate 

EER. The comparison is being made in terms of 

percentage improvement in EER rather than the EER 

values themselves. Jagadeesan et al., in 2010 

introduced a technique for cryptographic key 

generation by fusing fingerprint and iris biometrics. 

The fingerprint extractor is minutia based while the 

iris extractor is based on canny edge detector and 

Hough transform (Daugman’s approach). The 

minutiae points and texture properties were first 

extracted from fingerprint and iris images, 

respectively, and then they were fused at the feature 

level to obtain the  multi biometric template and 

subsequently a 256-bit secure cryptographic key from 

the multi biometric template is generated. 

 

In 2011, Jameer Basha et al., introduced a new frame 

work for iris and fingerprint fusion at rank level; they 

conducted experimental tests using three 

implemented fusion methods: highest rank method, 

Borda count method, and logistic regression method. 

Their work achieved the best execution time required 

http://www.ijsrst.com/
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to match which is equal to 0.45 seconds for the 

highest rank method with optimal FAR and FRR 

equal, respectively to 0% and 0.25%.  

 

In 2012, Radha and Kavitha, presented a novel fusion 

scheme of fingerprint and iris modalities at feature 

extraction level. The scheme uses a concatenated 

feature vector from both iris and finger print. The log 

Gabor filter is used to extract the feature vectors of 

both modalities. then the phase data from 1D log 

Gabor filters is extracted and quantized to four levels 

to encode the unique pattern of iris and Fingerprint 

into bitwise biometric template. Hamming distance 

(HD) is used to generate a final match score. 

Experimental results were verified on database of 50 

users accounting to FAR = 0% and FRR = 4.3%.The 

execution time required to match is reduced to 0.14 

seconds.  

 

In 2013, Abdolahi et al., presented a multimodal 

biometric system (fingerprint and iris) using fuzzy 

logic and weighted code. After converting fingerprint 

and iris images to a binary code, the decision level 

fusion is used to combine the results. Fingerprint code 

is weighed as 20% and iris code as 80%. The work 

achieved 2% FAR and FRR and 98.3% accuracy. 

 

Sheetal Chaudhary, Rajender Nath et al., presented a 

vigorous multimodal biometric acknowledgment 

system participating iris, expression and fingerprint 

based on counterpart score level synthesis using 

multiple support vector machines. Here, MSVM are 

realistic in parallel manner to overcome the difficulty 

of absent biometric traits. It reflects every possible 

mixture of all the three biometric behaviours 

individually. They have used support vector machines 

as their approach and evaluated the recognition rate 

of 99 percent. 

 

Divyakant T. Meva, C. K. Kumbharana et al., 

presented a biometric system which is getting popular 

since last years. As per the request of IT industry, this 

knowledge is satisfying verification and authorization 

requirements. But Unimodal Biometric schemes have 

their own limitations. To overcome the limitations of 

Unimodal Biometric Systems, they have choosen the 

method of Multimodal Biometric Schemes. In this 

paper, authors have assumed details about Multimodal 

Biometric system designed and developed to improve 

success ratio of verification. They have modified 

fingerprint and face acknowledgment approaches 

with match score based fusion. They have strained to 

identify achievement ration under numerous 

combinations of weights allocated to fingerprint and 

face counterpart scores. They have found the success 

rate of 93 percent with failure rates of 6.67 percent 

Norsalina Hassan, Dzati Athiar Ramli, and Shahrel 

Azmin Suandi et al., proposed synthesis of face and 

fingerprint for vigorous recognition scheme. The 

addition is performed at the equivalent score level. 

The corresponding tasks for mutual modalities are 

approved out by using support vector machines. Trials 

on face expression and fingerprint record show that 

the presentations of multimodal biometric scheme 

provide better acknowledgment associated to 

unimodal biometric modality. They have used the 

sum rule and evaluated the error rate of 0.83. 

Yogesh. H. Dandawate, Sajeeda. R. Inamdar et al., 

shows seizing of three biometric characters of a 

person specifically face, pattern and palm vein by 

designed hardware well ahead these three behaviours 

pre-processed and fused collectively for cryptography. 

Palm is selected as a biometric attribute as no two 

palm veins counterpart unless they are of the similar 

person also palm has a decent vascular pattern 

creation as a good identifying issue for a person as 

likened to other biometric characters. They have used 

principle component analysis and gabor filtering and 

found the accuracy of 97% 
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Nassima Kihal, Salim Chitroub and Jean Meunier et al., 

proposed a multimodal biometric scheme for 

verification, based on the synthesis of iris and palm 

print. They have proposed a method for feature 

abstraction of each modality using wavelet packet 

corrosion at four levels. This stretches 256 packets 

which can produce a compact binary cipher. 

Kamel Aizi Mohamed Ouslim Ahmed Sabri et al., 

presented a client-server network construction for a 

distant multimodal biometric credentials. As a 

substance of fact, they have used two modalities, the 

humanoid iris and his print impressions in order to 

reinforce the security, meanwhile the unimodal 

biometric schemes cannot always be castoff 

consistently to perform acknowledgment or 

authentications. They have used score level fusion 

and evaluated the false acceptance and false reject 

rates which were 24×10-3 and 4×10-4. 

Poonam Sharma, Kulvinder Singh et al., proposed 

variety of glitches such as deafening data, various 

types of spoof attacks and intolerable error rate. These 

limits can be resolved by organizing multimodal 

biometric schemes. Multimodal biometric schemes 

exploit two or more separate traits, such as face, iris 

and fingerprint. Multimodal biometric schemes 

improve the acknowledgment accuracy more than 

single modal approaches. They have used multimodal 

biometric arrangements using fuzzy synthesis of 

fingerprint and face acknowledgment gives high 

accuracy as link to other fusion techniques.  They 

have evaluated the accuracy of approximately 95 %. 

Figure 2 gives the different level of fusion of 

multimodal biometric systems. 

 
Figure 2  : Fusion Level in Multimodal Biometric 

Systems 

 

III. SYSTEM DEVELOPMENT  

 

The below is the proposed methodology diagram 

which will be used to achieve the above mentioned 

objectives in the efficient manner. The aim of  our 

research is to develop and implement an effective 

algorithm for fusion based Biometric Recognition to 

get high efficiency rate of recognition. In this 

Performance Analysis we have experimented the 

proposed systems on various face database, 

Fingerprint  database  and evaluated the performance 

of systems in terms of efficiency , success criteria with 

different results. 

 

Performance evaluation sections gives details about 

different evaluation metrics which we used for our 

experimentation and analysis. There are various 

performance matrics are being used for evaluation .  
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Figure 3 : System Development 

The methodology is used to achieve our objective is 

Step 1: Firstly the User interface will be made in the 

MATLAB environment. 

Step 2: Then the extractions for facial expressions will 

take place in which the features will be evaluated and 

extracted using principle component analysis. 

Step 3: Then will apply feature optimization using 

firefly optimization for the facial category. 

Step 4: The extraction of the minutiae will take place 

for the fingerprint category. 

Step 5: The fusion process using summing rule will be 

evaluated 

Step 6: Testing and Classification will be attained 

eventually. 

Step 7: After full classifications for the multimodal 

biometric authentication the performance will be 

evaluated in terms of high sensitivity, high specificity 

and high recognition accuracy. 

 

IV.  PERFORMANCE EVALUATION  

 

This section deals with the efficient discussion of the 

simulated results in the MATLAB environment.  

Various performance parameters are being used to 

test the systems like   

 

False Acceptance Rate: The false acceptance rate (FAR) 

is the measure of the likelihood that, the biometric 

security system will incorrectly accept an access 

attempt by an unauthorized user. A system’s FAR 

typically is stated as the ratio of the number of false 

acceptances divided by the number of identification 

attempts. 

FAR=

                          (i) 

FAR( ) = FMR( ) * (1 − FTA)  

 

False Rejection Rate : The false rejection rate, or FRR, 

is the measure of the likelihood that the biometric 

security system will incorrectly reject an access 

attempt by an authorized user. A system’s FRR 

typically is stated as the ratio of the number of false 

recognitions divided by the number of identification 

attempts. 

FRR=  

   (ii) 

FRR(  = FTA + FNMR( ) * (1 − FTA) 

http://www.ijsrst.com/
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Accuracy :The accuracy of a test is its ability to 

differentiate the patient and healthy cases correctly. 

Recognition accuracy is the ratio of number of faces 

correctly recognized upon number of faces used in 

testing Genuine and Impostor faces. To estimate the 

accuracy of a test, we should calculate the proportion 

of true positive and true negative in all evaluated 

cases. Mathematically, this can be stated as: 

Accuracy=TP+TN/ TP+TN+FP+FN                (iii) 

 Where TP  is True Positive, TN is True Negative, FP 

is False Positive and FN Is false negative. For the best 

recognition accuracy must be high .  

Senstivity: Affectability measures the portion of 

positive cases that are named positive. It considers the 

proportion of positives that are correctly identified as 

such sensitivity. 

 Sensitivity =    

   (iv) 

Specificity: Specificity measures the portion of 

negative cases that are named negative. Considers the 

proportion of negatives that are properly identified as 

such specificity. 

 Specificity =       

   (v) 

Where, TP = true Positive, TN = True Negative, FP = 

False Positive and FN = False Negative. The model 

with the most outstanding specificity and precision is 

the best model. 

Recognition Rate:It considers the section of number of 

faces recognized divided by number of faces 

presented.  

  (vi) 

Receiver operating characteristic curve (ROC): plot of 

the rate of FMR as well as FAR (i.e., accepted 

impostor attempts) on the x-axis against the 

corresponding rate of FNMR as well as FRR (i.e., 

rejected genuine attempts) on the y-axis plotted 

parametrically as a function of the decision threshold. 

An illustration of a ROC curve is presented in Graph 

1 and 2 gives very important indicator to evaluate 

accuracy of the biometric systems. 

 
Graph  1  : An Illustration of ROC 

    

 
Graph 2 : FAR & FRR 

 

Table 1 shows the true positive rate which must be 

high for efficient multimodal biometric systems.  For 

same specificity and sensitivity  which must be high 

for the efficient authenticates For fusion based 

systems the recognition of the right individual and 

shows that the recognition is coming 0.92 in terms of 

probability and 92.03 %.  

 

Table 1 : Performance Parameters 

 

Accuracy 0.9285 

Sensitivity 0.9468 

Specificity  0.9263 

False Negative 0.0487 

False Positive 0.0743 

True Negative 0.9513 

True Positive 0.8657 

 

The FPR and FNR which is 0.07 and 0.04 which is 

measured very less and it must be low for the high 

http://www.ijsrst.com/
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stability and false detections of the individual 

samples. 

 

The TPR and TNR which is 0.86 and 0.95 is always 

high to get the features of the test sample is closely 

matched with the training database for the high 

recognitions with less error rate probabilities 

 

 

Graph 3 shows the performance parameters of FPR 

FNR and TPR TNR . 

 
Graph 3 :FPR FNR and TPR TNR  

Table 2 : System Test  

Performance 

Parameters  

Biometric 

Recognition  

Not 

Recognised  

Accuracy  0.9201 0.92054 

Sensitivity 0.9168 0.91724 

Specificity 0.9235 0.92388 

False Positive 

Rate (FPR) 0.0759 0.075515 

False Negative 

Rate (FNR) 0.0839 0.083413 

True Positive 

Rate (TPR) 0.9241 0.92449 

True Negative 

Rate(TNR) 0.9161 0.91659 

 

The rank fusion based recognition rate equals (in %): 

92.01% 

Verification/authentication experiments: 

The equal error rate equals : 5.03% 

The minimal half total error rate equals: 4.72% 

The verification rate at 1% FAR equals: 86.79% 

The verification rate at 0.1% FAR equals: 66.79% 

The verification rate at 0.01% FAR equals: 45.00% 

The performance comparison is to carried out for  

 
Graph 4 : Performance 

The systems individual; being tested and got the 

results for same evaluation of systems as in table 3 

 

Table 3: Individual Algorithm Test 

System Algorith

m 

FA

R 

FR

R 

Efficien

cy  

Match

ed 

Time  

FACE PCA 0.6

6 

9.8

6 

92.85 3.7 sec 

Fingerpri

nt 

Gabor 

HMM 

8 5 93.5 6.5 sec 

After getting in to systems we have work on our 

systems and got developed fusion and had results as in 

table 4 

Table 4 : Fusion  Algorithm Test 

System Algorith

m 

FA

R 

FR

R 

Efficien

cy  

Match

ed 

Time 

FACE PCA+AN

FIS 

0.5

7 

10.9

5 

93.27 3.5 Sec 

Fingerpr

int 

Minutiae- 

Hummin

g  

8 5 93.27 3.5 Sec  
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Finally all the fusion of face & fingerprint   has be 

done and traits are combined at matching score level 

using sum of scores technique. We got the the 

encouraging results of our systems and overall 

efficiency is improved up to 97.79 % and these are 

very good results. 

So graph 4 and 5  shows the False Acceptance Rate / 

False Rejection rate and EER with respect to 

considered threshold  

 

Graph 5 : FAR /FRR correlation w.r.t. threshold 

 
Graph 6 : EER of Fusion 

 

V. CONCLUSIONS 

 

In this paper, we carried out the system for fusion of 

face and fingerprint for recognition of individual 

identity of biometric multimodal systems. We have 

evaluated our systems on the performance parameters 

like Sensitivity, Selectivity, Specificity, FAR, 

FRR ,EER . We got improved results as compared to 

systems carried out by researchers as earlier. For 

evaluation and testing of our systems we have created 

our own database of 100 students from our 

organisation using various finger recognition sensors 

and cameras. 
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