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ers, computer systems and networks, as well as telecommunications. Therefore, we can state that a unified 
approach to the definition of a concept does not exist. However, the introduction of certain norms into the 
law does not solve the problems. Problems arise with the direct implementation of these standards in every-

ces to combat such crimes. In 
developed countries, this type of crime leads to huge losses, significant funds that are spent on the develop-
ment and implementation of software, technical and other means of protection against unauthorized access to 
information, its distortion or destruction. With this in mind, it is fundamentally important to study methods 
of committing crimes using computers, computer systems and telecommunication networks. Therefore, we 
characterize some of the most common ways of committing computer crimes. 

Such crimes are characterized by the following features: the complexity of their detection and in-
vestigation, the difficulty of proving in court, the high damage even from one crime. Therefore, based on 
the analysis of both theory and the results of practice, we primarily focus on individual methods of com-

m-
puter crimes in the realities of today. 

We focus on the main methods of unauthorized receipt of information, namely: the use of a de-
vice that listens (bookmarks); deleted photo; interception of electronic radiation; hoax (disguise for sys-
tem requests); interception of acoustic radiation and restoration of printer text; theft of media and indus-
trial waste (garbage collection); reading data from arrays of other users; copying storage media with 
overcoming protection measures; masking a registered user; use of software traps; illegal connection to 
equipment and communication lines; failure of defense mechanisms. 

We characterize the most common both methods and methods of unauthorized receipt of infor-
mation from computer and information networks. Knowing the ways of committing crimes will help to 
further prevent the commission of crimes, take preventive measures. 

Keywords: commission methods, computer crimes, automated systems, technical protection, fo-
rensics. 
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SUMMARY 

Volodymyr V. Shablystyi. About exposers of corruption and criminal law. Amendments to 
the Criminal Code of Ukraine and other laws on corruption exposers, especially their right to remunera-
tion for reporting corruption, have been considered. The problem of existence of other violations of the 
Law of Ukraine "On Corruption Prevention" for which no criminal, administrative, disciplinary and / or 
civil liability has been established and for which the exposer can report has been identified. 

The author has emphasized that if it is not proved that the exposer made a knowingly false report, 
then the person suspected of something does not even have the opportunity to defend his/her honor and dig-
nity in court. He has assumed that for the first time at the level of law the form of guilt of the exposer is indi-
cated, which does not exist - unintentional communication of inaccurate information by the exposer. 

It has been proved that the legislator's disregard for the principles of criminal law and the rules of 
legislative technique lead to a constant scholastic update of anti-corruption legislation. Failure to take into 
account the grounds and principles of criminalization of dangerous acts makes amendmets to the Criminal 
Code of Ukraine "stillborn", no matter how many exposers report them in case of their internal strong 
belief in the presence of signs of corruption or corruption-related offenses. 

It has been alleged that the exposer may not expect a remuneration for reporting false information 
in any case. Illegal enrichment cannot and will never be a corruption crime, it is the result of committing 
truly corrupt crimes, and therefore the exposer may not expect a reward again. 

To eliminate these contradictions, the author has proposed in Note 2 to Art. 45 of the Criminal 
Code of Ukraine to determine the list of crimes related to corruption, and to make the person of the ex-
poser responsible at least in part of the apology for the disclosure of information that has not been con-
firmed by the court. To implement such proposals, not only forensic scholars should be invited to the 
discussion, but also experts in the field of administrative responsibility, labor and civil law and procedure. 

Keywords: corruption, corruption offense, corruption-related offense, corruption crime, exposer, 
legal ignorance. 
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