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Abstract. The improvement of information transmission technology not only benefits
our day-to-day life but also causes a risk in privacy and data security. There are two
commonly used methods to protect the transmitted data, cryptography and data hiding.
In this paper, we analyze the combination of these two methods to secure data. For the
data hiding method, we utilize the histogram of the prediction error (PE) to embed data.
We use Shamir’s secret sharing to secure the produced stego image further. After that,
we measure the quality of the share images. The result of the experiment shows that the
quality of the generated shares relies on the number of generated images and the number
required to reconstruct the stego image.
Keywords: Data hiding, Secret sharing, Security, Data protection

1. Introduction. In the era where multimedia data were constantly transmitted through
the Internet, it is essential to protect the transmitted data with a secure method. Without
a reliable and robust security system, important and confidential data can be stolen,
attacked, or changed at will. The information security system is broadly divided into
two main categories: cryptography and data hiding [1,2]. Both methods are intended to
protect the information, but their mechanism is different.

In cryptography, the way how the information is secured is by transforming it to have a
randomized encrypted form. This scheme is appropriate for transmitting confidential data
in a secure channel as it is inconceivable by the public. It is beneficial for communication
in a public network. Since the transformed data are produced using methods involving
variations and exchanges, illegitimate users may not gain access to the plain message.

Unlike cryptography, the data hiding method does not change the secret message format
but embeds it into distortion-sensitive multimedia cover. It must be extracted from the
embedded media cover or the stego cover to access the protected data. There are two ways
to recover the embedded data: reversible or irreversible. The original cover can be entirely
recovered in a reversible method; while in a non-reversible, they cannot be extracted to
the original condition [1]. The application of the reversible techniques is suitable when
the details of the cover are essential. In comparison, the irreversible method is convenient
for systems where essential information in the cover media does not need to be retrieved.
The cover medium used in this method includes audio [3], image [4] and video.

Besides using those two methods, the data can be altered to conceal the original secret
message to secure the data further. It is done by partitioning the data into some segments,
which can be restored later to acquire the original data. We employ a method provided
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by Shamir [5], which is known as Shamir secret sharing scheme. Combining this scheme
and data hiding is intended to obtain a mechanism capable of protecting data security.
In this paper, we implement secret sharing for reversible data hiding in images. Se-

cret data are embedded in the cover image using histogram utilization and error value
difference. The rest of this paper is presented as follows. Section 2 briefly describes the
related methods. The proposed model, which implements histogram utilization and pre-
diction error combined with secret sharing, is given in Section 3. Experimental results
and analysis on the difference between the stego images generated by secret sharing and
their corresponding image are presented in Section 4. Lastly, we draw the conclusions in
Section 5.

2. Literature Review. Shamir secret sharing’s main idea is to separate data into some
fragments to access the original data; the separated data are then rejoined. To elaborate,
the original data are put into n shares, which are distributed to different users. To access
or reconstruct the original data successfully, there must be at least k of them, where
n ≥ k. The original data can be reconstructed with k or more shares, but if the collected
shares k− 1 or less give no clue of the original data. This process can be described in (1),
where H is the secret message and d is the random coefficients.

F (x) = H + d1x+ d2x
2 + · · ·+ d(k−1)x

(k−1) (1)

Once k or more shares are obtained, a polynomial interpolation algorithm such as
Lagrange can reconstruct coefficients H and d1, . . . , dk−1 of F (x); therefore, the secret
message H can be discovered. It is worth noting that if only less than k shares can be
obtained, the k unknown coefficients cannot be found; so, the H cannot be generated.
Because the secret data is an image, H can also resemble a pixel of the secret image. It
can be described as H = I, where I is the pixel of the secret image.
Data hiding or steganography is another layer of protection of the secret message. Few

things must be noted when implementing a data hiding method on an image, impercepti-
bility or quality of the stego image, capacity of the private data, robustness, and security
[1]. Steganography can be performed on several media covers, such as audio [3], image [4]
and video [6]. Numerous methods have been developed to improve the quality of the stego
image and the capacity of secret data. On spatial domains, the steganography method
can be classified into three groups: compress-and-append, histogram shifting (HS)-based
and expansion-based (EB) [7]. The compress-and-append technique is generally used in
the earlier incarnation of reversible data hiding system. The EB-based scheme, known
as difference expansion (DE), is initially established by Tian [8]. It takes advantage of
the differences of nearby pixels of an image. Another steganography method based on
EB is prediction error expansion (PEE), established by Thodi and Rodŕıguez [9]. It uses
differences between the original pixel and the error value of the original pixel.
The HS-based scheme was first researched by Ni et al. [10]. This method’s main idea is

to select the most frequent pixel of the image as a reference to embed data. The process
of embedding data is divided into three phases. First, searching for the most frequent
pixel and least frequent pixel in the cover image, it can be done quickly by creating a
cover image histogram. In this histogram, the most frequent pixel is that with the highest
peak or peak pixel, and the least frequent pixel is the minimum or sometimes zero pixels
because that particular pixel number does not exist in the cover image. Then, shift all
pixels between the peak and minimum pixels. In doing so, there is one pixel left empty.
The next step is filling it with pixels from the neighbors. The phase of shifting pixels is
explained in (2), and the embedding data phase can be described in (3). Here, the peak
pixel is P , and the minimum pixel is L; I is the pixel before being shifted; I ′ is the pixel
that has been shifted; i and j are the pixel location. Then b(n) is secret bits, where n is
an index of secret bits.
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I ′i,j =

{
Ii,j + 1 if P + 1 ≤ Ii,j ≤ L− 1 and P < L

Ii,j − 1 if L+ 1 ≤ Ii,j ≤ P − 1 and P > L
(2)

I ′′i,j =


I ′i,j + 1 if I ′i,j = P and b(n) = 1, P < L

I ′i,j − 1 if I ′i,j = P and b(n) = 1, P > L

I ′i,j if I ′i,j = P and b(n) = 0

(3)

We can see in (2) that embedding operation can only occur as many as the number of
the peak pixels. It has become the drawback of this scheme because the peak pixel (P )
frequencies limit the total capacity. If the cover image has an even distribution of pixel
color, it will impact the hiding capacity.

Another scheme developed by Hong et al. [11] also employed an HS and combines them
with EB. However, before the embedding process occurs, they change the cover image
into a prediction error (PE). They insert it with the help of the histogram produced by
PE. This resulting stego image has better quality than that of EB and HS schemes, and
the major drawback of HS can be mitigated. A histogram is used as a reference for the
embedding phase, or the PE histogram can provide a higher number of pixel frequencies.
This method is also used and further refined in [12-14].

Islamy and Ahmad [15] also developed a method based on the utilization of histogram
and PE. This method provides better stego image imperceptibility than some previous
works. Like [11], before the embedding phase, the original cover image is transformed
into PE. The next step is to generate the histogram of the PE value and divide it into
partitions. After that, the peak value of each partition is selected as a reference to embed
data. Subsequently, more peaks can be used as a reference to embed data, which leads
to an increase in data capacity. The overall process of this method can be described in
Figure 1.

Figure 1. The embedding process of [15]

Wu et al. [16] proposed a Shamir secret share-based steganography scheme. This method
focuses on the application of data privacy in cloud computing. In this scheme, the original
image is encrypted using Shamir secret sharing. The produced shares are then embedded
using both DE and HS schemes. Because the embedding phase occurred after the original
image divided into encrypted n shares, the embedding capacity is greatly improved.

3. Proposed Method. In the previous section, we have concentrated on several meth-
ods that utilize HS and DE with their extensions and improvements. Along with those
methods, we also discussed the use of the Shamir secret sharing method and how it works
when combined with the steganography method. The Shamir secret sharing method can
provide better security of the secret message, but there is also a drawback regarding
imperceptibility since the produced shares are in encrypted form.
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The proposed method is established based on that earlier research explained in Section
2. The proposed method is related to that in [15] and consists of several phases. Those
are the initialization phase, where the calculation of PE takes place, and the histogram
partition process and the embedding phase, where data are embedded into PE according
to the reference value. In this paper, however, the secret-sharing phase is added after the
initialization and embedding phases. The flow of this process can be seen in Figure 2.

Figure 2. Process of data embedding and stego image sharing

3.1. Initialization. In this phase, the original cover image is converted into PE by using
a predictor. We use a median edge detector (MED) to calculate the error value of each
pixel of the image. This process can be presented in (4), where I is the original pixel

value and Î is the calculated error value. PE value E is obtained after implementing (5).
Generate the histogram of PE value, and then allocate the histogram into partitions by
using (6), (7) and (8), where Y is the PE value range, F is the number of the partitions,
pn is the allocated partition. Figure 3 depicts the process of data embedding using the
partitioned histogram.

Îi,j =


min (Ii,j−1, Ii−1,j) if Ii−1,j−1 ≥ max (Ii,j−1, Ii−1,j)

max (Ii,j−1, Ii−1,j) if Ii−1,j−1 ≤ min (Ii,j−1, Ii−1,j)

Ii,j−1 + Ii−1,j − Ii−1,j−1 otherwise

(4)
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Ei,j = Ii,j − Îi,j (5)

Y = P − L+ 1 (6)

F = 256/2⌈log2 X⌉ (7)

p =
{
p1, p2, p3, . . . , pF

}
(8)

Figure 3. The illustration of the embedding process using the partitioned histogram

3.2. Embedding. The steps that occurred during the embedding phase are similar to
those in [15]. This process is applied in each partition and is presented as follows.

• Scan the secret bits, and check the two neighboring bits to find a pair. There are
four pairs of secret bits, which are (0, 0), (0, 1), (1, 0) and (1, 1).

• Check the peak value of the current partition P n
C , the lowest value of the partition

Cn
min and the highest value of the partition Cn

max.
• As explained in [15], the position to embed the secret bits depends on P n

C , C
n
max,

Cn
min and their pair.

• After the position has been found, then change the value by decreasing or increasing
it by 1.

• Add the location of the PE value to the location map. The location map here provides
another layer to secure the secret bits and we will need it in the extraction process.

• After all the secret bits have been embedded, change the PE value to pixel value by
using (9).

I ′i,j = Îi,j − E ′
i,j (9)

3.3. Secret sharing. After the embedding process has been done, Shamir secret sharing
is used to split the stego image into parts. Pixel values of the stego image are converted
into base 255 by performing modulus 255 to each pixel value. The modulus process is
implemented in (1), which becomes (10), where I ′i,j is the pixel of the stego image.

F (x) =
(
I ′i,j + d1x+ d2x

2 + · · ·+ dk−1x
k−1

)
mod 255 (10)

The resulted value from (3) is used as a new pixel value in the n shared images. Those
pixel values are combined to form an image. At the end of this operation, there will be n
images generated.

3.4. Extraction. This process is intended to retrieve the secret data which have been
hidden previously. The overall extraction process is the inverse of the embedding proce-
dure. First, we must reconstruct the stego image that can be done after at least k images
have been obtained. Next, we calculate the value of F (x1), F (x2), F (x3), . . . , F (k). From
these values, we have pairs of (x1, F (x1)), (x2, F (x2)), (x3, F (x3)), . . . , (xk, F (xk)). The
formula in (1) is taken to obtain the stego image pixel values.
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Once the stego image has been retrieved, we begin to extract the embedded data inside
it. Here, the location map we obtain earlier is required to obtain the secret data and
restore the original image completely. The extraction process follows similar steps as in
[15].

4. Experiment Results. The experiment is conducted to evaluate the proposed method
previously presented in Section 3. To evaluate the proposed method, we measure the share
images’ imperceptibility using the peak signal to noise ratio (PSNR). The mean square
error (MSE) is first obtained using (11), whereH andW are the image’s height and width,
respectively. This MSE value is taken by calculating the difference of total pixel value
between the original cover image and the stego image. The lower MSE value indicates
that the quality of the stego images is also lower. Then we use (12) to calculate PSNR,
where IMAX is the maximum value of the pixel in an image. PSNR measures the distortion
level caused by the embedding and sharing process and detects any distinction between
the original cover and stego images.

MSE =

(
1

WH

) W∑
i=1

H∑
j=1

(
Ii,j − I ′i,j

)2
(11)

PSNR = 10 log10
(IMAX )

2

MSE
(12)

This experiment uses four standard test images and four medical images acquired from
[17] and [18], each of which is an 8-bit grayscale image in 512×512 pixels. Test images are
embedded with 20 Kb of secret bits, and then each of the images is processed with secret
sharing under different scenarios. In the first scenario, all images are tested with n = 2,
k = 2. For the second scenario, we set n = 3, k = 2, and lastly, we implement n = 3,
k = 3. This measurement aims to analyze the effect of the difference between n and k in
the PSNR value. Examples of test images are depicted in Figure 4, and the result of the
experiment is given in Tables 1-6. From these tables, we find that the PSNR value of the
generated share images is less than 30 dB, which is the standard for stego images [1]. It
is because the secret-sharing heavily modifies the stego images, which themselves are the
modified original cover images. The comparison between the original image and one of
the shared images can be observed in Figure 4.

(a) (b)

Figure 4. Examples of test images: (a) Airplane image obtained from
[17]; (b) leg medical image obtained from [18]
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Table 1. PSNR of scenario 1 with k = 2 and n = 2 on general images

Image
PSNR (dB)

Share 1 Share 2
Aerial 13.69 9.00

Airplane 13.27 8.78
Pepper 13.34 8.78
Boat 13.21 8.68

Table 2. PSNR of scenario 1 with k = 2 and n = 2 on medical images

Image
PSNR (dB)

Share 1 Share 2
Hand 14.13 9.19
Chest 14.37 9.27
Head 14.46 9.28
Leg 14.19 9.21

Table 3. PSNR of scenario 2 with k = 2 and n = 3 on general images

Image
PSNR (dB)

Share 1 Share 2 Share 3
Aerial 13.67 8.98 7.22

Airplane 13.28 8.80 7.32
Pepper 13.34 8.78 7.30
Boat 13.23 8.69 7.32

Table 4. PSNR of scenario 2 with k = 2 and n = 3 on medical images

Image
PSNR (dB)

Share 1 Share 2 Share 3
Hand 14.13 9.19 7.14
Chest 14.35 9.26 6.99
Head 14.46 9.29 6.97
Leg 14.19 9.21 7.08

Table 5. PSNR of scenario 2 with k = 3 and n = 3 on general images

Image
PSNR (dB)

Share 1 Share 2 Share 3
Aerial 11.46 6.54 5.61

Airplane 11.20 6.72 5.89
Pepper 11.13 6.71 5.87
Boat 10.98 6.80 6.02

The average PSNR of share images are presented in Figures 5 and 6. From those results,
we can see that for n = 2, k = 2, the PSNR values are a little bit higher than n = 3,
k = 2, and n = 3, k = 3. This also indicates that for the same k, the overall PSNR
values are better if the number of shares or n is higher. For the same n, the quality of
the produced share images is, in general, higher for lower k. We can see in those figures,
even though the difference is relatively small, the overall PSNR value with k = 2 is higher
than that with k = 3.
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Table 6. PSNR of scenario 2 with k = 3 and n = 3 on medical images

Image
PSNR (dB)

Share 1 Share 2 Share 3
Hand 11.74 6.36 5.32
Chest 11.86 6.07 4.87
Head 11.88 6.00 4.80
Leg 11.77 6.22 5.11

Figure 5. Average PSNR of share images using general images

Figure 6. Average PSNR of share images using medical images

5. Conclusions. In this research, the concept of secret sharing is implemented for re-
versible image-based data hiding. Firstly, reversible data hiding using the PE and his-
togram modification is applied. Secondly, a method of Shamir secret sharing is imple-
mented. To retrieve the embedded data, the stego image must be reconstructed by some
participants by joining the share images together.
From the experimental results, we find that the more share produced, the more severe

the distortion of the images. The more participants involved in reconstructing the stego
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images, the higher the stego image quality. For the next research, we aim to increase the
share images’ quality, making them as close as possible to the cover image.
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