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Abstract: Project management (PM) involves decision-making processes related to reach-
ing project goals, resources allocation, timelines, intended outputs, outcomes, long-term 
impacts, etc. Decisions create challenges for those involved in leading and managing pro-
jects, such as information overload, time constraints, uncertainty, and biases. Decision-
making in PM is especially supported by risk analysis focused on the identification and 
assessment of factors that could affect (positively or negatively) a successful project deliv-
ery. Uncertainty in estimating project risks is considered one of the major challenges in 
Management Science. The paper draws attention to the root cause of uncertainty in human 
reasoning in relation to decision-making processes with particular emphasis on risk analy-
sis. A literature review revealed that the area of risk assessment in PM has been dominated 
by qualitative methods that do not take uncertainty into account. Therefore, the main ob-
jective of this paper was to apply the Dempster Shafer theory (DST), which provides 
a framework for representing uncertainties by allowing beliefs to not be assigned to a spe-
cific subset. Accordingly, the applied research design was employed in this study. The re-
search sample included 60 experts that assessed project risks. In order to determine the 

rule of combination, in order to arrive at quantified beliefs. The final results of the study 
showed that this evidence-based framework for project risk assessment is applicable and 
easy to use, even for a large number of experts and could support PM practitioners in risk 
management and decision-making.  
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Introduction

Efficient project management can accelerate business growth by designing 
a clear, easy-to-follow path towards completing its objectives and goals. The litera-
ture is quite consistent in terms of defining project management. One of the widely 

cesses, methods, skills, knowledge and experience to achieve specific project objec-
tives according to the project acceptance criteria - 
-Webster & Dalcher, 2019). Throughout the project life cycle (PLC), numerous  
decisions must be made; therefore, the ability to make informed, challenging, timely 
and effective decisions is seen as a key competency of the project manager.  

Despite numerous methods, tools, and methodologies used for this purpose, 
knowledge and experience are put at the heart of the process. Due to its nature, origin, 
and limits, human knowledge is uncertain, inexact, and partial (Monk, 1999). There-
fore, the underestimation of expert knowledge when creating the basis for decision-
making may lead to erroneous analysis results (Labedzka et al., 2022). In project 
management, risk assessment plays an extremely important role as it empowers busi-
nesses with the necessary knowledge for decision-making so that a proper risk miti-
gation approach could be developed in an organisation (Campbell, 2014). The pre-
vailing perspectives and definitions of risk, at least in the engineering community, 
are based on probabilities (Aven, 2010). The main purpose of risk analysis defined 
in this way is to accurately estimate risk, although the number does not express the 
truth, but is a judgment based on modelling and analysis, which could be supported 
by more or less strong knowledge (Aven, 2020). In this paper, project risk is under-

or negative 

(Hillson, 2014). A project risk assessment is a process of identifying and analysing 
risks in a manner that the risks are understood easier and managed more effectively 
(Barghi & Shadrokh Sikari, 2020). 

Risk identification is arguably the most important phase of PM (Opara, 2020), 
since any risk not explicitly identified is taken unconsciously (Hillson, 2000). Risk 
assessment and any other decision points are exposed to various inconveniences, 
such as lack of knowledge, skills and/or experience, time pressure, inaccurate data, 
and having to choose between intuition and facts. In addition, human decision-mak-
ing, also within project management, always takes place in an uncertain complex 
and dynamic environment.  

Project risk assessment in practice must often integrate an objective fact-based 
analysis with a subjective human-centric input. Thus, in management science, psy-
chology, decision science, and computer science, there is space for creating and us-
ing models and methods that not only seek to meet critical needs but can improve 
decision-making by dealing with uncertainty that is naturally attached to human 
knowle  

The main contribution of the study is the original framework for the application 
of the Dempster Shafer theory (DST) to the risk assessment of the project. The final 
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results of empirical research showed that this evidence-based approach to risk as-
sessment is applicable and easy to use, even for a large number of experts, and could 
support PM practitioners in risk management and decision-making. 

Research Methodology 

The Dempster Shafer theory is intended for expressing uncertainty that charac-
terises human reasoning and assessment and has been so far successfully used in 
manufacturing systems, maritime and offshore applications, diagnostics of techno-
logical processes, medicine, materials and products, building and construction, and 
quality control. The presented research attempts to expand the portfolio of its appli-
cations. The main objectives of this paper are as follows: 
 to congregate and synthesise the literature review of issues related to a qualita-

tive and quantitative project risk assessment with special attention paid to the 
ability to represent knowledge under uncertainty conditions; and, 

 to present and apply the Dempster Shafer theory to make risk assessment in 
project management more objective and less uncertain. 

Thus, the research questions are as follows. 
Q1: What methods are used for risk assessment in project management and do they 
relate to uncertainty?  
Q2: How can the Dempster Shafer theory be applied to risk assessment in project 
management?  

The questions are tackled in two stages: theoretical and analytical. The first stage 
of the research involves the identification of literature by searching selected data-
bases and Internet resources. For this work, the author carried out a systematic  
review of the most commonly-used databases that contain the greatest and most  
authoritative collections of journals, books, and research resources, i.e. Web of Sci-
ence and Science Direct. According to the objectives and intentions of the research, 
the keywords 

 
The theoretical part of the study highlights the root cause of uncertainty in human 

reasoning in relation to decision-making processes, with special attention paid to risk 
analysis. The definitions of project management, project risk and risk assessment are 
presented to ensure the clarity of the research following. Then a comprehensive review 
of methods for risk assessment that are used in project management is introduced. This 
task was accomplished by a series of analysis approaches, such as literature bibliomet-
rics and desk research, and the findings of previously published articles.  

In the second part of the paper, following the results obtained in the first part, 
main contributions related to the application of the Dempster Shafer theory for pro-
ject risk assessment are presented. The research sample included 60 experts, i.e., 
management and logistics students, who participated in risks assessment for the  

 In this part, the applied research used data collection, modelling, 
and analysis to extract insights that support decision-making for PM purposes. 
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In the preparatory stage, risks were identified on the basis of literature on com-
mon project risks that affect the successful implementation of the project. The risks 
were then discussed through brainstorming and three risks were selected by experts 
through the voting procedure. As the methodology of risk identification is not the 
subject of this paper, it is only mentioned above.  

In the next step, a distribution of mass, which corresponds to the opinion of an 

combination to arrive at quantified beliefs that can support risk management and 
decision-making in project management. 

Based on the above, this research aimed to justify the application of the DST to 
expert risk assessment to produce objective hints for decision-makers and increase 
the acceptability and repeatability of results. Finally, the concluding remarks and 
future research directions were presented.  

State-of-the-art project risk assessment methods 

One of the most difficult decisions in PM when analysing risks is to determine 
the most appropriate assessment method that could make the highest contribution to 
the project and would make the best of risk-related data available. There are many 
alternative methods to assist in identifying project risks; however, qualitative and 
quantitative analysis are the most widely known. Qualitative risk assessment meth-
ods (Table 1) express likelihood estimates in numerical ranking scales or descriptive, 
non-numerical terms such as high, medium, low, or negligible, and use simple  
approximate values (Cobb & MacDiarmid, 2014; Hillson, 2000).  

Table 1. Examples of quantitative methods commonly used for risk assessment in PM 

Method Description Limitations 

Risk  
assessment 

matrix 

Assigns risk ratings to risks or  
conditions based on combining  

probability and impact scales. Risks 
with high probability and high  

impact are likely to require further 
analysis, including quantification and 

aggressive risk management  
(Kremljak, 2011) 

Categorising the severity and  
likelihood of uncertain risks is often 
subjective and therefore not totally 

reliable. If the blocks of the risk  
matrix are incorrectly grouped, then 
incorrect conclusions can be drawn 
about the relative risk presented by 

events at a facility  
(Elmontsri, 2014) 

Bowtie 
Model 

Provides a way to effectively  
communicate complex risk scenarios 

in an easy-to-understand graphical  
format and shows the relationship 
between the causes of unwanted 

events and the escalation potential 
for loss and damage 
(Voicu et al., 2018) 

The credibility of quantitative  
evaluation of the bow-tie is still 

a major concern since uncertainty, 
due to limited or missing data, often 
restricts the performance of analysis  

(Ferdous et al., 2012) 
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Delphi 
Technique 

A scientific method to organise  
and manage structured group  

communication processes with the 
aim of generating insights on current 
or prospective challenges; especially 
in situations with limited availability 

of information 
(Beiderbeck et al., 2021) 

Using the method only for long-term 
forecasts, which postpones their  

verification 
 

 

 

On the other hand, the quantitative risk approach (Table 2) uses hard metrics and 
is defined as more objective than the qualitative one (Conrad et al., 2017).  

Table 2. Examples of quantitative methods used for risk assessment in PM 

Method Description Limitations 

Probability 
Theory 

Combines expert opinions, which  
are essential to the quantification 
process, with experimental results 

and statistical observations to  
produce quantitative measures of the 

risks from these systems  
(Apostolakis, 1990) 

Does not express the truth or what 
will happen in the future, but is 

a judgment based on modelling and 
analysis, which could be supported 
by more or less strong knowledge; 
not capable of capturing epistemic 

uncertainty 
(Aven, 2020) 

Analytic  
Hierarchy 
Process 

Provides group decision-making 
through consensus using the  

geometric mean of the individual 
judgments; has the capability to 

check and reduce the inconsistency 
of expert judgments  

(Aminbakhsh et al., 2013) 

The large number of judgments  
required often causes an  

inconsistency problem and when 
new alternatives are added to AHP, 

the assessments done on the old  
alternatives have to be discarded 

(Taroun & Yang, 2011) 

Expected 
Monetary 

Value 

Quantifies risks by multiplying the 
value of each possible outcome  

(impact) by its probability of occur-
rence and adding the products  

together 
(Gump, 2001) 

Gives realistic results when there is 
a large number of risks in the project 

in large and complex projects 
(Expected Monetary Value, 2020) 

 

Although quantitative data are difficult to collect because it is an expensive and 
time-consuming process, this kind of approach provides a more objective and accu-
rate outcome. Quantitative research is also preferred over qualitative research  
because it is more scientific, objective, fast, focused and acceptable. However, pre-
sented mathematical formalisms for project risk assessment lose their justification, 
when input data from experts are uncertain, incomplete, and/or imprecise.  



DOI:  10.17512/znpcz.2022.4.08 

105 

A combined approach to enhance the effectiveness and efficiency of the risk 
assessment process to integrate objective fact-based analysis with subjective human- 
-centric input is also present in the literature and PM practice (Cohen, 2005; Cobb & 
MacDiarmid, 2014; Volkan, 2021). However, the application of the above-mentioned 
methods does not embrace the uncertainty that expert knowledge is burdened with.  

The literature review agrees in general on the theoretical relevance of risk assess-
ment. It can be stated with confidence that uncertainty exists in all projects, and  
appropriate methods should be employed to deal with this uncertainty and to reduce 
its impact on managers' decision-making (Barghi & Shadrokh Sikari, 2020).  

Hence, in terms of the first research question (Q1): What methods are used for 
risk assessment in project management and do they relate to uncertainty?  it can be 
stated that a key understanding is to acknowledge that the limitations and criticisms 
of methods commonly used in project management for risk assessment, when  
attempting to consider uncertainty, express the challenge of representing any uncer-

 
As mentioned above, there is notable research on risk assessment. However,  

nowledge, none of the studies considered the  
Dempster Shafer theory for risk assessment using such a significant research sample 
and sharing the same methodology. This has been a motivation for the current work.  

Dempster Shafer theory of evidence (DST) 

The Dempster Shafer theory can be interpreted as an extension of the classical 
theory of probability by eliminating the requirement of knowing the complete space 
of elementary events (lack of full knowledge). This reasoning based on the mathe-
matical theory of evidence intends to determine the basic probability assignment 
(bpa) known as the mass function denoted by the letter m, the belief function (Bel) 
and the plausibility function (Pl). It was introduced in the 1960s as a representation 
of reasoning under epistemic knowledge uncertainty by mathematician Arthur 
Dempster (Dempster, 1967), and described by Glenn Shafer (Shafer, 1976).  

The DST is a potentially valuable tool for the evaluation of risk and reliability in 
engineering applications when it is not possible to obtain a precise measurement 
from experiments, or when knowledge is obtained from expert elicitation (Sentz & 
Ferson, 2002). It is especially useful in situations where each piece of evidence  
implies multiple candidate conclusions, and the support for each conclusion is com-
puted from the overlapping contributions of diverse pieces of evidence to reflect the 
relative state of ignorance in the face of incomplete information, unlike classical 
probability theory (Das, 2003).  

The key concept of the Dempster Shafer theory is the finite set of all hypotheses 
e investigated 

which means that there is a true hypothesis in the given set represented by a function 
called basic probability assignment. For example, when assessing risk
the set consisting of all possible risk rating levels. The power set 2  is the set of all 
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                                 (1) 

then, 

2                      (2) 

Individual elements of the power set represent propositions in the domain that 
may be of interest (Chen et al., 2014). 

One of the most important functions in the Dempster Shafer theory to define  
belief measure and plausible measure is known as basic probability assignment that 
over a A  
axioms: 

m(A)  0                               (3) 

m( ) = 0                               (4) 

                             (5) 

The quantity m(A) is the measure of the probability that is committed exactly to 
A, so it expresses the proportion of available evidence that supports the claim that 
the actual state belongs to A but not to any subset of A (Chen et al., 2014). The 
interpretation of the mass of the universal set (A) is the degree of ignorance. 

The Dempster rule of combination (DRC) is used to determine uncertainty in 
subsets of hypotheses A and B formulated by different experts. DRC is concerned 
with the uniting of two independent sets of mass functions in a frame of discernment 

1 and m2 are basic probability assignments, 
the combined mass m1  m2 it is a function 2  

m1  m2( ) = 0                            (6) 

         (7) 

for each A, B, C   and A, C . 

Equation (7) expresses the agreement between multiple sources of information 
and ignores conflicting evidence by using a normalisation factor calculated in the 
denominator of the formula. The result of the Dempster combination enables one to 
determine the belief function (Bel) and the plausibility function (Pl). 

For a set of hypotheses A, where A   
a) belief function that represents the degree of belief in A, based on available evi-

dence: 
                    (8) 
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b) plausibility function that represents a measure of evidence against A:

                   (9) 

The degree of the belief function and degree of plausibility function are related 
to each other as follows:  

                  (10) 
The literature highlights numerous advantages of the Dempster Shafer mathe-

matical formalism to model ignorance understood as a lack of knowledge. (Gordon 
& Shortliffe, 1984) pointed out that DST over other approaches shows the ability to 
model the narrowing of the hypothesis set with the accumulation of evidence.  
Because of this feature, the theory is commonly used in expert reasoning and com-
puter systems supporting decision-making. Its flexibility in modelling information, 
as classifiers can be created for solving any given problem, and mass functions can 
be as simple or as complex as required (Qi et al., 2014). It provides a convenient and 
simple mechanism for combining two or more pieces of evidence under certain con-
ditions and can model ignorance explicitly (Liu et al., 2002). The Dempster Shafer 
theory is, in comparison with the fuzzy set theory and the probability theory, richer 
in terms of semantics. There is no best theory to handle uncertainty (Taroun & Yang, 
2011), and its definite advantage is that no a priori knowledge is required, making it 
potentially suitable for classifying previously unseen information (Kordy et al., 2016).  

Dempster Shafer theory for project risk assessment  

In this part of the paper, a mathematical representation of uncertainty of expert 
knowledge is used to create the allocation of probability mass to both individual 
premises and sets of premises. The risk assessment values used are strongly related 
to expert knowledge. Thanks to the application of the Dempster Shafer theory, the 
most probable risk mitigation and management decisions for a project can be deter-
mined on the basis of a subset of risks and a subset of their impact rating levels. 

Implementation of an aug-
mented reality method in teaching in university courses
versity students of management and logistics. In the first stage, risks were identified 
through brainstorming on the basis of literature on common project risks and  
described. Then three risks were selected by experts through the voting procedure. 
The following project risks were taken into further investigation: 
 skills resource (pr1);  
 communication (pr2); and  
 technology risk (pr3).  

According to the risk management matrix, risk was assessed through rating and clas-
sifying: high (i1), medium (i2), low (i3) risk based on the impact on the project. The 
students determined the probability of rating levels i1, i2, i3 of the identified project 
risks pr1, pr 2, pr 3
for the project: 

 = {ipr1
1, ipr1

2, ipr1
3, ipr2

1, ipr2
2, ipr2

3, ipr3
1, ipr3

2, ipr3
3}    (11) 
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In order to determine the belief (Bel) and plausibility (Pl) functions, calculations 
were made to combine data from all sixty students s1  s60. The first step was to 
combine the data from the students s1 and s2 for the risk pr1 (Table 3), where m is 
a basic probability assignment function. 

Table 3. Partial results  combining data from experts s1 and s2 

s2 

s1 
m2(i1

1) m2(i1
2) m2(i1

3) m2( ) 
0.2 0.4 0.2 0.2 

m1(i1
1) 0.4 0.08 0.16 0.2 0.08 

m1(i1
2) 0.2 0.04 0.08 0.04 0.04 

m1(i1
3) 0.2 0.04 0.08 0.04 0.04 

m1( ) 0.2 0.04 0.08 0.04 0.04 

 

According to Equation (7) a normalisation factor (12) and Dempster combination 
(Table 4) were calculated:  

1  (0.04 + 0.04 + 0.16 + 0.08+ 0.2 + 0.04) = 0.56           (12) 

Table 4. Partial results  combining data from experts s1 and s2 

Assessment of 
the students  

s1 and s2 
Calculations 

Dempster  
combination 

m1,2(i1
1) 0.08 + 0.04 + 0.08 = 0.2 0.36 

m1,2(i1
2) 0.08 + 0.08 + 0.04 = 0.2 0.36 

m1,2(i1
3) 0.04 + 0.04 + 0.04 = 0.12 0.21 

m1,2( ) 0.04 0.07 
   = 1 

 

Further, the data from the remaining 58 students were combined (Table 5).  

Table 5. Combining data from experts s1-s50 and s51 

s51 

s  
m51(i1

1) m51(i1
2) m51(i1

3) m51( ) 
0.1 0.3 0.2 0.4 

m (i1
1) 0.51 0.05 0.15 0.10 0.20 

m (i1
2) 0.38 0.04 0.11 0.08 0.15 

m (i1
3) 0.12 0.01 0.03 0.02 0.05 

m ( ) 0.00 0.00 0.00 0.00 0.00 
Normalisation  

factor 
0.59 

s52 

s  
m52(i1

1) m52(i1
2) m52(i1

3) m52( ) 
0.2 0.3 0.2 0.3 

m (i1
1) 0.43 0.09 0.13 0.09 0.13 

m (i1
2) 0.45 0.09 0.13 0.09 0.13 
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m (i1
3) 0.12 0.02 0.04 0.02 0.04

m ( ) 0.00 0.00 0.00 0.00 0.00 
Normalisation  

factor 
0.54 

s53 

s  
m53(i1

1) m53(i1
2) m53(i1

3) m53( ) 
0.1 0.3 0.4 0.2 

m (i1
1) 0.51 0.04 0.12 0.16 0.08 

m (i1
2) 0.38 0.05 0.15 0.20 0.10 

m (i1
3) 0.12 0.01 0.03 0.04 0.02 

m ( ) 0.00 0.00 0.00 0.00 0.00 
Normalisation  

factor 
0,43 

 

All opinions were combined using the Dempster rule of combination in order to 
quantify the belief on each relation. The final results of the combination of data for 
project risk pr1 and Bel and Pl functions are presented in Table 6. 

Table 6. Final results  (Bel) and (Pl) functions for risk pr1 

Assessment of all 
students s  

Calculations 
Dempster com-

bination 
Bel Pl 

m (i1
1) 0.09 + 0.05 = 0.14 0.30 0.3 0.3 

m (i1
2) 0.11 + 0.11 = 0.22 0.47 0.5 0.5 

m (i1
3) 0.05 + 0.05 = 0.1 0.21 0.2 0.2 

 

The most probable impact that risk pr1 will have on the project is i2 (medium). Sim-
ilar iterative calculations were performed for risks: pr2 and pr3 (Table 7). 

Table 7. Final results  Functions (Bel) and (Pl) for risks pr2 and pr3 

Assessment of the 
students s1 s60 

Bel Pl 

m (i2
1) 0.3 0.3 

m (i2
2) 0.5 0.5 

m (i2
3) 0.2 0.2 

m (i3
1) 0.5 0.5 

m (i3
2) 0.2 0.2 

m (i3
3) 0.1 0.1 

 

To achieve decision support in PM, the degree of belief (Bel) and plausibility (Pl) 
of the impacts of project risks pr1, pr2 and pr3 were determined. As a result, for each 
project risk, the hypothesis with the highest degree of belief (the most probable) was 
calculated: the impact i2 for the risk pr1, i2 for pr2, and i1 for pr3. 
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Conclusions

In general, germane to the core decision are medium- and high-impact risks that 
can heavily influence the project's success. In the example presented, two medium 
impact risks (i.e. pr1 and pr2) were indicated within DST and these can be recognised 
as a potential threat or opportunity for the project execution. In addition, proposing 
preventive reactions to those risks helps to minimise the vulnerability exposure of 
the project and drive it towards a successful closure. Therefore, the presented re-
search collected sufficient evidence for the second research question (Q2): How can 
the Dempster Shafer theory be applied to risk assessment in project management? 
and justified the applicability of DST to risk assessment in PM. 

To conclude, risk assessment is a tool to support the decision-making process and 
equip it with necessary information. In the research, the Dempster Shafer theory is 
used to create a general framework for reasoning with uncertainty by combining 
possible opinions of experts regarding project risks to arrive at a result that is both 
more accurate and supported by the experts. It is particularly appealing in its poten-
tial for the combination of evidence obtained from multiple sources and the model-
ling of conflict between them. 

The Dempster Shafer theory might be also used to assess a large number and 
a wide range of risks with varied degrees of impact, probability of occurrence or 
other features. The final results of the study showed that such an evidence-based 
framework for risk assessment in project management might be an important support 
for practitioners, as it enables one to represent subjective uncertainty, produces out-
comes that potentially satisfy both practical and emotional needs and increase deci-
sion-making opportunities. 

The presented research has potential limitations. In the empirical part of the pa-
per, r
biases that may have influenced the final belief and plausibility functions. In turn, 
calculated Bel and Pl functions are crucial when selecting the most probable hypoth-
esis regarding project risks with the highest impact.  

To make project risk assessment more available and efficient, future research ar-
eas might be related to designing algorithms and more detailed holistic methodology 
with DST as a core approach. Furthermore, there is the potential to implement it 
within a computer program to automate project risk assessment. 
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TEORIA DEMPSTERA SHAFERA W OCENIE RYZYKA  
 

Streszczenie:  Project Management) obejmuje procesy  

harmonogramu rzeczowo- - - 
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proponowano zatem zastosowanie teorii Dempstera
matematyczneg

 wykorzystaniem 
kombinacji Dempstera. Odpowiedni poziom przekonania uzyskano w wyniku pokrycia 
analizowanego zb

jektu i stanowi cenne nar   
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