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Abstract

Now a days, when we login in the website for eg. yahoo.com, gmail.com and fil pkart.com we have to enter the username & password.
But password isin the form of text & many users create password by combining various personal details so it is possible to forge that
passwor d. This paper proposed a new approach for providing secured authentication using visual cryptography & stenography. In the
proposed work, first user has to select one cover image (secret image). Then user has to create one secret question & also has to
provide the answer of that secret question. The answer of that question is hiding in the cover image (using steganography) which is
selected by the user. Then we will create the shares of this cover image through visual cryptography. The process of share generation
is done at the server, during this process two shares are generated & one share is given to the user & another is stored in the server.
During transmission if attack is performed on the share than it is not possible to recover any information from the single share. When
the user want to login, user has to provide the username & in place of password, user has to upload the share, which is provided to
him/her after the registration, than at the server side both share are superimposed, one which is provided to the user & another which
is stored in the server, this superimposing or stacking will reveal the cover image (secret image). From this cover image we will
extract the answer of secret question. Then we will ask the user to answer the secret question & in the last we will match both answer
of secret question, one which is provided by the user & another which is extracted from the cover image, if both answer are matched
than only we will authenticate the user otherwise not.
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1. INTRODUCTION Simple visual cryptography is insecure because o t

L ) decryption process done by human visual system.
Now a day the transmission of data through compiger

increasing rapidly. So the security of transmitlet becomes

mandatory. Cryptography is the desired techniquprtwide YISUAL
security of the transmitted data. There are twoc@sses in
cryptography: Encryption & Decryption. Encryptios the CRYPTOCRAFHTY

process in which the plain text is converted inifgher text.
Decryption is the process in which cipher text @werted
into plain text. To encrypt data we apply an entioyp
algorithm at the sender side & to reveal the dataha
receiving end we apply a decryption algorithm.

Original Image

In 1994 Naor & Shamir [1] proposed a new cryptogsaprea
called visual cryptography. In visual cryptographisual
information (i.e. image, text) is encrypted usingcreyption
algorithm but here there is no need of decryptigorithm to
reveal the visual information. It means that visual
cryptography recover data with the aid of humanalisystem
without any complex computation.

Visual cryptography schemes hide the secret imatgetwo or
more images which are called shares. The secrgfeioan be
recovered simply by stacking the shares togethtrout any
complex computation involved. The shares are vefe s Share 2
because separately they reveal nothing about ttretsenage. =
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2) n out of n schemeln an n out of n scheme the secret
message is distributed on n transparencies. Supesimy |
transparencies with i < n will not reveal any imf@tion of the
secret image. There exist two possible ways totoactsan n
out of n scheme by using @ub pixels or 2*sub pixels.

Decoded Image

3) k out of n scheme: Splitting of the secret mgasato n

Fig -1: Working of (2, 2) Visual Cryptography scheme shares out of which any k shares are required dorygtion.
Contrary to the n out of n scheme, not all n transpcies are
The basic model of visual cryptography proposedlbgr and required for the decryption in this case k <n.
Shamir accepts a binary image ‘I’ as the secretgamand _ )
divides it into ‘n’ number of shares. Each pixelimiage ‘I’ is In 1996, Ateniese, Blundo, & Stinson [2] proposedieaded
represented by ‘m’ sub pixels in each of the ‘rarstd images. visual cryptography schemes in which shares comtaronly
Stacking of shares reveals the secret image butdses the the secret information but are also meaningful iesag

size by ‘m’ times. The various black and white ku
cryptography schemes can be summarized as follows:

L] -
‘ Engineering
1) 2 out of 2 schemen this, the secret image is distributed on
two shares which are both required for the decnyppirocess. '
This is depicted in Figure 1. Secret Image

This scheme can be realized by using either 2 stddspor 4

sub pixels to represent each pixel of the secretgeamas M e m 0 ri al U n ive rs itv

explained below.

a) 2 sub pixels Each pixel is subdivided into one black
and one transparent (white) sub pixel as shown in
Figure 2.

First Cover Image Second Cover Image

Images White Pixel Black Pixel

Share1 .j |:. .j E. Share 1 Share 2
Share2 .j E. E. .j

Stacking Result .:| |:. - -

Fig-2: (2, 2) 2 Sub pixels

Recovered Secret Image

b) 4 sub pixels: Each pixel is subdivided into four sub
pixels, two black and two transparent (white) oaes Fig -4: Example of (2, 2) EVC Scheme
shown in Figure 3.

2. Existing System

Images White Pixel Black Pixal In the existing system there are two steps for Antication
1) Registration Phase
2) Login Phase

Share SAHERE SEdERE

2.1 Registration Phase
swe2  MOAAEME ANEAET “

For e.g., suppose following is the registratiorsign up form
stackingResut M HE®E HEHREEN of any website

Fig-3: (2, 4) 2 Sub pixels
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First HName

Last HName [Goel

D.0.B | Thursday .

Gender ! Male %) Female
Email-id | megh;hgoeléz_l
Uzermame i megﬁa

Password [ ]
[

Username i'm _
Paszszsword | xxxxz= |

Fig-6: Login Phase

The disadvantage of existing system is that we hewe
remember many passwords for different websitesoi®kds
that it is very easy to forget password.

3. PROPOSED SYSTEM

Proposed system will overcome the disadvantagexisfirg
system.

Registration Form

First Name |Megha |
Last Hame |GO‘3| |
D.O.B | Tuesday _ Mowvemb: |
Gender ) Male &) Female

Email-1d |megha_hgue|@gmail_cum|
Username |megha |

Choose cover image Browse

Create Secret Question | What is your Birthmarks |

Answer pyour question | xxxxxx |

T

Fig-7: Registration Phase

Login Form

Uzername

IE

Upload Secret lmage Browse

Answer your guestion i“"“ |

Heset

Fig-8: Login Phase

Browse for the
Username o| sharekept with
"| user and sent to
server
F
Extract the Reveal the — User's
answer of cover image share is
secret stacked
question \
with server
share
L 4
Match the answer of secret question
entered by user with extracted
answer from cover image
Indentify Authenticate Identify Invalid User
user and continue to log & Stop processing
in

Fig-9: Proposed System

4. WORKING

Here in the proposed system instead of passwordsgethe
concept of visual cryptography. In the registratphase, user
has to choose one secret or cover image. Then hasetto

create one secret question & also provide the ansiast

guestion.

By using steganography algorithm we will hide tmswaer of
secret question in the cover image & then apply wiseal
cryptography schemes to create the shares of ther conage.
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One share is given to the user other is storedénserver.
Now we will use the share which is provided to tleer for
login instead of password.

The advantage of proposed system is that, uset tHame to
remember many passwords. But user have to camsystiare
(it is in the form of image) means user have taestid in
his/her PC, pen drive or CD. Now here it is possititat
anyone can steal this share but if user will chaasaningful
cover image, for eg., image of itself, then anybedly think
that this is simply a picture not a share. & in @age if share
is stolen than there is a facility of secret qumstiThis
guestion is created by the user so only user fekrtbwledge
about the question & answer.

4.1 Share Gener ation Process

User choose one cover
image

i

Hide answer of secret

question in cover image

+

Apply Visnal
Crvptographyw Scheme

*

Share 1

Fig 10: Share Generation Process

CONCLUSIONS

Commonly used authentication schemes are vulnertible
attacks. Some authentication system traditionake text
password to verify user. Attackers can easily thieft
password and capture confidential information cérud/alid
as well as invalid user are easily identified usiog proposed
sysetm.The proposed methodology preserved thedwmnifal
information using 2 phases of security. In Firsagd, we ask
the user to choose cover image and create seastigu and
answer that question. The answer is stored in ptetdyform
and hides in cover image and generates shares ©figinal
answer is generated by stacking of two shares kepe with
user and other with server.

Second phase match the resulting share with simesee by
user at the time of log-in. If match found thenibeable to
continue the next steps and identifies as authedriaser
otherwise identifies as unauthorized user. So phigposed
system not letting unauthorized user to log-in imtoount.
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