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Abstract In a distributed computing, many applications require multi-parties to jointly perform set
operations. After the collaborative computing, except the result of the operation (equal to the result of the
plaintext operation), the participating parties should not get the private information about other parties. This
collaboratively distributed computation is called private set computation. Private set intersection (PSl) isan
important research field of private set computation. In recent years, PSI has become an important tool for
protecting user privacy in applications such as data matching, data mining, and recommendation systems,
etc.. In this paper, the goa is to construct private set intersection protocols using encryption scheme with
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rational numbers. Three specific issues are covered. The first issue is developing tools required to construct
the two-party PSI protocols without matching errors (a rational number-oriented encryption scheme with
semantic security and a set encoding method called set encoding with a fixed-length vector that is
convenient for set matching calculation). The second issue is studying the problem of precise evaluation in
the two-party private set intersection. Both participants have a private set respectively. After implementing
a protocol for computing private set intersection, they aim to achieve (1) the result of the collaborative
computation is 100% equal to the result calculated directly in plaintext. Unlike some previous confidential
two-party intersection protocols, the results of collaborative calculation may have errors, and the scope of
errors is difficult to be defined; (2) after the collaborative calculation, the two sides do not disclose the
elements of their respective sets, nor do they disclose the potential of their respective sets. That is to say,
after completing the confidential calculation, the results of the collaborative calculation by these two
participants must be correct, and both participants can not get any other information about each other (the
elements of the set, the cardindlity of the set) except for the common elements of their private set. The third
issue is studying the problem of two-party private intersection computing whose elements are rational
numbers: Both participants respectively have a private set, in which the elements are rational numbers. By
jointly implementing a PSI calculation protocol, they aim to achieve (1) the result of the collaborative
calculation is 100% equal to the result calculated directly in plaintext; (2) the two sides do not disclose the
elements of their respective sets, nor do they disclose the cardinality of their respective sets. To answer
those questions, firstly, a scheme capable of encrypting rational numbers is designed under the standard
model, and it is proved that the scheme can resist adaptive selection plaintext attack. Then, a set encoding
called set encoding with a fix-length vector is proposed to facilitate set matching calculation. Finally, based
on the proposed encryption scheme with rational humbers and the proposed set encoding with a fix-length
vector, we present two two-parties private intersection protocols with rational elements without matching
errors. Compared with the previous two-party private intersection protocols, these two protocols not only
extend the category of privacy protection in the problem of PSI but also solve the precise evaluation of
two-party private intersection: in addition to protecting the private data of each party, the amount of private
data of each participant can also be protected.

Keywords private set intersection; encryption with rational numbers; semantic security; two-party
secure computation; set encoding with fix-length vector
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Generation) . JiK 4% 1% (Base-Transformation) , 7 Ff
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Jin % (Encryption) 1 47 B fi# % (Decryption) U 4~ B AL
B, iCE € (Key-Generation, Base-Transfor-
mation, Encryption, Decryption):
Key-Generation: £ sl K ZEE p . qffifd | pHql
(]-1Fmg «-” WoEHEE), 8 n=pq,
A=lem(p-19-1), g=1+kn (keZ)), BN
Koo =(n,0); RERHIK,=1.
Base-Transformation: FEHLEFE—1 K e Z,, AH—
I i) 3% DAY 190 0 2 5 BRI R IR B

g, =1+ k'(g—1)mod n?.
Encryption: & %44 B SCR BN B A BREOR B ) 43
AR AUTE (M,M) (MM e Z, 5253195 M4
B R B 2 god(M M) =1) . % J5 K #L 1E £
heZy ez, XFFM<n, J15:

A AN

8:(1+I\7I-(gx—1))? mod n®=g r mod n?,

X
n n

E:(1+ I\7I-(gx—1))F mod nZ:g)'?' r mod n?,
Decryption: 425 $hAT i 2 ia 5 .
A /\ﬂ‘
M _ £(c mod n?)

v NG
M £(c mod n?)

_(1+4-M (g, ~1)-1
(1+2-M (g, -1) -1
HAL(u) = u—1(u=1+xn) A(u<n?).
32 MREBIEMMEIIIE
9.
/\ﬂ A
L(c mod n®) _ £(gg" mod n?)

\/ﬂ ¥
£(c mod n?) £(g;" mod n?)

_ £(@+ k)Y mod n%)
L@+ kn)**M mod n?)

_ (@+KAM kn)mod n®) -1
((1+K'AM kn) mod n?) -1

_ KkAM nmod n?
KkAM nmod n?

2|2

33 BEHEMEBRENAITEM
B A S5 22 M Paillier J7 2836 RS BUARTR]

ol n? ) R n® 3 U 9 — W 1 BTG B 10 B 2R
Ji£ (O(log? n ) X A i AR S 7 %6 il Pallier 7 %2
SR AR AR A ¥ g = (L+n)* mod n?,
k<n-1# M — WX J& JF i 5 7 15 g, =@+n)
mod n®=1+kn , Hit, g, 7T UL 535 1+ kn”
BE. FHAksSn-1, FFLL1+kn B E N
O(log?n); MITATFE: £ diyin . Al 555k iy 2 4
BE4y 5% O log®n +log?n ) il O2 log®n ). i
Paillier J7 £ . fif % AL TR B A B
O(2log®n). W4k, WAL Paillier J7&AEN .
R AR TR R AN F , R TR 200,
34 BEEMEBRZMMR

AN

MERR 1 FALHE. U AHIEM , = A g% £
M A

2 F T 0L 59 5 50T 15 (Ca = gMA(r a)" mod n?,

Ca=g"(ra)"mod n2) , MIfERE% 5 % %t Hssit

Bz s
(€A)* = g“Ma(F )" mod n?
= go“,"AA(?A)“'” mod n?,
(éA)a = g‘x"“j“‘(FA)“'” mod n?
= ggA(FA)“'” mod n?.
5%

(Ca)*(R)" = g™ (R(r2)*)" mod n?
= ggﬁ’?A(I?{A)” mod n?,
(C)* (R)" = g2 (R(r a)*)" mod n?
= ggA(EQA)” mod n?,
Hrp I?Q, EQ, I?QA,VRA ez .
TSI, 5 (CarCa) . ((CA)* modn?,

(Ca)® mod n2 )24 ((ca)® (R)" mod n2, (ca)* (R)" -
modn?), AR M= A B
MA

g2 mod n” = (1+k'(g-1) mod n?)* mod n?
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it 2020 4F

i

=1+ ak'(g—1))mod n?
=1+a(g, -1)mod n?
= ga,

((ra)*" mod n®)* mod n°=((r 2)*")* mod n’=
1% mod n?,
((FA)“'” mod n?)* mod n2=((FA)’1'”)“ mod n®=
1“ mod n?,
(<A:A)“ = (ng(?A)“ modn?)* mod n?
= gf‘ﬁ"A(?A)“'“ mod n?
= (G (T2)*" mod n®
= (g)")"*(ra)*" mod
= ng (rA)“" mod n?,
(ca)” = (giwv“(FA)“ mod n?)* mod n’
= gf'MA(FA)“‘” mod n?
= (G (ra)“" mod n”
= (g,)“)"*(ra)*" mod 1
- ng (FA)”"n mod n?,
RracZ:, W R(ra)® AT L2 5  R(A)” = Rat
on (W RIacZy, FiLL R REH n ik,
T Ra%0), Hh1<w<n-1. il
(R(rA)%)" mod n?
= (§A+ wn)" mod n?
0 /Y
= kzo[kj(RA)“‘k(wn)k mod n?
— (Ra)"mod n?,
[ B ] 15
(R(r »)*)" mod n?
= (IV?A+ wn)" mod n?

- Zn:(E](EQA)”‘k(wn)k mod n?
k=0

— (Ra)"mod n?,

(€A)*(R)" = (g (f )" modn?)* (R)" mod n?

— g=Ma (R(r A)%)" mod n?
= ((9,)*)"*(Ra)" mod n?
= ng(IA?A)” mod n?,
(€A)*(R)" = (g~ (r )" mod n?)*(R)" mod n?
— g™ (R()*)" mod n?
= ((9,)")"*(Ra)" mod n?
= ng(lf'eA)” mod n?.

MR 2. BRI A RERA AT
Paillier % 77 L Inik [ 25

A

AT = 02 15 My = MB g0 o 41
MA MB

FHL % R 085 S0 43 51 (G = gMA(F A)" mod n?,
Ca=g" (ra)"mod n) 55 (Cs = gMe (rs)" mod n?,
Ca=gVe(ra)" mod n%). 4 ra-ra=rc+kn, fiELA
FaseZ) . T3 rare AAEHE NI FLrc 20,
i A7

(?A'?B)n mod n® = (?c+ kn)" mod n?

n A
=Y C(rc)" (kn)* mod n?
a=0
— (re)" mod n? (R I R FE),
FrA
Ca-Ca =[gMA (r a)" mod n?]-[g® (re)" mod n?]
= ng+MA(?A-?B)” mod n?
_ gs*Ya(r¢)" mod n?.
[F3, AlfE
ca-Ce =[gMA(ra)" mod n?]-[g"*® ()" mod n?]
= gL‘v"“*MB(FA-FB)” mod n?
= gf" a+o (rc)" mod n?.
Fr LA, BN J5 56 € 72 A B 3 SO0 R I AN 0
A A GRHE T Paillier Jins 7 S ik [ml 254,

EMEDT 1 51ERT 2 N5 AL B I A
WA - ab, MATEAT A JTRmE RS E

e A r-a+r, . rLh-b+r .
Wt 4t L 2 uf; rl a+r2 (r, L~ B ¥
1° 2

n-o+r,
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PR T i R B AL B BEAL S ) SE % 411 a,b
E'TPFH%‘P ﬁﬁél a=b i, ANEeEE BT I RN R.

% (C C) & X N F (n-a+r, n-b+r,) o
(r-b+ry, r-a+r) MK, B B A FIH E MR
1 Rk 2 sk ey, BB 5 AR 1 4 s
SR BRI ANHIE By ROR I X
(C,C) X F (r-a+r, r-b+r,)d (r-b+r,rn-a+
rp) Hk—A~, BUESA %, A JrFl e %,
Br 7RI LU a, b W AHAESL, AR E
RO NEEISY
35 AEEMZERZHNLEMH

E 2. i DTCR 782 Wz [a] 8 Jo i gk it
SRR, WAR € =—A T IND-CPA Ziili A BN
CE S

IE¥. DTCR #kERF IR 2.1 15 FhEXTRR NS R 50
IND-CPA 2 PR HA TR E N «

1. $UdT Key-Generate 74428 (n,1+ kn) ;

2. BRI (ke Z,) A(k=0), JFiT5 .

g, =1+ k'(g—1)mod n?.

R
3. d<{01 ;

4 WHEd=0, MET=(T,T)=(" modn,

n

r modn®), HMET=R=(RR);

5 ¥ (nl+ n,(? g mod n2,T g modn?),T)
RIRG W .

% € (Key-Generation, Base-Transformation En-
cryption, Decryption) & 3.1 1 A BN % . A
Rk € WREAR 22 U ] 9 AR BT, R
A TE PubK P2 (n) i xR ok i i A A ek e E e .
T ¥ DTCR [n] & % M fif 1k 5 0 5 R AR € 3K R AE—
B, FHEHAEEEIEIRESE TS, DU A S ET
Fa st —A~ L T ok DTCR [n] @ B B

BEB.

1. fEREF,
(n 1+kn,(n,R),T) (‘B IHAHHE

S5 De )s

2. Kpwp < (N,g=1+kn) ;

3. W Kpy EFREL LS KGLEHTF A

B DTCR Bk H K XMSE
(n,R) ELAK3R H 434 Dgyy

28] Mb—ﬁ/\Mb

Mp

4. HPCEA ARHEE M, (O

be{0,1,|Mo E|M1],|Mo E[M1];

R
5 b<{03;
6. ¢ <—('IA' gf'b modn?, T gf‘“ modn?) 348 ¢* # & &

T A;

7. R AXT TS E b BUA RS IE b’ e{0,1 ;

8. MHE A MH A5 R, Al — N d R b=b',
M4 d'=0; fbxb, MESd=1).

AR, I EaR SR A A s Ak B
12 I [ T8 52 i (R RE A R 2R
5] PN AT 8 58 B A ), TR A v B AE 23 U R] Y
fift e DTCR [a) &5 A 5 1] DL DL -3 24 X5

Pr[d=d’]
=Pr[d=0]Pr[d=d'|d=0]+

Prid=1Pr[d =d’|d =1] )

:%Pr[d’:0|d :0]+%Pr[d’=lld =1]

:%Pr[b:b’m :0]+%Pr[b¢ b'|d =1]

d=0Fn}, #if DTCR $ki% & T4E 7 X#E, DTCR #k
Eﬂi%%ﬁTz(’lA','lv'):(? modn?,r modn?) . IR,

A TER S BPUATid RS, femias A #2ri
Kl (view) 5 A 7552 bR 423 #k PubK e H i 4 [ 2
HE AR XA, FrLifEd = oE’Jﬁu%ﬂ? b=b ¥

#M$ﬁ05%ﬁ%AEﬁ%ﬁ%mem¢ﬁ
%mm%zﬁ

pr[b=b’|d=0]=1+e. 5

d=1, #i DTCR $kili# TAEJUHIE , DTCR Hhik
HHET=R= (R R) Z, L, 25 R
oA, WA G A C<—(Rg > modn? Rg
mod n®) 7£ (2, Z2) b — AR 2 3 A
SR, HZEJ_?% En(Mo Moz (|\/|1 Ml) 5
b YHEn, g, . RgM modn®. RgM* modn®#ib

SRR B S, T L B LS AR 1, T LR
Bﬁ:/ﬂa B 280 Ky, 5135728 1t ¢ HEWE B T8
Eﬁﬁ%% i b BUE M E R, UL, FRATATA 4

. FE b’(A5?:31%5’]5(]‘72"}?2%bE@ﬁ%?ﬂlMﬁ)%%ﬁ“
b(Fh?JE;EE%%:HL%?%%YE’JT?I‘?)JZ\%W@/\*EFME
LS. XHSAR R b BUE S A TR, BT
IS BUE b= 0 b=1MMER %, it nl it
LSRR

Pr[b:b’|d:1]:%. (6)

5K (4). (BH(B)F+
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P, 57k BTEMf D DTCR b 2 i i st e 454 -

|Prlb=b7-Pr[b=b]|=|Pr[PubK T (n) =1] —%

£
2
(8

F5C 1, DTCR [MEAEL 2.4 h e el 2

— /X R, X R SE B AR DTCR I 2

¢mﬁmmmﬁ%%ﬂ@%m,m§%—¢m@%

B, XEEE e B R— 1 20, XUl #F
ATEBGE € Wik PUbK P Ak Ik m i 44 e 2 AT 2
MRS, I, % E HA IND-CPA %4k,

1 R 7% € My=(Mo,Mo) 5 M, =
(M1, M) (IMo =M1 | 3F-FL[Mo I M )45 4 s
1, Gy = (Co,Co) il ¢ = (C1,C1) » T 4 G =(Co,Co) i
= (CCa) BN B AR X AR EG o, B

A \2 C A \4
(Co,Co)= (C1,C1).

JiF e,
4 FTREEHFMAES PS 1HEEE

h T LA TC R R R AR 22 N 07 I EH Y,
[k T 7 AR A ST o, RATTEM T
VERC 2255 W 7 PSI TR PMSCR T A BRI %
2 & RS AR A A SEAR A — R RR 2 M EE S I E
e 1 2
41 FAEMBEBIMNEETRTENRELE

A FREONE T % E TR 2 7 R HE
WH, Z25H0TDURIETRZE, FIHMER 1 fEmE 2
MU —ANBESCI IR A, XA S 5407
F FH BB 5 1 0 2 IS B0 8 — 78 AT R A T i 48, A
T ol A5 ik 28 2 LA [) Bl 40 A TP 80RA ) 1) % SR A mT
DLIE B SR fif 8 — A R RN — ek, TR
Alice fll Bob #lfE%&Z AP HFANSY5
. BUE 1< my,mg < n4rjilJE T Alice il Bob,
It H Alice G A8 7 Z R, Bob HUAHIE %
N RN, WEEE LRYER 2, Alice il Bob
Fi BN O X7 LLE R E B (ma+my) 5 (mg+my)
P EUAE, ARSI EE [ ORI R

(1) Alice 5 m, XF 1 f % 3C ¢ =g™rp
mod n?, 5558 U 4 H L % 45 Bob.

(2) Bob 3% Alice 9% X cyJa, BHMLIERE

tpeZ, KeZ (HEK-(g-1>n), REITE.
Cy, =Camod n?
= (1+ kn)*™ mod n?
= (1+ k'kn)™ mod n?
= g™ mod n?,
Cn, =(1+k'-(g—1)-m)rg mod n?,
Ch=Cp, G, Mod nZ.
(3) MEHLIESE 15,15, €2, XM Fmg<n, 5.
cg =(1+k'-(g-1)-mg +m)rd mod n?.
IHH (Ch, C) KAk L5 10 7.
(4) Y (Cp,Cg) J5, Alice it HATIZE .
L((cy)* mod n?)
£(ct mod n?)
AT AR B (ma+my) 5 (mg+my) PIAS i 9 LA
TATEZER (O (Mmy+m) 5 (mg+m,) Pi~ 5

mm@mu%ﬁ%?m%ﬁéwﬁmgw%%ﬁ

B

> sz mA+mx: LA — . e
m,ﬁﬂéagalqﬂwﬁﬁhnh,@ﬁ

X my+m, .
A B, —A X_-12z8%&m,=
mye AJFH mg e JJmB+mx amy=mg A
my BES A5 BIIAIITER.

42 HEANEKEERD

1 it A, UL ERSHAHTEEN
E— R GEE S B, W
(1) |IEHIEEm;

(2) MRS E g fETHE B, WE 5
E % AL, A B o i ST 2 e

{e,€5,8,80 4,812,601} - W E; {97E K 0] 2 Gt B 4 4]
3 HR.

[e]e]e e [-- [ & T Tews [Cus] Em2] €mi] €m |

A A Y A Y y Y h Y y y Y y
e[ nfrnle [ ]ea][]ens]lus]ema] mi] Tms]

K3 MG ESMHMAE E R E KR &Y

2. X AMCHHEL I 5 £ I ) R . (B A
5 0 A 30 S TR B R AN 2 5 7 48 0 4 A 1
HEAESE,, EY5E MRS SERINEKR
W7 AR IS4 BN B BT R
S A5 2 SRS IS 1 5 P2 (A0 ) A I
{120 T ATERE] IR A S A 2
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[, S T IO JE P (A [ 4 (L 2,
o, AR AT AR T F Y : (E'NE) % E, NE,
i (E'NE") 2 E NE;.

ORI s — T, W E, 5 HA PR A4
E P HgREATEZ , TSR I 0 B i 954 )
O N B (T30 SRR T A e Wt o A — A
Eﬁ@h%ﬁﬁ%ﬁ%%%ﬂﬁ&éu%%%%ﬁ

PERERRE. ST, AR E S E; R —Jr B e
E ST, TSR A K fa] 2 A R
B A BT (T IR . e B LB B —
ﬁ%ﬁﬁ%%ﬂﬁ%%%%%%%i%éﬁ%%ﬁ
S

T R AE P IR A S R P ik
R, 35 1 0 DG B2 R ) 5 0 4 S 18 L 0
B W 2, =B Z,, . (Zean—Zign )

HE

(zH - ZM) Al (zm - ZH) u(zZ, - ZPJ) , Hrp

2 3 3 2 6

2o G € ULER B ARG SR
3
SRS W . A= (Zrgyr—Z, g ) U (g~
g 1E T
2o A=~ Z 0 ) U2~ 2,0 ) HETITT
H = 18 %]
B PR  FTRRABERL T A
X CE={g)y n JFELALE
(1) 'EKEFMEJ’ Srh| | F
PRIEK 5
(2) g€z, ;
1)

3
(3) {g}ics...mn TUTCR B A,
VIS ERNSI, WES X ={X}i_,.. (k<m)
P 2 R I ) B R X = (X, X, X))
(1) HEGIITRE L, W X
XA X ={X}i g I
{ e AHA(de{0T), qeX
e, geX ’

(2) HEBRITTR A BE, W I =X
i -

DI TEZ @ R (a,6) HIHE: =2,
€

gcd(a.va)=1;

M) FIE E A 1) RS X = (X, Xg, 73 X) -

rior e Ay HiA (d <{0.}),
% = ((Fi #1i) A(ged(ri,r) =1) & ¢ X
(8.8).

43 FZIEESHEMIPSITHEER

FRATR FH X S5 W B i 88 14 4 5 K 1) 2 G S
DA BB T 58 € SR IL L2551 PSI 1
B, R Xl (Y A A T G A kY
FE A FH 2 ke f DG PC 3 R R 55 e ) A, A B
oM TR E FLAERE IR 251 PSI 5.
SEFLCVC AL 2245 1 PSI BT

(1) Alice F1 Bob 433l 55K 25 H IR A SE6 R H
B K 1) A Y S T RSO X = (X, %o, X))
Y=Y Y2, Ym) 5

(2) WHRHABEEBINETEE, BT
7 2R X =04, %, %) 5 Y= (V1 Yoo+, Yim) 1
B SR ¢ =(ciLai) , HA(c,c)E(x+a, Y+
@)BE (Y, + o, % + o )R RS

Alice 1 A I A EA % . Enc(x) =
girimodn®, JRHTKiES Bobs

@Bob #5] Enc(x ) J&, BtLiEFE rei,reieZ,,
o, kK eZ (HEK-(g-D>n), Kt itE.

Enc(x + @) =

Enck (x)-(L+ k(g —1) - (f&)" modn?,
Enc(y; + @) =(A+K (g =) (¥; +@))-(ra)" modn?
BEHLEE#E (01, 01) e{ (Enc(X + @), Enc(y, + @), (Enc
(Y; + @), Enc(x + @)} I 7 & ik 45 Alice.
3Bob #HfTf% iz Dec(c) . U Dec(c) =
1, WERR x =y, . Hl gk Alice fl Bob FAH #5728

F£HICE, BN, ¢ A& Alice il Bob FAH £ AL
EMITR.

5 ZILEEENFES PS HE

51 KAXKEMEXITEER

AW FEPIEAFIE T B9 PR3 A 5 S A 750 )
(RK— ek, ASCBE Alice il Bob & % 75 {7 %5 B
WHZ5TT):

152 A: Alice #l Bob 73 5lI41H — 14 S, M

geX
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Bl

L
&
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S, . AR E M T TR AR A A IR T R
AHTE Y AEAS ik 6 HAMAT AR {5 L, B Alice #11 Bob 7
Aittls S, . S METEE T, BRI

SNS.

%I B: Alice fil Bob 3 5l#A —1N4EH S,
S, SARBIRES S S EEACHE, ik
F AR NR AL R, AR AR {52, AP
Alice F1 Bob 7EANMR S, . S, BIHTEE T BHFITH5 .

SNn§=9, [S&n§].
5.2 Sty HERAFERBRIPSI 1Y
521 EFXHEIE AL HEFOTEM PSRN
l—Il
1. BAARPMYL
A Alice Fl Bob % H IR B HEH S S, .
SR BENL T 42 A RIRAS {d,d} (d e{0,1}).
%ﬁu’iﬂ: Saﬁso
(1) Alice JCiz T % € BB A B L= A
FE . N8N (nd+n), BN A JFRBESN
FER MR AN A CES S B mK W
i a= (8,8, ay) ;
(2) Alice X[l a=(ay,a,,-,a,) % 7 i g
(i=2,2---,m) fanFi5H .
c, = (1+kn)*r modn?, (9)

IR 15 2 Y % S0 Cp = (Cyy oo, G ) HE A CHY
BEALFTIE AR AR IRAT d €{0,1} & %45 Bob;

(3) Bob 13 Co5de{0L JaikIRn T X T
(==

@© FITEE R E KR E LARES ApH
ACWES S @il mKimaE b=(b,b,,
by,) 5
@ HEALILEFE Am A A B BEHLEL Ky, kg oo
Ko €Zns Toulo sty €20y Tog oz, s Tog, € Zn s

ARLTRSLY €Z,, FIHA BB T % €
PERTHE

C(rh+a,-) =((Ca1.)kq mod n2)><
L+(g-Dky 1y |’1)fbn;(i modn?
Cr, oy = A+ (9 =Dy 1y n)rt:v(_ modn?

(109),
(10b)
153 m A8 30

® H m A LI (G, )1 G o) LS T <M
] A8k P 2 B BIL 4 AT B SO RS (e,

Cr), Issism, Jf&% Alice.
(4) Alice W3l (c ,cz), Isi<m/aitH:

cﬁ modn?
-

= ¢l modr? &
ok 0 =10 T s, IR ek i%4% Bob.

2. WM T, (1 T

ISPSE S Sa:{xi}izl,---,kl 55 ={Xi,X§,"',X{<2}
XF LAY RE K G B (5] 3 O a= (ay, 8,0, ay)
b=(by,b,,-.hy,) , Hrhr

&={ﬂe%, Q¢S

8, geS

h={ Fieﬂﬁ, ee¢S i
8, g e

XK AN A=, TSN ={a,a,
ayn{b.b,,---,b}, B e BESE S S WA
oo, MRS S S, 1Y 5E K Gt 1] f2 % W A5 |
ML ER# e, THMNILE g, a5h =HMWKLR
BIE SN S ={a,a,,-,a,} "{b,b,,---,b,} 1Y IEHi

(1) *ig ¢S, Aqg ¢S, [HN Alice 1 Bob %

TSR B LS v i 1 2 1 7S IR 25
BRI, Fibla #h . MILF -
pato ., phtoe
ph+o T pa+o
(2 Yig¢S,AgeS, HHEHgeS AgeS T,
[l Alice 1 Bob 2 i & JH U BREHLEL 1 . i LI @
SRR S AR R A R AT AR L

#1(p,weZ));

a<h . Miiwd. 2210 PAT0.
P8 +o pa +o
Pt ph +o

Q) WhMeeS reecS§HtEe, a5hM

WAL, gy, PATO_PREO 4
ph+o  pa+o

. PE O s
E%ﬁ%;ﬂ%%ﬁqﬁx%@@wu

an} N{by, by, -, b}, I H B Bob I A 2535
fEH Alice By % 3C 1] i Cy 14 3 BY 2 SC X [ B
((C(rbi+al)1C(rq+q))1(c(rb2+a2)’C(rQ+b2))'...1(C(rqn+am)'c(rbm+%)))
R TCF THTE E N EO N T (YR
—E, Nk, il g
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¢/ modn?
M RARI , Alice Fi1 Bob wlBEMS A #1435t >4
TS =X~ SO X IRE S N
S, WHho =1, A S AR E K g i
TSR T AR S X A% 5 K 1) ik 2 A 1) et 0 5
i oA S, JFESETHEEG E={e} L. T T
#e.

3. MM I, f 2 2 bk

EIE 3. Alice Fil Bob SR M TT, AT DA 42 52
B S, NS, Hh S 5§ #MEmEA T
ZH R Y.

IEW. BRI TL RE A LB S, NS BIE
RPN T IR A AT 8 Alice 5 Bob AT {5 &
B R, T DR AR R R 2.2 bR s R T
i %8 42 22 T VTR AR 7 W 14 22 A b o RN TR E A
FEREITE S, NS Wi, Alice 5 Bob #iA 4
BEIBRIT B LR S, N S, AMEAT A 5%t 75 5 H Al FA
HIFE.

X F Bob FAF {5 B AL 4t WARTE Alice %2
T SR T, it A e R
SRR S BIFAZ T Alice 1ES2PRatAT s+
B P25, MIFRBMY T, 58 S Bob AAA 15 KSR
JE A

P — 45 Alice. RERSTE 22101 X fia] Py AR 4L
PR T A BT I BB S0, ST A
o ARYfE Alice IR HIA S, ={a}i.p MS NS
WIE WM T Xt Bob WS S={a,a,...a},
Bob Fifi L 1L £ £ 4m A A 45 1 BB LA Ky k0o
Ko €Zns Toolh ooty €205 TogoTonssTox € Zns
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Background

In distributed secure multi-party computation setting,
private set intersection is an important tool for protecting users
privacy in data matching, data mining, recommendation, and so
on. Up to now, the existing protocols for evaluating private set
intersection can be divided into four categories according to the
construction methods (polynomial root testing, common factor
extracting between functions, oblivious function calculating,
and set elements authenticating via digital signature): (1)
protocols constructed by polynomial root-checking method, (2)
protocols constructed by “extracting Common Factor between
multiple functions’, (3) protocols constructed with the idea of
“inadvertent pseudorandom function calculation”, and (4)
protocols constructed with the idea of “authentication of set
elements with digital signature technology”. From the view of
computable point, PSI protocols constructed using “ polynomial
root testing”, “common factor extracting among multiple
functions’, “set elements authenticating via digital signature
technology” and “inadvertent pseudorandom function (pseudo-
andom function, PRF) calculating”, such as protocolg[1,5-7]
have opened up four methods to solve the problem of PSl in
distributed environment. However, for the PSI protocols
designed by the first three methods (“polynomial root testing”,
“common factor extracting among multiple functions’, “set
elements authenticating via digital signature technology”),
there may be errors in the calculation results after the
execution, and the scope of the errors is difficult to define. The
PSI protocol based on oblivious pseudorandom function
calculation will not disclose the private data in the two sets, but
they will reveal the size of the set of the participant that has
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PRF keys.

In this paper, we aim to solve the problem that constructs
precisely private set intersection protocols using an encryption
scheme with rational numbers and set encoding with a
fixed-length vector. Assume that both parties P, and P, have
sets S, and S, respectively. After executing the protocol for
confidential calculation of S NS, , they want to implement as
follows. (1) The result of the collaborative calculation is 100%
equa to S NS, , unlike some previous private set intersection
protocols, such as protocol§[1,5,8-10], there may be errors in
the results of collaborative computing, and the scope of the
errors is difficult to define; (2) After collaborative completion
of calculation of S NS, , P, and P, do not disclose the
elements of their respective sets, nor do they disclose the
cardindlity of their respective sets. That is, after P, and P,
complete the calculation of S, NS, together, the calculation
result of S NS, must be correct, they cannot get any other
information about each other except S;N'S, (the elements of
the sets, the cardinality of the sets).
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