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Abstract  Monitoring is the key technology of guaranteeing the performance and reliability of
distributed systems. By analyzing monitoring data, administrators can understand the systems’
status to detect, diagnose and solve problems. However, the procedure of collecting, transmitting,
storing and analyzing a large amount of monitoring data from large-scale cloud computing
systems introduces enormous performance overhead. To address the above issue, this paper
proposes an adaptive monitoring approach for fault detection. First, we conduct correlation
analysis between different metrics to construct an undirected correlation graph, and monitor only
selected important metrics from the graph, which can represent the other ones and reflect the
running status of the whole system. Second, we use Principal Component Analysis (PCA) to
characterize the running status based on the monitoring data from a sliding window to estimate
the abnormality degree and predict the possibility of system faults by comparing the current and

the historical collected monitoring data. Finally, we dynamically adjust the monitoring period
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based on the estimated abnormality degree and a reliability model. To evaluate our proposal, we

have applied the approach in a TPC-W benchmark deployed in our cloud computing platform. The

experimental results demonstrate that the approach can adapt to the dynamic workload fluctuation,

accurately estimate the abnormality degree, and automatically adjust the monitoring frequency.

Thus, the approach can effectively improve the accuracy and timeliness of fault detection in the

abnormal status, and efficiently lower the monitoring overhead in the normal status.
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More and more applications are deployed on public cloud
computing platforms to provide services. Due to the complexity,
dynamism and openness of cloud computing, the development
and deployment of services are prone to many types of faults.
However, the faults inside services are usually triggered by
complex factors in the deployment environment at runtime.
This makes it difficult to reproduce the faults. Therefore,
debugging and testing services cannot effectively eliminate
the inevitable faults triggered in specific contexts.

Monitoring is essential to detect and diagnose faults for
guaranteeing the reliability and performance of Internet-based
services. Monitoring technologies for cloud computing systems
have widely attracted the attention of industrial and academic
communities in recent years. Monitoring systems in cloud
computing collect metrics from multiple layers (e. g. » network,
hardware, virtual machine, operating system, middleware,
and application) in heterogeneous nodes. However, the
procedure of collecting, transmitting, storing and processing
a large amount of monitoring data introduces significant over-
head, which affects the system performance. The existing
commercial monitoring systems (e. g. » Amazon CloudWatch)
and open source monitoring systems (e.g., Zabbix) only
provide a fixed monitoring period. For example, they collect
a monitoring data instance every minute. Moreover, the
customers of cloud services always pay for the monitoring
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collected metrics and the frequency of collecting monitoring
data. Amazon reported that the cost of monitoring a cloud
application occupied 18% of the operation cost for customers.
Customers can save the monitoring cost and reduce the
performance overhead by reducing the monitored items and
monitoring frequency. However, monitoring with fewer
items and lower frequency decreases the volume of available
monitoring data to detect and locate faults, and thus decreases
the possibility and timeliness of detecting faults.

To address the above issue, this paper proposes an adaptive
monitoring approach, which selects significant metrics and
dynamically adjusts the monitoring period according to the
fault probability. For monitored items, we select some
significant metrics, which can represent other metrics and
reflect the system status. For monitoring frequency, we
increase the monitoring period to decrease the performance
overhead in the normal situation. On the contrary, we decrease
that to improve the timeliness and precision of fault detection
by closely tracking the system when the system is with a
high fault probability. Since the fault probability is low
during the whole system operation, adjusting the monitoring
period dynamically can reduce a large amount of monitoring
overhead.
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