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Fast Legendre Moments in Securing Digital
Image
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Abstract: Moments are set of values used to describe the
information contained in the image. In this paper the content of
the image is represented with the help of fast legendre moments.
Legendre moments has the advantage that these moments are
calculated exactly without any loss in information while other
moments like geometric moments, zernike moments etc suffer
from approximation errors and geometric error when applied to
digital images. Legendre moments are also more suitable for
image reconstruction. Experimental results show that the
proposed system is very efficient in computing moments at much
faster time than the Zernike moments since fast legendre moments
calculates the moments as two 1D function rather as a 2D function
of a digital image and the results of reconstruction in case of
tampering is also shown.
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I. INTRODUCTION

Digital images are used in a wide range of applications for
the past two decades and as a result of that many image editing
applications challenges the security and integrity of images.
There are many ways a hash can be generated by extracting
local and global features [4]fixed point theory[7],
watermarking methods [3][8], NMF[9][12], using fourier
mellin transformation[12],DFT coefficients, radon transform
co efficient as hash code [15],image histogram [13],DWT
coefficients [3],[21] and much more. In recent work
combining two or more hashing techniques to generate the
hash code is also most common to make advantage of
different hashing techniques [20]. The key aspects for a hash
method are that it must be robust, compact and perceptive to
forgery. In all the methods of available hash generation, self
recovery in case of tampering is not or only partial addressed,
because the information available for reconstruction is not
completely described in hash. In other words the whole
content of the image is not correctly mapped to the hash code.

Moments are set of values that best describes the content of
the image[1] . Many existing system uses Zernike moments

for extracting the global features of the image [4] the reason is
that Zernike moment is computationally inexpensive than
legendre moments.
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The proposed method use fast legendre moments to
calculate hash code. The direct legendre moment is not used
widely to generate hash code because it is time expensive. But
with fast legendre moments the time complexity is very much
reduced [21]. The two dimensional fast legendre moment
function for a 2D image is computed as two, 1D function and
hence the number of additions and multiplications is reduced.
Further the moment’s basis function can be calculated based
on the size of the image and order of moment and can be
stored in advance irrespective of image for fast computation.

In image self recovery, geometric moments cannot be used
since the basis function xPy? is not orthogonal. Zernike
moments though they have an orthogonal basis function
image reconstruction is severely handicapped due to the
presence of geometric errors and approximation errors and as
the moment order increases these approximation errors goes
out of control. The more suitable moment for image
reconstruction is legendre moments as it does not have
approximation errors and image content can be extracted
without any information loss [22].

Il. LEGENDRE MOMENTS

Moments are set of values used to describe the information
contained in the image. There are infinite numbers of moment
values for obtaining the information of an image. It is very
important to identify specific set of moment values that best
describe the information contained in an image.

The set of direct legendre moments for a grey scale image
of size M x N is given as[22]

M N
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Where f(i. ) is the input image and the moment kernel
function is given as
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The moment kernel function is independent of input image
and if the size of the image and the order of moment is known
then the moment kernel function can be calculated and can be
stored in advanced and reused whenever needed

Eqn-1is valid only for p= 1land g == 1

So the first row
p=0,9=0,1,2,3...Max is
calculated using
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Lo = 5 Tis Tty (3)f G )—>4

And first column q=0, p=0, 1, 2, 3...Max is calculated
using

Lpo ==, T 1,(x) fG.J)->5

The set of fast legendre moments for an image of size M x
N can be computed as two 1D function and can be given as

I',‘:lr; = E:il f;,{_r[:]}r[q.

where Yig is the gth order moment of row i

Vig = E:}';,_Iql{yj-}f(:',j] ———=7

The image can be reconstructed without any loss of
information since legendre moments are free from
approximation errors and geometric errors. The image
function f(x,y) can be written as an infinite series expansion in
terms of the legendre polynomial over the square [-1,1] X
[-1,1] is given as

oo G = ). ) Ly B(xpg () — —> 4
p=0 g=0
If the order of moment is smaller than infinity then the
above Eqn -4 can be rewritten as
Max P

Finaz (X2.3,) = Z Lygq B-g(xpg () — =5
p=0 §=0

where Max refers to the maximum order of moments and
the total number of moments used in reconstruction of image

is given as
_(MAX+1[(MAX +2)
NrotaL=—"—"——

I11. DIGITAL IMAGE SECURITY USING FAST
LEGENDRE MOMENTS

The image of size M x N is accepted as input and image
undergoes a preprocessing stage. In preprocessing the image
of size M x N is converted to a fixed size of 256 x 256 using
bilinear interpolation. A Gaussian filter is applied to the
image to remove any additive noise. Then the image is
converted to gray scale image and for this gray scale image
fast legendre moments are calculated .The order of moment
(p+q)=n=21. Totally 253 moments will be generated .
TABLE-1 shows the set of moments of order n =10

A vector of legendre moments LM of size [1 x 253] will
be generated. This vector is then normalized using function
LM’=LM mod 256. This LM’ describes the hash code for the
input image. This hash code thus generated from image using
fast legendre moments acts as a security code for the image
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TABLE.1

COrder | Moments Mumber
0 Zos 1
1 7o 7
2 AL 3
3 Za3 1. £30. 4
-1 Z_‘__' :ZE::Z_'_‘_ j
5 Ly5, Lya, L3, Z30, Ly, Ly, 6
6 Zos. Z135, Foa, Fay, Fen, Fap, Fos 7
7 Zo7. 805, £a3, L34, a3, Bzn, Es1, ]

Zag,
S Z:;Z:'Z:;Z::’Z__Z:':Z;: 9

Z11.Z5
9 Fan. L0, Eor, L3, Eas, Zza, Ess, 10

Zr.Zs1Zap

Total 335

IV. SELF RECOVERY IN CASE OF TAMPERING

For any image if the security code generated various
from that of actual code computed during storing the image
then there may be any data change or loss of information in
the image. That is this represents that the content of the image
is now changed. In that case the original image can be
reconstructed using Egn-5 in which Max is equal to the order
of the moment ‘n’. The exact content of the image can be
reconstructed using legendre moment more efficiently than
Zernike moments.

V. PARAMETER SELECTION

The proposed study uses MATLAB (2013a) environment.
The image dataset is calculated from internet and CASIA
database [17]. The size of the image is considered to be 256 x
256, the reason being, if the size of the image is too small then
the features cannot be extracted correctly and if it is too large
then it increase the computational complexity. A Gaussian
filter is applied to eliminate noise. Fast legendre moments are
used to extract the features of the image. Since the number of
additions is of O (NM?®) and multiplications is of O (M°) this
algorithm is efficient when compared with direct method.

The Euclidean distance between the actual security code
(z1) with that of computed security code (z,) can be tolerated
up to a threshold z to allow content preserving
transformation. D=||z;-z,|| if the distance D is less than the
threshold ¢ then the image is considered to be unaltered. The
proposed system considered = = 7.

VI. RESULT AND DISCUSSION

The fast legendre moment for a sample matrix of size 4 x
4A=[3214;2132;4121;5212]andorder 3is calculated
using the formula described in section 11, and the moments L,
are as shown in TABLE-2.
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TABLE - 2
Lg 0 1 2 3

0 2.6875 | -0.4219 | 1.0547 0.3486
1 0.0469 | -1.1602 | 0.7910 | -0.4768
2 0.3516 | -0.6152 | 1.5381 0.1666
3 0.1299 | -0.4768 | -2.1918 | 0.7828

The Kernel generation time for fast legendre moments for
various order for a image size of 64 x 64 is as shown in
TABLE-3 and its graph when compared to computation time
of Zernike moments and direct legendre moment is
represented as shown in Figure-1.

TABLE-2
roment Elapsed Time in sec
Order
Zernike Direct Fast
Mome nts Legendre Legendre
MMoments Moments
10 0.58155 0.0630 0.018947
20 2.0638 0.2190 0.022933
30 4.709 0.4680 0.052124
40 9.2918 0.7970 0.066111
50 12,4269 1.2500 0.083219
14 4
12 1 —a— Zemike
Noments
$ 10 -
]
A Direct
£ Legendre
s b Nethod
ki
g 44 —— Fast
L] Legendre
w2 Homents
o
10 20 30 40 50
Moment Order

Figure-1 CPU Elapsed time for Various Moments

From Figure-1 it is clear that the Elapsed time increases
with increase in moments for all the three types of moments.
For fast legendre moments the elapsed time is less than one
second for order up to 100 . but for Zernike moments the time
increases up to 129 seconds for the same order . In terms of
CPU elapsed time fast legendre moments is most efficient
than Zernike moments.

The performance of reconstructed image can be analyzed
using some commonly available criteria like Mean square
error (MSE) and peak signal to noise ratio (PSNR). For an
image of size M x N the MSE and PSNR are given as

M N
MSE = ﬁ; ; (U (x037) = (F(xoyy) )22

PSNR =10 = log, s (—)

M3E
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The reconstruction of images for various order are as
shown in Fig-2 . The MSE and PSNR for various image size
and order is as shown in TABLE - 4. To improve the quality
of reconstructed image histogram equalization is done at the
last.

VII. CONCLUSION AND FUTURE ENHANCEMENT

In this work a security code for an image is generated
using legendre moments and in case of tampering it can be
reconstructed effectively using the same code. In our
experiment the image security code is robust to various
attacks like small angle rotation, brightness adjustments and
resistance to content preserving modifications.

(a) Order (60,60)  (b) Order (80,80) (c) Order (100,100) () Histogram equalised
image of (¢)

Figure-2 Reconstructed images of various order

TABLE-4
COrder Legcendre Moments

RE PSMR
20 6.9188e+033 18.89
Fatnl 52932=e+033 21.22
[=1n] 5.14486e+033 21.46
280 50491 5e+033 2007
piele] B.A332=e+033 17.18

Since the moments which describe the global features of
the image is only taken into consideration the generated code
can miss small local information and also that the
reconstruction error increase with the increase in order of
moment [22] and thus the robustness of security code is
greatly challenged. In future this global feature may be
accompanied with content preserving local feature extraction
techniques to generate code.
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