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2 Clarivate

Analytics

NAS RK is pleased to announce that News of NAS RK. Series of geology and technical
sciences scientific journal has been accepted for indexing in the Emerging Sources Citation
Index, a new edition of Web of Science. Content in this index is under consideration by Clarivate
Analytics to be accepted in the Science Citation Index Expanded, the Social Sciences Citation
Index, and the Arts & Humanities Citation Index. The quality and depth of content Web of
Science offers to researchers, authors, publishers, and institutions sets it apart from other
research databases. The inclusion of News of NAS RK. Series of geology and technical
sciences in the Emerging Sources Citation Index demonstrates our dedication to providing the
most relevant and influential content of geology and engineering sciences to our community.

KaszakcmaH Pecniybnukacel ¥immbiK fbliibiM akademusicbl "KP ¥FA Xabapnapbi. [eonozausi xoHe
MmexHUKarbIK FbiribiMOap cepusicbl” fbinbIMU XKypHanbiHbiH Web of Science-miH xaHanaHfFaH Hyckachl
Emerging Sources Citation Index-me uHOekcmernyze KabbindaHraHblH xabapsaldel. byn uHdekcmerny
b6apbiceiHOa Clarivate Analytics komnaHusicel XypHandel odaH opi the Science Citation Index Expanded,
the Social Sciences Citation Index xeHe the Arts & Humanities Citation Index-ke kabbinday maceneciH
Kapacmbipyda. Webof Science sepmmeywinep, aesmopnap, 6acnawhbinap MeH MekeMmesriepee KOHmMeHm
mepeHdiei MeH canacbiH ycbiHalbl. KP YFA Xabapnapbi. [eonoeusi XeHe MeXHUKasbIK fblibiMOap
cepusicbl Emerging Sources Citation Index-ke eryi 6i30iH KoramOacmbiK YWiH eH e3ekmi xoHe 6edesnodi
2e0/102Us1 XKoHe mexHUKarbIK FbliibiMOap 6olbiHWa KoHmeHmke adanobifbiMbi30bi 6indipedi.

HAH PK coobuwaem, 4mo HayuyHbll xypHan «Mseecmuss HAH PK. Cepusi 2eonoauu U mexHu4eckux
Hayk» 6bin npuHsam 0ns uHlekcuposaHusi 8 Emerging Sources Citation Index, o6HoeneHHol eepcuu Web
of Science. CodepxaHue 8 amom UHOeKcuposaHUU Haxodumcsi 8 cmaduu pacCMOMmpeHUs: KoMmrnaHuel
Clarivate Analytics Ons OanbHelweao npuHsmus xypHana e the Science Citation Index Expanded, the
Social Sciences Citation Index u the Arts & Humanities Citation Index. Web of Science npednazaem
Kadyecmeo u eanybuHy KoHmeHma Ons uccriedosamesiel, asmopos, u3damesiell U y4pexoeHudl.
BkriroueHue Uzsecmusi HAH PK. Cepusi eeonozuu u mexHudeckux Hayk 8 Emerging Sources Citation
Index demoHCmMpupyem Hawy rnpueepXxeHHoCcMb K Hauboriee akmyarnbHOMY U 8/IUSIMEsIbHOMY KOHMeHmy
10 2e0/102UU U MeXHU4YeCKUM Haykam Oris Hauleeo coobwecmsa.
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THE DEVICE FOR MULTIPLYING POLYNOMIALS MODULO
AN IRREDUCIBLE POLYNOMIAL

Abstract. In this paper a design of the polynomial multiplier by modulo of irreducible polynomial with coeffi-
cients in GF(2) is described. The main advantages of using the non-positional notations and the main directions of
the development of the modular number systems are described. The work is implemented in the framework of a
reseach on the hardware implementation of encryption algorithm based on polynomial residue number system.

Keywords: hardware encryption, binary polynomials, residue number system, hardware multiplier.

Introduction. As a result of the search for ways of increasing the efficiency of electronic computing
devices, methods for detecting and correcting errors and creating highly reliable computer systems,
research began in the field of nonpositional notation systems in the middle of the 20th century.

In the classical positional number system, the value of each digit in the number designation depends
on its position. In contrast, in nonpositional numeration systems, the designation of numbers is based on
other principles.

An example of a nonpositional system widely used in computing technologies is the residual number
system (RNS) [1]. In RNS an multi-valued integer in the positional notation is represented as a sequence
of several positional numbers of a small digit.

The first thought about the possibility of using RNS in computing technology was expressed by
Valach and Svoboda [2]. In 1968 Akushsky and Yuditsky published the book "Machine arithmetic in
residual classes" [3], a fundamental work on new machine arithmetic. They took an active part in the
implementation of a specialized electronic computer based on the RNS. In parallel, Garner published a
paper that describes the system of residual classes and arithmetic operations in it [4].

From the mid-1970s, theoretical developments began to be applied in technological developments.
More than 150 papers were published in the period from the mid-1970s to the mid-1980s in this direction,
in the same period the first patents and books on RNS were obtained. Initially, the main scope of RNS was
digital signal processing. Juan built and tested a matched filter in a two-dimensional RNS capable of
operating 20 million operations per second [5].

In [6] an implementation of RNS with arrays of lookup tables placed with high density in read-only
memory is considered. The implementation of such a system is limited to the operations of addition,
subtraction, multiplication and scaling by a predefined constant. Particular attention is paid to the scaling
algorithm, and the developed two scaling algorithms are described.

Currently, RNS is often used in the development of efficient and high-performance special-purpose
processors [7]. For instance, some applications of nonpositional number systems considered for neural
networks processing [8], which may have a high potential in our country for the implementation of high-
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performance and protected artificial intelligence based systems [9], as well as for highly-parallel multi-
agent computing systems [10].

RNS is widely used in cryptography. For example, modular arithmetic allows creating an effective
hardware implementation of cryptographic systems [11]. The use of a nonpositional number system allows
us to speed up slow computations in asymmetric encryption algorithms and increase their reliability. For
example, RNS is widely used in the hardware implementation of RSA and ECC algorithms [12, 13].

In polynomial RNS in GF(2), addition and subtraction operations are performed via bitwise XOR, so
that no overflow problem occurs. In other words, a modular reduction is not necessary for operations of
addition and subtraction. However, coercion to the module is still necessary for multiplication.

In [14-17] described approaches to the development of a block symmetric encryption algorithm based
on polynomial RNS, where secrecy is determined by the so-called "full key", which consists of a secret
key (pseudo-random) sequence and the selected moduli system. Resistance against exhaustive search in
this case depends not only on the length of the secret sequence but also on the composition of selected
system of polynomial bases, and on the number of possible permutations of bases in that system [18]. That
is, the reliability of the encryption algorithm is increased by introducing additional secret parameters in the
form of a base system of a polynomial RNS. This allows creating encryption systems with customized
cryptographic strength, balanced between computing performance and security for different use cases.

In [19-22], various architectures and variants of the implementation of multipliers in the RNS are
presented from the point of view of application in public-key cryptographic systems.

This article discusses the multiplier version of polynomials modulo irreducible polynomial for the
previously described symmetric cryptosystems based on polynomial RNS, with the possibility of using
base systems of arbitrary length and composition.

The developed device of modular polynomials multiplier. Consider the design of a device for
multiplying the polynomial A(x) by the polynomial B(x) modulo an irreducible polynomial P(x) with
calculating the remainder R by the formula:

R = [A(x) * B(x)]mod P(x),

where A (x) is a polynomial-multiplicand (further multiplicand), B (x) is a polynomial-multiplier (further
multiplier), where P (x) is a polynomial-module (further module), where A(x) < P(x ) and B(x) <P (x).

The multiplication of polynomials modulo is performed in stages. The number of the binary
representation of the multiplier - N, determines the number of stages of multiplication. At each stage, a
partial remainder R; is formed. The remainder calculated at the last stage Ry.; is the result of multiplying
polynomials modulo. The formation of each partial remainder R; in turn is performed in three sub-steps.
In the first sub-step, the multiplicand A(x) is logically multiplied by the binary coefficient b; of the
multiplier B(x) starting from the highest bit. In the second sub-step, A(x)*b; is summed modulo 2 with
the previous intermediate partial remainder R;, shifted by one bit to the higher order and the value
C; = A(x) * b;®2R;_, is calculated, in the third sub-step partial remainder R; by reducing C;modulo P (x).

Figure 1 shows a block diagram of a device for multiplying polynomials modulo an irreducible
polynomial. The device consists of four blocks and one delay line 5. The register block - 1 consists of
register RgP(x) for storing the module P(x), register RgA(x) for storing the multiplicand A(x), register
RgB(x) for storing the multiplier B(x). The block 2 consists of N AND gates (Andy +~ Andy.;). The block 3
consists of adders modulo 2 (Add2; =~ Add2y_4). The block 4 consists of partial remainder formers - 4
(PRF; + PRFy_q).

At input 6, a polynomial is accepted - the module P (x). Input 7 is designed to receive a polynomial -
multiplicand A(x). Input 8 is used to receive a polynomial — multiplier B(x). The signal "Start" is fed
through the input 9. 10 - is the output of the device.

The information outputs of register RgP(x) are connected by the first information inputs of all
(PRF; + PRFy_4). The information outputs of register RgA(x) are connected to the information inputs of
the (Andy + Andy.) circuits, and the control inputs of the (Andy + Andy.) circuits are fed from the outputs
of the RgB(x) register, respectively, the values of the bits by_q, by_2,.., b1, by of the multiplier B(x). The
information outputs of the circuits Andy, and And, are supplied respectively to the first and second
information inputs of the first modulo 2 adder Add2,. The informational outputs of the Add2, are
connected to the second inputs PRF.
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Figure 1 — Block diagram of the developed multiplier of polynomials by irreducible polynomial

The information outputs of the And,, Ands, ... , Andy_,, Andy_4 circuits are connected to the
second information inputs of Add2,, Add2;,..,Add2y_,, Add2y_4. To the first inputs of which are fed
from the information outputs PRF;, PRF,,..,PRFy_,, PRFy_4, respectively. Information outputs
Add2,, Add2;, .., Add2y_,, Add2y_jare connected to the second information inputs
PRF,;, PRF,,..,PRFy_,, PRFy_4, respectively. Information outputs PRF; is connected to the output of
device 10. A device for multiplying polynomials modulo an irreducible polynomials works as follows.

After applying the "Start" signal to input 9, binary representation of the polynomials P(x), A(x)
and B(x) from inputs 6, 7, 8, are respectively accepted into registers RgP(x), RgA(x) and RgB(x).
From the outputs of register RgP(x), binary representation of the module P(x) are fed to the first inputs
PRF, = PRFy_,. Binary representation of the multiplicand polynomial A(x) are fed to the information
inputs of the And; +~ Andy_; circuits. From the information outputs of register RgB(x), bits by_1,
by_2,.., by, by of the binary representation of the multiplier are fed to the control inputs of the
Andy + Andy_4 circuits. If by_; = 1, then the code A(x) is generated at the output of the And,, circuit.
Since A(x)<P(x), the output Ry = A(x) is formed at the output of And,, , which is fed to the second inputs
of the adder modulo two Add2;, to the first input the result of the multiplication A(x) * by_,comes from
the outputs And;. At the output Add2,, we obtain C; = Ry@A(x) * by_,, which in turn is fed to the
second input PRF;. At the output, the first partial remainder R; = C mod P(x) is formed, which is
shifted by one bit towards the higher bit(2 * R,) is fed to the first input of the adder Add2, to the second
input, which is fed from the output And, the result is logically multiplied by A(x) * by_5. The
output Add2, forms the values C, = A(x) * by_3 * 2Ry, which is fed to the second inputs PRF, where
R, = C mod P(x) is formed. Similarly, &, Cy,..,. Cy_1 and Rz, R4,..,. Ry_; are formed. The delayed
signal "Start" on delay lines - 5 outputs the result to the output 10 of the device. The magnitude of the
delay on delay line 5 determined by the time of formation of the result.

Figure 2 shows a fragment of the functional diagram of the device, where partial remainders Ry 1 R,
are formed.

The binary representations of the polynomial A(x) and the bit by_; and by_, of the multiplier B(x)
are fed to the information inputs of the And,, And, gates. When by_,=by_, = 1, A(x) = R, is formed at
the output of the And, and we get A(x) at the output of the And;. A (x) is fed to the inputs of the adder
modulo 2 Add2; and calculates the value C,;, which is fed to the inputs Add2; and inputs of the circuit
And,, which are part of PRF;. The highest bit C; is fed to the control input of the circuit And; and through
the inverter NOT to the control input of the circuit And, PRF;. When Cpigpes: = 1, the result of summing
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A(x)
bn-2
1
ANDO AND1
Lgl!AgkaglfRo ﬂ A(x)
AD2,
P(x)
Cy ﬂﬂ
—(— — — — |
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| \ |
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| AD2 AD1 |
i
|
| oR PRF,
S i |
R1

Figure 2 — Functional diagram of the partial residue Ri former

C; with P(x) modulo 2 from the output Add2, through the circuits And; and OR is transmitted to the
output PRF; forming R, (with C; > P(x)).

Consider the operation of the multiplication device of polynomials A(x) and B(x) modulo irreducible
polynomials P(x) with a specific example.

Let A(x)=x’ + x> + x2 + x, the binary representation: A(x) = 10100110; B(x)=x” + x® + x>+ x +
1, binary representation: B(x) = 11100011; P(x) = P(x)=x® + x* + x® + x + 1, binary representation:
P(x) =100011011;

Since A(x) <P(x), the zero partial product (remainder) - r,=10100110.

The procedure for calculating residues is given in table 1.

Check example shown in figure 3.

x4+ 1)+ 4+1) = x4+ x5+ +8 +x x4+ 1.
B+ R+ x4+l [+ R+
$x3+ x® + x° |x3+x
*+xF+x+1
$xﬁ+x3+x
R(x)=x+x" +1,

Figure 3 — Example of the modular multiplication

The result corresponds to the binary representation - 01101.
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Stages of hardware multiplication on the developed design

Stages b; 2R;_1, A(x) * b; CM2 YO
bo=1 | Ry=A(x)*by=10011 | C; = 2R, @ A(x) * b; = 2R, @ 0 = 100110 | R; = C;modP(x)
| C, = 100110
by =0 | 2R,=100110 P(x) = 100101
Ax)*b;=0 R, = 00011
2R;=000110 C, = 2R, ® A(x) * b, R, = CmodP(x)
_ A(x)*b,= 10011 2R, = 000110 C; = g 010101
2 by=1 A(x) = ® 10011 P(x) = 100101
C,= 010101 R, = 010101
2R,=101010 C;=2Ry PO R3 = C;modP(x)
3 b =0 AX)*b;=0 C;=101010 C; = 101010
3= P(x)= & 100101
R; = 001111
2R;=011110 Cy = 2Ry ® A(x) R, = C4modP(x)
_ A(x)*by= 10011 2R, = 011110 Cy, = 001101
4 by=1 am =9 o011 Px) =P 100101
C,= 001101 R, = 01101

Results. From the considered device of modular multiplication of polynomials it is not difficult to
notice that at each stage of multiplication for calculating the partial remainder the polynomials are
processed on two modulo-two adders in which there are no carry bit transfer, which allows constructing
high-speed modulus multipliers.

In the proposed multiplication scheme, if the obtained remainder R(x) is multiplied by the inverse
value of B (x), then the value of the polynomial A(x) can be restored. This makes it possible to implement
on such multipliers high-speed devices for encrypting and decrypting data.

Conclusion. As was shown above, the main advantages of using the nonpositional number system are
the absence of transfer of bits in the operations of addition and multiplication, and, consequently, the
possibility of parallel execution of operations on each of the bases of the system, which significantly
speeds up the calculation process. For the most effective implementation of computing devices based on
the residual class system, it is required to develop non-standard circuit solutions that effectively perform
calculations in the nonpositional number system.

The developed modular multiplier is to be used as a main computation unit in hardware imple-
mentation of the considered symmetric encryption system built on polynomial RNS.
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M. H. KaJmMo.JmaeBl, C.T. TI)IHBIMﬁaeBl, C.T HaT]OKz, M. K. l/lﬁpanMOB3, M. M. Mar3om’

IAKIIapaTTBIK JKOHE €CeNTeyilll TeXHOIOTHsIap HHCTUTYThI, AnMaThl, KazakcTan;
Y ATTHIK aBHALMSUIBIK YHUBepcuTeTi, Kues, Ykpauna,
3Anb-(1)apa61/1 aTerHAarsl Kazak yiITThIK yHUBepcuTeTi, AnMatel, Kazakcran

KEJTIPUIMEWTIH KOIIMYIEJIKTEP MOAYJII BOMBIHIIIA
KOIIMYIWEJIKTEPAI KOBEUTY KYPbLJIFBICHI

Annotanusi. Makanazna kodpouunenrrepi GF(2) kentipinMelTiH KenMymenikTep MOIy Il OOHBIHIIA KOIIMY-
HIETIKTep/i KeOEHTY KYpBhUIFBICHIHBIH KYPBUIBICH OasHanaabl. beHmo3uusuIblk canak )KYHeciH KOJlaHy IbIH Heri3ri
apTHIKIIBUIBIKTAphl JKOHE MOJYJIBJIIK CaHAap YHeCiH JaMBbITYIbIH HETi3ri OarbITTaphl cunartairad. JKymbic momm-
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HOMHAJIBIBI KAJIIBIK KJIACCTap CAHIBIK XKYHeci Heri3iHAe KypbUIFaH mudplay alropuTMiH allapaTThK TYpIe icke
acwIpy OOMBIHINIA 3epTTEYIep MICHOSPIHAE KY3eTre aCBIPBLIAIBI.

Tyiin ce3mep: anmaparThlK mUpiay, eKUTIK KOIMYIIENIKTep, KaJABIK KiaccTap JKYHeci, ammapaTThIK Ke-
OerTKiL.

M. H. Kaaumouaaaes', C. T. Toiubiméaes’, C. Tnatiox’, M. K. I/IﬁpanMOB3, M. M. Mas3om'

'MHCTHTYT HH(pOPMALMOHHBIX ¥ BBIYHCIINTEIbHBIX TEXHOIOT M, AnMaThl, Kasaxcran,
HanuonaneHslil aBuanimoHHslil yHuBepcutet, Kues, YkpauHa,
*Kasaxckuil HALMOHAIBHBII yHUBepcHTeT MMeHH Anb-Dapabu, Anmarel, Kazaxcran

YCTPOMCTBO YMHOXKEHHUS NOJJUHOMOB
IO MOJYJIIO HEITPUBOAUMBIX ITIOJIMHOMOB

AHHOTanusi. B cTathe ONMUCHIBAETCS YCTPOWCTBO YMHOXEHHS! [TOJMHOMOB MO MOJIYJIIO HEMPUBOAUMBIX MOJIH-
HOMOB ¢ KoadpdunuenTamu Hax GF(2). Onmcansl OCHOBHBIE MPEUMYINECTBA WCIOIH30BAHMUS HEMO3UIMOHHBIX CHC-
TEM CUHCJICHHs] 1 OCHOBHBIC HANIPABJICHHSI Pa3BUTHsI MOAYJIBHBIX CUCTEM CUHCIIeHHs. PaboTa BBINOIHSIETCS B paMKax
MCCIIC/IOBAHMIA 110 almapaTHON peaju3aluy ajiropuTMma mudpoBaHHs, MOCTPOCHHOrO Ha 0a3e MOJUHOMHAIBHON
CHUCTEMbI OCTATOYHBIX KJIACCOB.

KirodeBble ciioBa: ammapaTHoe IMU(ppPOBaHHE, OMHAPHBIC MMOJMHOMBI, CUCTEMa OCTAaTOYHBIX KJIACCOB, IPO-
TPaMMHBIHA YMHOKHTEIb.
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