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SECURITY ISSUES IN SOCIAL NETWORKS

Nowadays, a large number of social networks exist in the Internet. These social networks are very
popular and play a prominent role in people’s life. Alongside, the social networks have also caused
the occurrence of new threats in the field of information security. Such threats are related to the
distribution of malicious software and spams, attacks on social engineering and social network
accounts, tracking, fraud and etc. This article is dedicated to the analysis of existing threats in
social networks and the protection issues against them.
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Introduction

Internet has become a main tool of global communication and information exchange among
people. The establishment and rapid development of Web 2.0 technology has substantially
broadened the capabilities of Internet and facilitated the access of people to social networks
regardless their geographic location [1]. In turn, the rapid development and broad use of social
networks has turned it into one of the main elements of Web 2.0 technology.

Social network is a service which facilitates the establishment of connections and
information exchange among people. At present, several social networks, such as Facebook,
Twitter, Linkedin and etc. exist. These social networks become popular day by day, and play an
important role in the society’s life. Depending on user interests, various specialized social groups
— for example, business-oriented networks, such as LinkedIn and Xing, are created, which enable
the users to establish business relations and to propose job opportunities. Some social networks
are only oriented to the establishment of communication among people and act as an environment
for virtual encounters. However, social networks bring out new problems related to the immunity
of private lives of users and the information security. That is, the creation of social networks has
led to the increase of security risks. These risks are related to the problems of different aspects
such as the expansion of malicious software and spams, the attacks on social engineering and
social network accounts, as well as tracking, fraud, blackmailing, smearing and etc. Alongside
with indicated threats, social networks can also incur various threats to national security depending
on the interests of users [2].

On the other hand, the number of social network users have rapidly increased and exceeded
2 billion people in recent times. According to forecasts, the number of social network users will
reach 2,5 billion people in 2018 [3]. Such popular use of social networks and generation of a large
volume of information by users has turned them into a target for attacks by malignant persons and
offenders. Social networks are used by malignant persons as a favorable platform for conducting
various kinds of attacks from spamming [4] till individual phishing [5] attacks. Naturally, the
maintenance of information security and secure use of social networks in Internet environment
have become a topical issue in such situation. Hence, the analysis of information security, social-
aspect threats and the protection methods from those in social networks are of great importance.
Such analysis assumes large importance in terms of the maintenance of information security and
the secure use of social networks by people in the Internet environment.

Social network threats

The security in social networks mainly covers the issues of protection of users’ personal
information from malignant acts. For this purpose, social network users must be aware of the risks
and threats related to their personal information.
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The threats that can occur in social networks may be divided into four groups. The first group
includes the conventional threats, especially the threats related to the immunity and security of
private life. These threats cause danger not only for social network users, but also for other Internet
users who do not use social networks. The second group captures the modern threats related to the
immunity and security of private lives. These threats mainly pertain to social networks, and cause
a danger for immunity and safety of private lives by using the social network infrastructure. The
third group covers the combination of various threats, that is, more sophisticated and dangerous
attacks can be conducted as a result of combination of various threats. The fourth group contains
the threats with social aspects. Tracking, fraud, blackmailing, smearing and etc. can be attributed
to such threats.

Conventional threats remain as a problem since the beginning of the broad use of the
Internet. Malicious software [6], spams [7], phishing [8] and etc. can be attributed to such threats.
Those can be very dangerous depending on the structure and the character of social networks and
may be spread to several user computers in short time. Such threats can cause a danger to users,
as well as their “friends” by using the personal information of user posted in social networks. For
instance, by using the details of users in Facebook profiles, malefactors may generate spam-
information, which can be attractive at first sight and locate a malicious software code into such
information. Considering that, such information is of personal character, it can be surely said that
some user will open it and his/her computer will be infected with malicious software. In the
majority of cases, the target of such threats is the daily and important user resources. These
resources include credit card credentials, account passwords, computing power, impact zone and
etc. Additionally, those threats may use the obtained information for forwarding information on
behalf of the user of infected computer and even change the user’s personal data.

The aim of creating malicious software is to collect the registration data of users and disrupt
the performance of computer in order to gain access to individual information. In order to distribute
such programs among users and their “friends” in social network, the structural features of social
networks are applied. In some cases, malicious software programs use the registration data of users
in order to send infected information to their “friends”.

First malicious software spread in social networks such as Facebook, MySpace and Twitter
was Koobface worm. While infecting, Koobface worm attempts to capture the registration data of
users and to connect infected computers to botnet network [9]. Computers connected to botnet
become “zombies” and thereafter, are used for malignant purposes such as spamming, attacks on
other computers and services connected to Internet and etc.

Phishing attacks are attributed to social engineering attacks, and used in order to obtain
confidential information and personal credentials of users. For this purpose, an attacker acts as a
reliable third party. Usually, social network users are exposed to phishing attacks due to their own
sociality and naivety [10]. Hence, the attempts of phishing attacks have increased in social
networks in recent periods. According to the Microsoft report on security [11], the target of 84,5%
of phishing attacks, occurred in the Internet, were social network users.

Spams are unwanted information of advertising type sent by the user called “spammer” to
other users by using electronic information exchange systems. Social network spammers use the
platform of social networks for spreading spams. For this purpose, spammers create fake profiles
in a social network [12]. Additionally, spammers may use the social network platform in order to
add the information of comment type in pages, while a large number of users review these pages.

The modern social network threat pertains solely to this environment. Usually, the target of
such threats is the personal data of social network users, as well as their “friends”. For example,
malignant persons create a fake “friend” profile in order to attack the personal information of the
Facebook user and send requests. If the target users accept the request of this “friend”, his/her
personal data is exposed to a threat and malefactors are able to capture them. Additionally,
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malicious persons are able to extract some information regarding the “friends” of the Facebook
user by compiling and analyzing the information pertaining to those.

Existing modern social network threats are carried out according to various scenarios. For
example, an attack called ClickJacking deceives users by inducing to click at first sight useful, but
malicious links. By using ClickJacking, malignant persons may spread spams via “likes” by
manipulating the users (this is also called likejacking) [13]. As an example to ClickJacking attack,
“Don’t click” attack may be shown which occurred in Twitter in 2009. Violators have located
masked (actual URL was hidden) URL address (a locator showing the address and location of a
file or resource in Web) with “don’t click” information in Twitter, and as Twitter users entered
this link, the information was spread as a virus and located in user accounts [14].

The majority of users in social networks use pseudonyms in order to maintain the privacy
and anonymity. Malignant persons use the attacks called “de-anonymization” against them. During
this attack, wrongdoers use malicious cookies (it is the technology storing and entering the
information in user devices such as computers, tablets or mobile phones), the methods of tracking
of network topology and user groups. Alongside, it is possible to identify them by the analysis of
the information leak from social network websites [15]. Another method of “de-anonymization”
is solely constituted of the analysis of the social network user membership in groups [16]. This
method is tested in Xing social network, and as a result, 42% of users were identified. Another
method is based on the comparison of user profiles of various social networks [17].

Usually, social network users post the photos of themselves and their “friends”. For example,
millions of photos are posted daily in Facebook social network [18]. Additionally, the viewing and
opening of photos of the majority of Facebook users’ profiles is public. For example, Faces of
Facebook website [19] allows to view the profile pictures of more than 1,2 billions of Internet
users. These photos can be used for the creation of biometric database and the identification of
those social network users without their consent.

Fake profiles (also called as “social bots) imitate the human behavior in social networks as
automatic or semi-automatic profiles. Mostly, such fake profiles are used for collecting personal
data of social network users. For this purpose, social bots generate “friend” requests for social
network users, and they accept these requests in most cases. As a result, social bots obtain an
opportunity to gain access to personal data of users while the personal data of social network users
is usually accessible for his “friends” only. Alongside, fake profiles can be used for conducting
Sybil attacks [20], the spread of social spams [21] and etc. An attacker uses the reputation points
of a person in order to manipulate by creating several identificators (Sybil).

Nowadays, malignant persons may conduct more sophisticated and dangerous attacks by
combining traditional and modern threats. For example, they can purposefully collect the
passwords of Facebook users by phishing and post the information possessing ClickJacking attack.
Hence, the malefactors become capable to induce “friends” of users to disclose the information by
deceiving them and locate viruses in their computers.

Several threats of social character exist in social networks and tracking, fraud, blackmailing,
smearing and etc. pertain to those. Unfortunately, some people use the social networks in order to
conduct such threats against other people. For this purpose, malignant persons benefit from
personal data of social network users and various attack tools. In some cases, such threats are even
used against different countries, organizations and etc., and the number of social threats has
increased.

Tracking in social networks is one of the most widespread and well-known threats of social
character. While conducting such threats, malignant persons may obtain the personal data
(location, phone number, work schedule, home address and etc.) and their profiles. They may
impact the targeted users in different ways. For example, this impact may start with frightening
people and evolve to blackmailing, privacy violation and even serious physical damage (for
example, terror), psychological shocks and etc.
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Protection methods against threats in social networks

Recently, various solutions have been proposed for the protection against threats in social
networks. Such solutions capture different levels, that is, social network operators, security
companies and the proposals of scientific researchers.

Social network operators carry out various security measures for maintaining users’ safety.
For instance, authentication mechanisms and several measures such as the regulation of personal
data are applied.

The mechanisms of authentication are applied to ensure that social network users are neither
the social bots nor notorious user accounts, but real persons. That is, the authentication enables to
ensure that real persons have registered in and entered social networks. For this purpose, various
authentication mechanisms such as CAPTCHA (Completely Automated Public Turing Test to Tell
Computers and Humans Apart) [22], the identification of an image of “friends”, that is the
recognition of a “friend” among the images presented to suspicious user; multifactor authentication
[24], that is, the entrance of additional information by users alongside with password and etc. are
applied. Such authentication mechanisms enable to prevent the capture of personal data of users
by malignant persons via social bots and notorious user accounts and the spread of malicious
software and spams.

The majority of social networks facilitate the users to control their personal data. This
enables the users to protect their personal data from other users [25, 26]. For example, Facebook
users can control their personal information and manage the permission to view those, i.e he or
she can specify the user groups (“friends”, ‘friends of friends” and “everyone”) who can view
other personal information [27]. Some social network operators also enable the users to carry out
additional security configurations. These configurations allow the users to activate the secure view
by users of their own personal data, to receive notifications about the access to their account and
set other security features [28]. Notwithstanding this, most users are not able to manage the
parameters of privacy settings of personal data and expose their personal data to threats [29].

Some social network operators apply additional internal security mechanisms in order to
maintain the user privacy. Such safety mechanisms allow to be safe from the spread of spams, fake
profiles, fraudulency and etc. threats [30]. For example, in order to prevent malicious attacks and
unauthorized data collection, FIS (Facebook Immune System) is applied [31]. FIS carries out the
analysis and classification of reading and writing operations in Facebook database, in real time
regime.

Social network operators have added an option of information sharing in social websites in
order to protect the users of certain groups, mainly children and teenagers from being followed by
other users [34]. In some countries, for example, they have added “Panic Button” to Facebook in
order to protect children in social networks. Alongside, some social websites cooperate with
certain organizations in order to protect potential victims (for example, children). For instance,
Facebook has added a button for reporting regarding the suspicious behavior or abuse based on
the request of the Organization of Children Protection of Great Britain in 2010.

Several commercial solutions have been proposed by well-known companies in security
sector for the protection against threats in social networks. For example, AVG, Avira, Kaspersky,
Norton, Panda, McAfee, Symantec and etc. security companies have presented various Internet-
security software to social network users. Usually, such solutions include antiviruses, internetwork
screens and other Internet-security programs. Corresponding measure allows the social network
users to protect their computers against the attacks such as malicious software, botnets,
ClickJacking, phishing and etc. type. For example, AVG PrivacyFix software tool as a mobile
application and web-browser add-in [34] allows Facebook, LinkedIn and Google users to control
their personal data. Norton Safe Web [35] software as Facebook application searches for new
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“friends” of users and informs them regarding the malicious links and websites. McAfee Social
Protection [36] software as a mobile application enables the users to protect the images posted in
Facebook pages by users, to view and download those images by other users.

Various solutions presented by scientific researchers in order to provide protection against
the social threats in social networks are based on the investigation of social network threats. These
measures are mainly oriented to the detection of malignant users and malicious application.
Suggested solutions can be used for the maintenance of privacy of users by social network
operators.

In recent years, several research works have been carried out regarding the safety of social
networks, that is, the protection of personal data, phishing, spams, detection of cloned or fake
profiles and etc. areas. For example, Audience View interface was proposed for Facebook [37].
This interface allows the users to view their profiles as other users, for example, as “friends” or
others. Such interface enables to detect which data is accessible for other users and to control the
interface of personal data. The maintenance of user privacy in social networks is one of the
important issues and FaceCloak architecture was proposed in this regard [38]. According to the
architecture, the personal data of user is protected from social network users, as well as other users.
For this purpose, FaceCloak stores the private information in a separate server in an encrypted
format. Another important issue is the maintenance of the privacy of users for which a template
for the creation of a tool for the maintenance of social privacy is proposed [39]. This template
allows the automatic control of personal data of social network users.

The majority of methods proposed regarding the fight against phishing attacks are based on
the methods of detection of phishing websites and phishing links [40-42]. As the number of
phishing attacks grows in social networks, several methods are developed for the identification of
those. For instance, a system for detecting suspicious URL’s called WarningBird was developed
for Twitter [43]. This system allows to detect phishing attacks “hidden” behind the redirecting
URLs.

A large number of solutions have been also proposed for spam detection in social networks.
For example, an algorithm was developed for the detection of video-spams [44]. This algorithm
allows for detecting spams in YouTube. Moreover, for the classification of spams in Twitter social
network, the employment of the features of content and social network scheme was proposed [45].
Also, the algorithm of machine learning was employed for the detection of spams in social
networks.[46]. The algorithm of machine learning allows to detect various types of spams.

Different methods and approaches were proposed for the detection of cloned profiles in
social networks. For instance, a specific tool was developed in order to determine whether the
profiles of social network users have been subject to cloning attack [47]. An approach called
CloneSpotter was proposed in order to detect the cloning attack on social network profiles [48].
This approach is based on the analysis of registration data of users available for social network
operators.

Various approaches have been proposed regarding the detection of fake profiles in social
networks. Those approaches include various algorithms, methods and tools for the detection of
fake profiles and the prevention of different Sybil attacks [49]. Although the goal of the algorithm
of spotting the fake profiles and the algorithm protection from the Sybil attacks - the detection of
fake profiles, is similar, some differences are present. The algorithm of spotting the fake profiles
is oriented to the detection of fake profiles, and the cybercriminals possessing several fake profiles
in social network. The algorithm of protection against Sybil attacks is aimed to identify the
malignant persons creating several fake profiles in social networks. For this purpose, SybilGuard
[50] and SybilLimit [51] protocols were developed. Alongside, an algorithm called Sybillnfer was
developed that allows to spot “real” and “fake” users in social networks [52]. Another approach is
the employment of structural features of social networks for the verification of users; for this
purpose, SybilRank tool was presented [53].
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Conclusion

Nowadays, social networks have become an integral part of everyday life of people. The
majority of Internet users spend the large share of online activity in social networks. People
establish contacts and share information (information, images and video) and experiences via
social networks. Alongside, various threats exist in social networks. Hackers, swindlers and etc.
use social networks as a tool for finding new “victims” and conducting their malignant acts. Hence,
the analysis of existing threats in social networks and the ways of protection from those are of high
topicality.

The article analyzes the threats existing in social networks and the methods of protection.
As a result of the analysis, it can be concluded that the threats existing in social networks pertain
to two categories: traditional information security problems and threats with social aspects. It is
also worth mentioning that, regardless the attribution of the problem to any group, those are
directed towards the violation of private lives of users. It can be said that the violation of privacies
of people in social networks, i.e in virtual reality, directly affects their real life.

The outcomes of the analysis on the threats existing in social networks and the protection
methods may facilitate the secure use of social networks by people and the selection of tools and
solutions for the maintenance of the safety of users by social network operators.
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