A Scalable and Effective Trust-Based Framework for

Vehicular Ad-Hoc Networks

Jie Zhang' Chen Chen Robin Cohen
TSchool of Computer Engineering, Nanyang Technological University, Sngapore
David R. Cheriton School of Computer Science, University of Waterloo, Canada
T zhangj @ntu.edu.sg

Abstract

In this paper, we present a trust-based framework for message propagation and evaluation in
vehicular ad-hoc networks where peers share information regarding road condition or safety and
others provide opinions about whether the information can be trusted. More specifically, our trust-
based message propagation model collects and propagates peers’ opinions in an efficient, secure
and scalable way by dynamically controlling information dissemination. The trust-based message
evaluation model allows peers to evaluate the information in a distributed and collaborative fashion by
taking into account others’ opinions. Experimental results demonstrate that our proposed framework
promotes network scalability and system effectiveness in information evaluation under the pervasive
presence of false information, which are the two essentially important factors for the popularization
of vehicular networks.

1 Introduction

With the advance and wide deployment of wireless communication technologies, vehicle manufac-
tures and research academia are heavily engaged in the blueprint of future vehicular ad-hoc networks
(VANETS). Peers (vehicles) in a VANET communicate with each other by sharing road condition and
safety information, to enhance passenger and road safety and to effectively route traffic through dense
urban areas. Tremendous effort has been spent on the development of life-critical or road condition
related systems, such as traffic view systems [12], safety message sharing [16], cooperative collision
avoidance [4], and secure crash reporting [L3]. These systems focus mainly on ensuring a reliable de-
livery of messages among peers. As a result, less focus has been placed on evaluating the quality of
information that is sent by peers, in order to cope with reports from malicious peers which may com-
promise the network, without the assumption of a pervasively available infrastructure such as an online
central authority or road side units. In addition, little concern has been focused on the design of a control
mechanism where upon detection of false information, it should be immediately controlled to minimize
its further negative effect on other peers in the network.

In this paper, we propose a trust-based message propagation and evaluation framework to support
the effective evaluation of information sent by peers and the immediate control of false information in
a VANET. More specifically, our trust-based message propagation collects peers’ trust opinions about
a message sent by a peer (message sender) during the propagation of the message. We improve on an
existing cluster-based data routing mechanism by employing a secure and efficient identity-based aggre-
gation scheme for the aggregation and propagation of the sender’s message and the trust opinions. These
trust opinions weighted by the trustworthiness of the peers modeled using a combination of role-based
and experience-based trust metrics are used by cluster leaders to compute a majority opinion about the
sender’s message, in order to proactively detect false information. Malicious messages are dropped and
controlled to a local minimum without further affecting other peers. Our trust-based message evaluation
allows each peer to evaluate the trustworthiness of the message by also taking into account other peers’
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trust opinions about the message and the peer-to-peer trust of these peers. The result of the evaluation
derives an effective action decision for the peer.

We evaluate our framework in simulations of real life traffic scenarios by employing real maps with
vehicle entities following traffic rules and road limits. Some entities involved in the simulations are pos-
sibly malicious and may send false information to mislead others or spread spam messages to jam the
network. Experimental results demonstrate that our framework significantly improves network scalabil-
ity by reducing the utilization of wireless bandwidth caused by a large number of malicious messages.
Our system is also demonstrated to be effective in mitigating against malicious messages and protecting
peers from being affected. Thus, our framework is particularly valuable in the deployment of VANETS
by archiving a high level of scalability and effectiveness.

The rest of this paper is organized as follows. First, we give an overview of the data design and
major components of our framework in Section[2l We then describe the scalable and secure trust opinion
aggregation and propagation in Section[3l We also present peer-to-peer trust modeling in Section[4l
Experimental simulations and analysis are conducted to evaluate our framework in Sectionbl After that,
we survey and compare with some related work in Sectionf@l Finally, conclusions are highlighted and
future research directions are pointed out in Section[7l

2 Oveview

The basic idea of our framework is to evaluate and disseminate a message based on its quality. We design
our framework in a way that messages can be evaluated in a distributed and collaborative fashion. At
the same time, the dissemination distance of a particular message is largely dependent on its quality, so
that messages of good quality propagate to the furthest distance while malicious data, such as spam, is
controlled to a local minimum. We model the message quality using a trust-based approach. In other
words, the quality of a message is mapped to a trustworthiness value, which can be computed from
a collection of distributed feedback from other peers in the network. Specifically, during the message
propagation, the peer who receives the message can instantly provide feedback, namely, a trust opinion
generated from an equipped analysis module. A set of trust opinions are appended to the message during
message propagation. For those who receive the message, their action module may decide to trust or
distrust the message by computing its trustworthiness from an aggregated list of trust opinions. Apart
from the trust modeling on data quality, we further model the behavior of vehicle entities using a peer-
to-peer trust approach. In this section, we describe the data design and main components of our system.

Three types of messages are generated in our system: sender message, trust opinion, and aggregate
message. A sender peer prepares a sender message: M = [event, confidence,time, | ocation|. confidencee
[0,1] provides flexibility in reporting an event — higher confidence indicates the sender itself is more
confident in the reported event. time € N is a positive integer, and location € N x N is a geographical co-
ordinate, both being available from an equipped GPS device. Trust opinion: O = [reaction, confidence],
where reaction € {trust,—trust} and confidence € [0,1], is a message provided by a peer that serves as
the evaluation of the sender message. Evaluation is conducted by comparing the reported event with the
peer’s current knowledge, which may come from a number of equipped car sensors, the local database,
or even human interactions. An analysis module in our system provides such an opinion. Aggregated
message: A= [M,0Oy,...,0y], is a combination of a sender message and a list of trust opinions from
distinct peers.

Figure[Ilillustrates the modular design of our trust-based framework composed of several major com-
ponents. Message evaluation contains two modules: analysis module and action module. The analysis
module generates trust opinions. It analyzes a sender message’s validity, correctness and accuracy based
on a peer’s local knowledge, and attempts to provide a trust opinion of either “trust” or “—trust”. One

4



A Scalable and Effective Trust-Based Framework for VANETS Zhang et al.

Trust Opinion Aggregation |

Message Evaluation Message Propagation

| Analysis Module |

i
1
1
! | Relay Control Model |
1
1
1

| Cluster Cooperation |

Central Authority

Figure 1: Design of Framework

important design principle is that the trust opinion should always be generated before any disclosure of
the existing trust opinions in the aggregated message. In other words, the generation of the trust opinion
is purely based on the peer’s local knowledge, such as direct observations. By doing so, we are capable
of coping with gambling peers who give trust opinions by strategically guessing the message trustwor-
thiness from others’ trust opinions so as to quickly and maliciously increase their trust. If a trust opinion
can be provided, it is broadcasted and appended to the sender message. The action module is where
a local decision is made. It derives a local action using a trust-based computation model that will be
described in Section[3.3

Message propagation consists of two components: cluster cooperation and the relay control model.
Based on a cluster-based routing mechanism, the cluster cooperation serves as the foundation for message
propagation and trust opinion aggregation. The relay control model works as a filter that controls the relay
of messages. The trust opinion aggregation scheme ensures that message evaluation and propagation can
be done with little interference on each other. It provides high flexibility that during message propagation,
trust opinions can be aggregated in a secure, scalable and efficient fashion [L].

Peer-to-peer trust module manages the trustworthiness of peers. Motivated by the approach of [L1}
10], we employ both role-based trust and experience-based trust. A minority of vehicles, such as police
cars, are assigned by a specific role and a specific role-based trust value. For other vehicles, they are
associated with experience-based trust. Each peer maintains experience-based trust for other peers. The
offline central authority assigns roles and updates role-based trust, collects distributed experience-based
trust from peers, and praises or punishes peers accordingly. We provide detailed descriptions of these
major components in the following sections.

3 Trust Opinion Aggregation and Propagation

In this section, we describe how trust opinions from peers about a sender message can be effectively
aggregated and propagated in the VANET, and also demonstrate how the trust opinions help a single peer
to derive a local action decision about whether to follow the sender message.

3.1 Cluster-based Secure and Efficient Aggregation

To achieve scalable trust opinion aggregation, we rely on a cluster-based data routing mechanism. A
number of cluster-based routing protocols have been proposed to achieve scalability for vehicle-to-
vehicle messaging [7]]. By grouping peers into multiple clusters, the system becomes scalable by having
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message relay done between cluster leaders instead of between two neighboring peers. To implement
our message aggregation protocol, a secure and efficient aggregation scheme is required. We propose an
aggregation scheme [1] that extends the identity-based aggregate signature algorithm whose details can
be found in [5].
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Figure 2: Cluster-based Message Propagation

As demonstrated by an example shown in Figurel2] vehicles (peers) are geographically grouped into
10 clusters, i.e. from C; to Cg9. For each cluster G, a vehicle is randomly chosen from all cluster
members (the white nodes) as the cluster leader L (the black nodes). Sender sin cluster G, broadcasts a
message M to its members who will provide their trust opinions Q immediately afterwards. After that,
the cluster leader L; collects G; and aggregates them into the aggregated message A. Ly sends A to the
next hop clusters G, C3 and C4. Upon reception of A, the cluster leader (e.g. Ly here) broadcasts Ato its
cluster members, collects their trust opinions (if any), aggregates them together with the existing A into
a new aggregated message A, and computes a relay decision about whether to relay A to the next hop
cluster G5, Cg and C;.

3.2 Relay Control Model

Our relay decision is determined by the majority opinion: a message trusted by the majority should be
relayed; otherwise it is to be dropped. Formally, let P be a set of peers whose trust opinions are “trust”,
P={i| ID; € Aand O; = [trust,¢] € A}, and P’ be a set of peers whose trust opinions are “—trust”,
P = {i| ID; € Aand O; = [trust,c] € A}. A relayer (cluster leader) L computes the weight of “trust”
and “—trust” opinions respectively as:

Wrug = ZCiTia Wotrug = Z i )

icP icP

and T; > t, where 7 is a trust threshold set by L, g € [0,1] is the confidence given by peer i, and T is
the peer-to-peer trust of peer i. We will introduce the peer-to-peer trust in Sectionl4l Messages can be
relayed only if
W ust
Wrust +Wetrus
where € € [0,1] is a threshold set by the system to denote the maximum error rate allowed. ¢ is embedded

in the protocol and can be adaptive to the current environment, situations and data types. For example,
for more critical messages, such as car accidents, a lower error rate is appreciated.

>1-—¢ 2
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3.3 Action Module

The action module derives a local decision for a peer to take an action towards a sender message from
trust opinions for the message. Specifically, the aggregated trustworthiness of the message is computed
and mapped to an action set { follow,—follow}. Let A denote the aggregated message, s denote the
original sender, P denote the peers who contribute trust opinions of “trust”, and P denote the peers with
opinions of “distrust”. Let Ta denote the aggregated trustworthiness of the message A. The action module

of peer p computes:
Cs+ DG — DG
ieP ieP’
1+ |P|+|P|
where cs € [0, 1] is the sender’s confidence in the sender message, G < [0,1] is the confidence in the trust
opinion given by peer i, and Ta € (—1,1].

Considering that the sender is a different role from those who provide trust opinions, we employ a
sender weight factor y > 0 that determines how much weight is placed on the sender. Considering that
the peer’s honesty varies, we also employ the peer-to-peer trust module. Each peer i is associated with
a trust metric Ty € [0,1]. We combine the sender weight and the trustworthiness of each peer into the
computation for the aggregated trustworthiness of the message A as follows:

YesTs+ 2, GTi— ), GTi
icP icP’
YIs+ ETl + 2 Ti

icP icP

Ta= (3)

(4)

Ta=

and T; > 7, where t € [0,1] is the trust threshold customized by each peer p. The trust threshold helps
filter trust opinions from those peers that are not highly trusted. t can be set to a higher value close to 1
so that only trust opinions from highly trusted peers will be used. In practice, the value of 7 should be
determined by the availability of trust opinions. For example, 7 can be set higher when a larger number
of trust opinions are available.

The action module implements a mapping faction : Ta — { follow, - follow} that maps the trustwor-
thiness of the message to an action. fygjon = follow, if Ta > ¢, otherwise fagjon = —follow, where
o € [—1,1] is the action threshold. The value of ¢ can be personalized by each peer: a higher action
threshold indicates the peer is more “cautious” of following other peers’ advice and vice versa.

4 Peer-to-Peer Trust Module

In our system, each peer’s trust is evaluated by a trust metric: either role-based trust or experience-based
trust. Let T; € [0,1] denote the peer-to-peer trust of peer i, we have T = T if peer i has a role, otherwise
Ti = f(T;%) where T € [0,1] is the role-based trust of peer i, and T, € [-1,1] is the experience-based
trust of peer i from peer p’s perspective. We map the value of T to the same range of T" by employing
a mapping function, e.g. f(x) = (x+1)/2.

It is known that although most vehicles are for personal purposes, a small number of entities have
their specific responsibilities in the traffic system, e.g. police cars. Roles are assigned to them and it
is reasonable to assign multiple levels of trust to different roles. These roles can be authority, such as
traffic patrols, law enforcement, state or municipal police having the highest level of trust (i.e. T = 1),
as used in our evaluation. Agents specialized in road condition related issues such as media (TV, radio or
newspaper) traffic reporters, government licensed and certified instructors of driving schools etc. receive
the expert role with the second highest level of trust (i.e. T" = 0.9). Agents familiar with the traffic or
road conditions of the area in consideration, e.g. local people who commute to work on certain roads
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or highways or have many years of driving experience with a good driving record (e.g. taxi drivers),
are given the seniority role with the third highest level of trust (i.e. T = 0.8). For most of the peers
who do not have a role (i.e. T" = 0.5), we use the experience-based peer trust to dynamically reflect a
peer’s trustworthiness in the system. The behavior of a peer is evaluated by other peers, each of whom
maintains trustworthiness for a list of peers in the system.

We denote the peer i’s experience-based trust from p’s perspective as '[ep whose value is in the range
of [—1,1]. We simplify the notation of T, as T in the following formalization. Adapted from [L1], if i’s
trust opinion leads to a correct decision of p, peer p increases the trust of i by

A1 —co)T +ca if T>0
T%{ Atltca)T+oa T <0 ®)

otherwise, decreases T by

AY1+cB)T —cp if T>0
T {At(l—cB)T—cB ifT <0 ©)

where o, 8 € (0,1) are increment and decrement factors, ¢ € [0,1] is the confidence value placed by i
in the message, A € (0,1) is a forgetting factor, and t € [0,1] is the time closeness between the current
interaction and the previous one. Our calculation of experience-based trust is scalable. It updates a peer’s
trustworthiness in a recursive manner. The computation of our experience-based trust is thus linear with
respect to the number of times receiving trust opinions from a peer. And only the most recent trust value
is needed to be stored and used for computation. We add the confidence c as an factor because peers,
including the sender, play different roles in the message’s trustworthiness by placing different confidence
values. This can be explained by the design of Equationil

5 Evaluation

In this section, we present evaluation results of our trust-based framework through simulations. Imple-
mented in C++, our simulation tool allows us to simulate real life traffic scenarios by employing real maps
with vehicle entities following traffic rules, road limits, and a full list of customizable parameters defined
in our trust model. Compared to other existing vehicular network simulation tools B, [2, (9} [15], our tool
is specially designed for trust modeling and cluster-based messaging among potentially thousands of
nodes, and thus achieves more flexibility and consumes a low amount of computational resources.

We use a map of the East York area of Toronto where a snapshot of its small subarea is shown in
Figure Bl Roads are partitioned into multiple road segments, and vehicles are clustered geographically
by road segments. We set the length of road segment to 0.5 kilometers, because peers within such a
distance can reliably communicate with each other, according to [L7]. Vehicles are moving in the map
in any possible directions and in different speeds. Entering a new road segment indicates that the peer is
switching from one cluster to another.

We set values for different parameters for our trust modeling. The purposes and details of these
parameters have been introduced in Sections[3and 4l In our experiments, the sender weight factor y is
set to 2 to double the weight of a sender in message evaluation. Assuming that peer dishonesty is well
tolerated by the system, we set the peer’s trust threshold 7 to 0.1, and the maximum error rate € in the
relay control model to 0.8. We also set B/a = 10.

Additional parameters for simulating the vehicular network are also specified in our experiments. We
simulate a total number of 1125 vehicle entities. We also set 2% of them as authority roles, such as police
cars, road side units, and traffic controllers. The authority entities are fully reliable and trustworthy, and
capable of providing other peers with valid observations and trust opinions. Average number of vehicles
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Figure 3: Map for Simulating VANET

per cluster is set to 5 to reflect the road situation in regular hours. The evaluation of effect of traffic density
is left for future work. Vehicle speed is dependent on weather condition, traffic density, and speed limit
of the road. To simplify our experiment, we assign a unique average speed to each road, where the
vehicle’s speed randomly varies +10% from the average speed. As mentioned in Section[2] the trust
opinion is purely based on peer’s local knowledge. In our experiment, we assume that all messages
are observational. From this assumption, we further assume that the analysis module can provide trust
opinions only when Ad, the geographical distance between the event and the peer, is smaller than ¢,
the maximum distance for trust opinions. As a result, we can have the confidence value in the trust
opinion determined by the geographical closeness: the closer the event is, the higher confidence value
should be provided. In our experiment, confidence c is calculated as
{ (dmax — Ad) /drmax if Ad < Oiax
c= : (7)
0 otherwise

51 Scalability

Our trust model can improve network scalability by the relay control model, which detects and filters
malicious messages during propagation. We evaluate the scalability by introducing the following attack
model. Attackers abuse their local vehicular network by frequently sending spam messages, which could
be out-of-date information or repeated messages. Spam messages might not be misleading but they take
up a certain portion of wireless resources and lower the utilization rate of available bandwidth. Extra
parameters for the evaluation of scalability are listed in Table[Il Assuming that spam is easier to detect
than misleading messages as the pattern of spams has less variety, we increase the detection rate of
analysis module globally by setting it to the uniform distribution from 0.4 to 1.0. We also include fewer
attackers by setting the percentage of spammers to 1%, each of whom sends one spam every 5 seconds,
which is much more frequent than misleading messages.

Table 1: Extra Parameters for Evaluation of Scalability

Parameter Description Value
percentage of spammers 1%
spam sending frequency 5 seconds / message
detection rate of analysis module | uniform distribution, [0.4, 1.0]
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Our evaluation of scalability features in the average propagation distance of spam and global relay
effectiveness. Both evaluation metrics compare the performance among five predefined scenarios as
follows:

e Original: without regard to the trustworthiness of messages, they are simply relayed to the next
hop, until the furthest allowed distance is reached:;

e Relay Control (RC): a relay decision is made based on Equations[Iland [2 but without considering
the role-based and experience-based trust;

e RC+Role: only role-based trust is involved for relay control;
o RC+Exp: only experience-based trust is used for relay control;
e RC+Role+Exp: both role-based trust and experience-based trust are used,;

e 100% Detection: the ideal case where each peer detects all spam messages.

T T

relay control (rc) —&—

St rc +role 8- -
IC+exp ke

rc + role + exp -

100% detection ——+--

Average Propagation Distance of Spam (km)
Iy

20 40 60 80 100 120

System Evolution Time (minute)
Figure 4: Propagation Distance of Spam

Based on the fact that the number of messages that can be relayed in a fixed period of time has an up-
per bound due to limited wireless channel resources, our system becomes more scalable as more normal
messages can be relayed, which is achieved by detecting and controlling spam within a shorter distance.
The maximum propagation distance without relay control is 5.5 km as defined in our experiment. The
relay control reduces the distance of spam by nearly half, as observed in Figurddl Authority roles further
restrict the spam within approximately 2 kilometers away from origin, due to the fact that authority roles
have assisted its cluster relayer to drop the spam at an earlier phase of propagation. From the curves
of RC+Exp and RC+Role+Exp, we can conclude that the experience-based trust plays a greater part in
spam control as our experiment simulates for a longer time. This also explains why RC+Role achieves
better performance at the beginning but is sooner overwhelmed by RC+Exp after 30 minutes of system
time. The curves of RC+Exp and RC+Role+Exp demonstrate the trend of converging to the performance
of 100% detection, under which scenario spam is always dropped and never relayed to neighbor clusters,
in other words, restricted within 0.5 kilometers (the length of cluster defined in our experiment). As the
experience-based trust of spammers is gradually decreased, their messages will not be trusted and not be
relayed.

We also evaluate system scalability using the global relay effectiveness, which measures how effec-
tively messages are relayed in the presence of a considerable amount of spam messages. Specifically,

10
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Figure 5: Global Relay Effectiveness

we define the global relay effectiveness R= %Zi'\‘lei, where N is the total number of clusters, and R
is the relay effectiveness for a single cluster G, which is computed as R = (1 — §/M;) x 100%, where
S is the number of relayed spam messages and M is the number of all relayed messages by cluster G.
We illustrate the global relay effectiveness in Figure[5l Spams are restricted from dissemination after we
apply the relay control model. Role-based trust always improves the effectiveness in that spam messages
are further restricted. The global relay effectiveness stops ceasing and begins to recover after 35 minutes
if the experience-based trust is applied, as can be observed from curves RC+Role+Exp and RC+Exp. As
peers become more experienced, the capability of the system to cope with spammers is strengthened.

5.2 Effectiveness

We evaluate the effectiveness of our system in terms of its capability of mitigating against malicious
messages and protecting peers from being affected. We define the attack model where attackers jeopar-
dize the network by broadcasting fake events, such as “traffic congestion here”, so as to cheat peers and
maximize their own interest. We measure the average number of wrong actions per peer. An instance of
“wrong action” indicates that one malicious message is trusted by a certain peer whose action module
computes an action decision of “follow”.

Table 2: Extra Parameters for Evaluation of System Effectiveness

Parameter Description Value
percentage of malicious peers 10%
frequency of malicious messages 30 seconds / message
analysis module’s detection rate | uniform distribution, [0.05, 0.95]

Extra parameters for evaluating system effectiveness are listed in Table2l 10% of peers in the system
are attackers, each of whom sends a malicious message after every 30 seconds, which is approximately
the time of driving from one cluster to another. Considering that the analysis module generates trust
opinions, we define the detection rate d e as follows:

drate = Pr{D|M}, D is a successful detection given a malicious message M. 8)

11
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The analysis module generates a trust opinion of “distrust” upon a successful detection, otherwise “trust”.
To better reflect the real situation, we assume that the capability to detect malicious messages varies
among peers. In our experiment, the peer’s detection rate follows the uniform distribution in [0.05,0.95],
except for those authority roles, whose detection rate is the highest and fixed to 1.

60 i ‘ ‘

no trust opinion (original) —=&—
trust opinion + majority voting ----&---
50 b trust opinion + experience ----®---

N N N - D U S
40 b
30

20

10 - L.

Average Number of Wrong Actions per Peer

System Evolution Time (minute)
Figure 6: Effect of Trust Opinions

We measure the effect of trust opinions under three trust opinion modes:

e No trust opinions: The action module ignores all trust opinions. Specifically, when the peer is
within the maximum distance where a trust opinion is available, the action module follows the
reaction of the analysis module; otherwise, it simply follows the message;

e Trust opinions + majority voting: The action module computes a local action using Equation(3]
without considering the trustworthiness of peers;

e Trust opinions + experience-based trust: A local action is computed from trust opinions by con-
sidering each peer’s trustworthiness using Equation[4l
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Figure 7: Effect of P2P Trust when Relay Control Model is on

We run the simulation for 60 minutes and sample the data after every 5 minutes. As shown in
Figure [6] each peer makes an average number of approximately 46 wrong actions if trust opinions are

12
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excluded. However, this number drastically drops to 19 (i.e. by 65%) if trust opinions are considered.
The employment of experience-based trust further decreases the number of wrong actions globally as
the system evolves. This is because once a peer obtains its own experience after being cheated by a
malicious message, it will update the experience-based trust for those who have provided trust opinions
for that message. The malicious peers’ trust is shortly decreased. As a result, the action module improves
its accuracy by mitigating against malicious peers. We also evaluate the effect of our peer-to-peer trust
model, as shown in Figures[7l Typically, we see that role-based trust reduces the number of wrong
actions at all times.

6 Reated Work

Golle et al. [6] propose an approach to detect and correct malicious data in vehicular networks. They
assume that each vehicular peer is maintaining a model which consists of all the knowledge that the peer
has about the network. Data is trusted if it agrees with the model with a high probability. Our work
also provides high resistance and security against malicious entities using a fundamentally different way
of message evaluation. Instead of relying on an assumed model and seeking explanations, messages in
our model are evaluated in a distributed and collaborative fashion by collecting multiple opinions during
their propagation.

Raya et al. [14] in their work employ trust into data evaluation in vehicular networks. In contrast to
traditional views of entity-oriented trust, they proposed data-centric trust establishment that deals with
the evaluation of trustworthiness of messages from other peers instead of vehicle entities themselves.
Their work shares some commonalities with ours, such as the employment of data trust. One of the
shortcomings of their work is that trust relationship in entities can never be reliably established. The
data-centric trust has to be established again and again for each event, which may not be applicable to
situations under the sparse environment where only limited evidence about the event is available. Our
framework employs role-based trust to cope with the data sparsity problem.

Possibly the closest to our model, Dotzer [3] suggests building a distributed reputation model that
exploits a notion called opinion piggybacking where each forwarding peer (of the message regarding
an event) appends its own opinion about the trustworthiness of the data. They provide an algorithm
that allows a peer to generate an opinion about the data based on aggregated opinions appended to the
message and various other trust metrics including direct trust, indirect trust, sender based reputation level
and Geo-Situation oriented reputation level. In our framework, we also introduce the trust-based message
propagation to control the spread of malicious messages, in order to increase network scalability.

7 Conclusion and Future Work

We presented a novel trust-based message evaluation and propagation framework in VANETS, where
a set of trust metrics, including trust opinions, experience-based trust and role-based trust, are used to
model the quality of information shared by peers and the trust relationships between peers. Our proposed
message evaluation approach is conducted in a distributed and collaborative fashion during message
propagation, and effectively increases the overall data reliability and system effectiveness by proactively
detecting malicious data. We propose that message relay controls should be trust-based, filtering ma-
licious data to promote network scalability. Experimental results demonstrate that our approach works
effectively and efficiently for the domain of vehicular networks.

Our framework depends on the existence of trust opinions generated by the analysis module. The
design of such a module would involve much consideration from the perspective of hardware design,
such as the design of tamper-proof devices, car sensors and human-computer interactive interfaces. Our
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trust aggregation and message propagation model is built on a cluster-based routing scheme where cluster
leaders are responsible for judging whether to relay data based on the relay control model. For future
work, we will consider the presence of malicious leaders who intentionally drop messages. We will
investigate a set of detection and revocation mechanisms to cope with this issue by dynamically selecting
trustworthy leaders or introducing backup leaders.
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