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Abstract
Cloud computing is becoming an important thing to deal with, in many organizations around the world. It provides many benefits like
1. cost, 2.Reliability and 3.Ease in retrieval of data. Security in cloud computing is gaining more and more importance as
organizations often store sensitive data and important data on the cloud. Security of data in cloud is an issue which should be focused
carefully. Customers do not want to lose their sensitive data due to malicious insiders and hackers in the cloud. In addition, the loss
of service availability has caused many problems for a large number of recently. Data intrusion technique create many problems for
the users of cloud computing. The other issues such as data theft, data lost should be overcome to provide better services to the
customers. It is observed that the research into the use of intercloud providers to maintain security has received less attention from the
research community than has the use of single clouds. Multi-cloud environment has ability to reduce the security risks as well as it
can ensure the security and reliability. The system aim to provide a framework to deploy a secure cloud database that will guarantee
to avoid security risks facing the cloud computing community This paper suggests new architecture for cloud environment which will
help in reducing the security threats. The efficient and secure use of cloud computing will provide many benefit to the organizationsin

terms of money and ease in access to the data.
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1. INTRODUCTION

Cloud Computing is a technology that uses the firteand
remotely located servers to store the data of #eesuand for
running the application programs. Cloud computiagjows
business organizations to use applications witlgaess their
personal files at any computer with internet acceasd
installation Cloud computing can be defined as al paf
virtualized computing resources that allows usersgain
access to applications and data in a web-basedo@nvent on
demand.[10] . As use of cloud computing is growiagidly
in every for m of organization, to provide secutibtythe data
in cloud computing is the main issue to deal withfome
security issues like data loss and malicious insidee reasons
to fear for customers using cloud computing sesiida a
cloud computing environment, individuals and busges
work with applications and data stored and/or nzair@d on
shared machines in a internet environment rathem th
physically located in the home of a user or as @& [1]
environment. Vulnerabilities in a particular closdrvice or
cloud computing environment can potentially be eipt by
criminals and actors with malicious intent [4].

Traditional approach of using single cloud senragy also
lead in slowing down the retrieval of data. Dealmith single
cloud providers is becoming less favorable withtaoners due
to commonly occurring problems such as servicelaiity

failure and the possibility that there are malicidnsiders or
hackers in the single cloud. In recent years, the® been a
move towards multi-clouds, intercloud or cloud-tdds. [1]

This paper is focusing on using the multi clouchéexture to

deal with the security issues raised while using $ingle

cloud. In cloud computing organizations privateadist given

to the third party, they want to avoid an untrustddud

provider.

2."SINGLE” CLOUD SERVICE PROVIDERS

Privacy preservation and data integrity are the itvan issues
faced by "single” Cloud service providers. In hies’fhown
organization one can ensure strong security palidgut in
case of cloud computing one has to trust completelyhis
service provider. [3] Also there is an overheadnanaging
huge amount of data on a single server. It is edfse
malicious outsider to penetrate through securitthe data is
not actually stored by organization itself; instedmty are
trusting on third party for taking care of theitaa

Disadvantage:

* Need High cost for cloud maintains process

» Data losses accrued.

« Can fail in ensuring the complete security from
possible threats
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3. OBJECTIVES OF
ARCHITECTURE
3.1 Security

MULTI-COULD

In multi cloud data Storage, Data and Informatioil Ve
shared with external users, therefore cloud computisers
want to avoid important information from attackeos
malicious insider is of critical importance. In f&ausers are
responsible for protecting operating system anducdlo
providers must provide protection for users daesdrirces in
the cloud are accessed through the Internet, fretyueven if
the cloud provider concentrates on security in theud
infrastructure; the data is still transmitted te tsers through
networks which may be insecure.

1. Data integrity 2. Data intrusion 3. Service alglity these
are the three Security factors.

3.1.1 Data Integrity

The data stored in the cloud may lost from damagdew
transferring from one place to another. Example$:ti@
threats of attacks from both inside and outside ¢hmid
provider.

3.1.2 Data Intrusion

Another security risk that may occur with cloud ader, such
as the any particular cloud service is hacked paskwf

someone gains access to that cloud service passthiesdwill

be able to access all of the accounts instanceresulirces.
Thus the stolen password permits the hacker tceesad to
modify all the data inside any virtual machine amste for the
stolen user account, or even disable its servithsre is a
possibility for the users email (Amazon user narte)be
hacked for a discussion of the potential risksrofi.

3.1.3 Service Availability

There is possibility that the service may be unabée from
time to time. If any users files break the clouarage policy,
the users web service may terminate for any reagoany
time. . Therefore Cloud provider maintain the backnd data
authentication which assures that returned dataaime as
stored data is extremely important.

3.2 Performance

In single architecture, there is one main cloudreservhich
will process and response the request from thesutfemore
than expected no of clients will requested for Gativice to
the single server then the performance will slowo

Each user will have to wait more for accessingheistata. In
case of overload, the server may hang sometimenuhi

cloud we have more than one cloud server to prabesssers
request So this divides the responsibility of hanglrequests

among several servers. So ultimately we can probielter
solution to our providers.

3.3 Cost-Reduction

Secured storage and data availability can be peavio the
customers in the market of economical distributiof
information in all the available service providerén model
customer decide his data among their several S&kable in
the market. Also we provide decision for the cusgnto
which SPs he must choose to access data and qudlity
service offered by service provider.

4. ARCHITECTURE OF MULTI-CLOUD SYSTEM

Internet =d()
(wany  <HTTP

responce() responcely
g_ ]
Client 1 - e
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Fig 1: SIC Architecture

SIC - Secure Inter-Cloud Architecture. The proposed
architecture is the 3 tier architecture. In ouhéscture, there
is one CSP i.e. cloud service provider. This isrtteén central
server which keeps the data about clients. Clientthe

diagram represents any cloud service user. Cligsd#sg does
not have any idea about where exactly the dats/fies been
stored. Data is stored in cloud server. The semeg reside
in different physical locations. The CSP decidesgarvers to
store the data depending upon available spacescaiveuse
load balancing algorithms for making the decision,which

server we should actually store the data. The C8Palso

keep track about the files stored on each serviee doud

servers will only store the data, but they will rave any
records about the user accounts, their passwordsayption

and decryption keys.

CSP is central server, it must be well configui@dre should
be taken for protection of CSP. Cloud service piewiacts as
an effective bridge between the user and cloudese@oud
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users, who have data to be stored in the cloudegcdn the
cloud for data computation, consist of both indiat
consumers and organizations.

5. USE OF DATA ENCRYPTION TECHNIQUES

For ensuring more security in cloud environment,c&a use
data encryption. If the data is distributed in mutoud
environment as well as it is encrypted, we cangmtobur data
in even better way. The data which is uploadedhwy user,
can be encrypted first and then we can store ithencloud
server. This will be helpful in providing two-wagaurity to
the customer’'s data. To store the data in multitlou
environment The symmetric key or secret key alparg are
the best choice for such applications. Symmetriy ke
algorithm is also known as the secret key encryptlbis a
cryptographic technique in which both the sendet raceiver
of data use the same key for the purpose of eriorygtnd
decryption of data. Symmetric key algorithms aritasle for
storing data in cloud multi cloud, as user shouddable to
access his data easily.

Secret-key encryption algorithms use a same sd@gtto
encrypt and decrypt data. You must protect the keyn
access by unauthorized agents, because anyonehabdhe
key can use it to decrypt your data or encryptrtbain data,
claiming it originated from you. Secret-key encrgptis also
referred to as symmetric encryption because theedawy is
used for encryption and decryption. Secret-key ytion
algorithms are very fast (compared with public key
algorithms) and are well suited for performing ¢ographic
transformations on large streams of data.[6]

Encryption
Plain text m
Secret key
o e r)—{STELCIRIETT]
Ciphertext | T|R]F]v]L]
Decryption
Cypher text E
Secret key
Symmetric decryption
g algorithmyp m
Plaintext [H]E]L]L]o]

Fig 2: Symmetric Encryption

6. FUTURE WORKS

In future, we aim to provide more secure cloud mnmnent to
avoid the security risks. Cloud computing shouldl ered with
only single cloud. The new concepts like multi-apisky
computing should be adopted by the cloud servicwigers
for ensuring better security to customer’'s datareHbe key
factor to focus is to increase the performancesaathbility of
the cloud servers in multi-cloud environment. Ohewsd also
try to increase the level of security by using newd better
data encryption techniques. Also, the cloud sery®vider
(CSP) in the above architecture should be morereeas it
stores the sensitive data like user accounts amdy@ion
keys. Our aim is that Clients would be able to asctheir
applications and data from anywhere at any timeyTdould
access the cloud computing system using any comfnked
to the Internet. Data wouldn't be confined to adhdrive on
one user’'s computer or even a corporation’s intemetwork.
One more challenge is to successfully implement |tdzel
balancing algorithms for distributing the data agadime cloud
servers. Providing the extra layers of security mesult into
increase in the time to provide data access touter. We
should also take care that user should able to gasy and
timely access to his data, without any hurdle. Bibi terms
security and ease in access to the data shouldagdshin
hands.

CONCLUSIONS

Even if the use of cloud computing have increassguldly

during last decade, the security in the cloud emvirent is the
main issue to be focused on .it is the responsibiff a good
cloud service provider to ensure secure storagiat# on the
cloud to his customer. In this paper, we proposest@ured
multi-cloud architecture in cloud computing, whiskeks to
provide each customer secure environment to stwreldta
and he should be able to access his data withquiaéinre or
delay. We are trying to provide two way securitythe data,
by encrypting the data and by storing data on thdtijohe

servers. Also, the responsibility of storing thexstve data
about the user accounts is taken by different aersterver
(CSP), which will help in securing the data frortaeks. We
support the migration to multi-clouds due to itsiligb to

decrease security risks that affect the cloud camguser.
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