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Abstract
Communication world is growing day by day In wireless communication system introduces a new technology which | known as
cognitive radio network its name as CRN. In CRN Un-authorized user can used empty channel from the spectrum band of authorized
user this help to improve the spectrum efficiency as well generate a problem like some malicious or fake users can used the channel
and hamper the communication. So in this paper we discuss on security threats and technique to find them with sensing strategies.
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1. INTRODUCTION 1.1 Basic Cognitive Radio Networ k

Communication is a process of transmitting infolioratfrom Systen ¥ wih { reency )
one place to anothéirough the medium information sends “f&ﬁgxﬁ;ﬁ :
the form of electromagnetic waves through the nradair. TS f ﬂ HH HiE f-

I

Here we seethe advances in wireless communicati
Cognitive radio network is advancement in wirel
communication cognitive means sharing, in Cognitig€io
network Unauthorized user can used empty channel fron
spectrum band of authorized user. Cognitive RiNetworks
(CRNSs) is an intelligent netwotthat adapt to changes in th
network to make a better use of the spectrum. C&ilse the
spectrum shortage problem by allowing unlicenseersuso
use spectrum band of licensed useithout interference,
generally authorizedr licensed users known as primary u
and un-authorized or uicensed users known as seconc
users When data or information send by authorized
primary user here primary user not used total bsmde of
them are free these empty channels are alloweded by u-
authorized or secondary userSecondary users always
observe the activities of primary user, antew
secondary user detect the empty channel aralipgc the
channel without disturbing the primary user. Whibe
primary users are sending information or it is \axtithe
secondar user should either avoid using the channel.
Empty channel also known as spectrum holes. A gje
hole is a band of frequencies assigned to a primsey, but a
a particular time and specific geographicatam, the ban
is not being utilized by that user. [2].Figtteshows the basic
structure of cognitive radio network. In this sedary user
occupy the space called white space of pgimaser
band which is undastilized. Normally primary user hi
own communication are& which secondary user utilized t
empty channel without any interference.
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Fig.1 Basic cognitive radio netwo

Figure-1 shows the architecture ccognitive radio cycle.

When a primary user (PU) transmits designal from a

licensed spectrum band, it may be possihat it use only few
channels of spectrumther channels are em. These empty
channels are sensed by secondary user (SU) whighnd
license for using this spectrum. Firstly secondasgrs sensi

the spectrum andsend timformation of spectrum holes to t

SU’s. SU analyses the spectrum that PU evers ubese
channels or not, because sometime Ple the empty
channels which theyiot use before operation. Afi
spectrum analysisSU’s decide ho many channels they
required to send their data sig

1.2 Spectrum Sensing Technique

It is very important in Cognitive radio network treecondan
user properly sense the empty spectrum band. $mptper we
use energy sensing technic But first look into the original
bit sequences of primary and secondary
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% malicious or fake secondary user work as primaid wants
control of channel and secondary send data at dame
malicious user behaves as primary so secondaryczwittol
and not send data such attack referred as primagy
emulsion attaclddditional fake or malicious seconda
users, may use primary user emulation attacks to te
advantage of the secondary user's ability to aywichary
users and cause excessive and unexpecteruptions to
communications.[10 A fundamental characteristic of a CF
its ability for spectrum sensir as it shall use the spectrum in
an opportunistic manner. This means that tHe las to
vacate a currently used spectrum band if anntent
signal is detected. In this case, CR’s perforrecgpm han-
off seeking for different spectrt holes for transmissions.
Performing  spectrum ha-off very often results in

Figure3 shows bit sequence of primary user , whose degradation of the CR performance since more tifoe
send in the form of bits, but there is some hoeshkown ir sensing of the spectrum is required, and tiécreases tt
figure as a gap in between two BPSK modulated signals available tine for accessing the spectrun]

signal gaps is nothing but an empty channels octapa
holes.
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Fig-2 Original bit sequence of primary u:
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Fig 3 Original bit sequence of Secondary L

In figure 3 shows bit sequence of secondary user, we
Energy spectrum technique and find the spectruneshok
empty channel without interfering or disturbing theensec
user or primary user. In this Energy Spectrunensig
techniques, secondary user or ligensed user analyze tt
channel whether the channel have some data sackeiot,
if its energy level is zero then they decided that spectrun
is empty, and SU’s easily send their data to thsirele
receiver.

2. THREATSOF COGNITIVE RADIO NETWORK
2.1 PUEsor Primary User Emulsion Attack:

Primary user emulsion attack means when primary ssed
data secondary user continuously monitor the cH. When

primary sends data it means channel bsggondary knows Figs

this by using energy spectrusensing techniqt but primary

not send continuously Wén it is ideal or not bu state Figure 4&5shows Primary User Sign. and Secondary User
secondary sense channel and send data but whearp Signalsfor Primary User Emulsion Attack in Cognitive Ra

requires channel then sold the controlit B somewhere els

Volume: 03 Issue: 02 | Feb-2014, Available @ http://www.ijret.org 35




IJRET: International Journal of Research in Engineering and Technology

el SSN: 2319-1163 | pl SSN: 2321-7308

Network. This figure shows 18000 samples for tmeusation
with 2 BPSK.
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BER Vs EbNo in OFIM

5NR | 1 4 7 10 13 16 19

BER | 0.187 | 0.190| 0.188 | 0.1817 | 0.169 | 0.16 | 0.15

7 7 1 7 24 76
Fig6

This figure 6shows the Bit error rate reduced continuot
when Primary User Emulsin Attack occurred in networ

CONCLUSIONS

Through this paper, we practically firtte threats from the
wireless communication environment and sethe empty
spectrumband through Energy sensing teique. Because of
the practical approach of a secondary which sense an
empty channel and send their data packetisout disturbing
the authorized user. In this werk on two types of threa
like primary user emulation attack and jamming cktalrhese
two are the major threats of cognitive radio nek wireless
communication environmengamming is the common att;
of wireless communication. It is similém Denial of Service
(DoS) attack. In future we withprove the work on cognitiv
radio network and try to practicallyork on the security ¢
threats
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