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Abstract

With the increasing concerns for security, automated systems for authorization and authentication have become enormously important
in every sector today. There are many methods for personal identification such as smart cards, PIN (personal |dentification Number),
passwords, etc. Regardless of the efficiency and accuracy of these systems, these systems can be always be stolen, lost, forgotten,
cracked, hacked, etc. And it is for this reason biometric based authentication system have gained a lot of importance worldwide. A
biometric systemis essentially a pattern-recognition system that recognizes a person based on a feature vector derived from a specific
physiological (face, iris, retina, voice, palm prints, hand geometry) or behavioral characteristic (signature, voice, keystroke pattern)
that the person possesses. This system is more accurate as these characteristics are unique for a particular person and vary almost
negligibly over time. In this paper we have presented a comparative study of recent advances in biometric authentication based on
mai nly offline Hand-written signatures.

Keywords:- Biometrics, online and offline signature verification, authentication, feature extraction, region of interest
(RQI), Artificial Neural Network.

*kk_

signature recognition technique was the Optical r@ttar
recognition (OCR) which allowed the scanning of thetten
text and translates it into basic text documentsclvare easily
accessible in digital forms [1]. The online techrég depend on
the dynamic characteristics such as speed of \wgritimen

1. INTRODUCTION
1.1 Biometrics

The termbiometric comes from the Greek wordibs’ (life)
and ‘metrikos’ (measure). The biometry defines some of the

body characteristics like face, gait, voice, signet finger
print, handwriting, iris, DNA etc. Since today, & variety of
applications require reliable verification schertesonfirm the
identity of an individual, recognizing humans basad their
body characteristics and behavior became more ante m
interesting in emerging technology applicationsaditionally,
passwords and ID cards have been used to resttess to
secure systems but these methods can easily behbreand
are unreliable. Biometric cannot be borrowed, stoler
forgotten, and forging one is also very difficilBiometrics can
be categorized as behavioral and physiological. dWaitten
signature belongs to behavioral biometric. In nadghe places
the verification is done either by a person whtaisiliar to the
signature or by matching it against a few signateraplates
manually. Handwritten signature verification can dyassified
into offline signature recognition system and oalisignature
recognition system. The use of signatures has baerof the
most opportune methods for the recognition andfieation of
human beings. A signature may be termed a behéaviora
biometric, as it can be modified depending on messentials
features such as frame of mind, exhaustion, etdhe first

pressure and order of strokes etc. The offline aige
verification schemes are necessary to determinaigemness of

a person’s signature. There are some crest anchgoirg a
person’s signature and it remains same and theusky to
measure the genuineness. This technique is ornteeofvays to
authorize transactions and authenticate the hundamtify
compared with other electronic identification meathsuch as
fingerprints scanning and retinal vascular patteaneening.
Some of the well known biometric features used for
authentication are tabulated below:

Table 1: The following table shows the most well known
biometric features used for authentication.

Biometric Trait Description

Fingerprint Finger lines, pore structure

Various features based on writ
of a person

Signature
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Facial geometry Distance of specific facjal
features (eyes, nose, mouth)

Iris pattern

Iris

Retina Eye background (pattern of the
vein structure)

Measurement of fingers and pal

Hand geometry m

Finger geometry Finger measurement

vein structure of back Vein structure of the back of the
of hand hand

ear form Dimensions of the visible ear

Voice Tone or timbre

DNA DNA code as the carrier of human
hereditary

Odor Chemical composition of the
one's odor

1.2 Signature Types and Techniques

Signature is a behavioral biometric. The signattesfication
can be classified into two types, online signatscheme and
offline signature schemes. Online signature scheimeslata is
received through sensors [2]. The data obtaineduslly active
data which includes the speed, acceleration, pressip
pressure, gradient etc. As such ones signaturecimeayge over
time depending upon his her mood, health, etc.
computerize image is available in offline signatuegification
so the offline signature verification is importatfitan online
signature verification. Broadly speaking, signasurean be
classified as:Simple Signatures, Cursive Signatures and
Graphical Signatures. Smple signatures are the ones where
the person just writes his or her nar@ersive Sgnatures are
the ones that are written in a cursive walhe signatures can
be classified asGraphical when cursive signatures depict
geometric patterns.

Also with the recent technological developmente fraud

cases are also increasing day by day. The forgesynbw been
a major problem where the forger copies the origsignature

very easily.

The various types of forgery are [1, 3]:
Random Forgery: Are formed without any knowledge of the
signer's name or signature shape.

Simple Forgery: Produce by people knowing the name of the

signer's but without any example of the signature.

Skilled Forgery: Are produce by people looking at the original

signature image and try to imitate it as closelypassible. The

The

handwritten signature is one of the ways to audeori
transactions and authenticate the human identitypeoed with
other electronic identification methods such asgdmprints
scanning and retinal vascular pattern screeningréllare two
types of signature verification methods:

Online Verification: This technique is mainly concerned with
the dynamic characteristics of a signature. Theadteristics
include the writing speed, pressure points, strolieseleration
as well as the static characteristics of signat[8#\pplication
areas of Online Signature Verification include pabton of
small personal devices (e.g. PDA, laptop), autlabion of
computer users for accessing sensitive data orrgmugy and
authentication of individuals for access to phylsiavices or
building [1].

Offline Verification: This technique on the other hand includes
the static characteristics. It depends on the featxtraction
techniques. Off-line verification just deals withgrsature
images acquired by a scanner or a digital cameranloff-line
signature verification system, a signature is aeglias an
image. This image represents a personal style ahahu
handwriting, extensively described by the graphoyni&].

2. RELATED WORK

Enhanced security is considered to be the greatsefit of
biometric technologies, followed by accuracy. Otlhenefits
are its unique feature of not being shared/comet/it reduces
paperwork, and it is convenient. The signaturdfication is
the behavioral biometry which has numerous appdinatin
financial institutions or any other sector wherangaction is
involved. Also it finds wide application in persafentification,
forensic sciences, etc. It is because of this wiglel of
acceptance and potential applications that it hasvi the
attention of researchers worldwide. Numerous warkehbeen
done is area. However we try to present a comparatialysis
of the most recent ones.

The following table presents a comparative study tioé
different methods used for signature identificatelong with
their recognition rate based on previous literateréews.
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Table 2: A comparative analysis of signature verificationtinoels

Reference DATA PRE- FEATURE MATCHING AND RECOGNITION
PROCESSING EXTRACTION CLASSIFIER RATE
Removal of noises | Signature height-width Decision system Varied from 10% to
6 using filters and ratios, occupancy ratio, 80% depending on
thinning. ROl is distance ratio signature features
extracted. calculation at boundary extracted from
and signature image different people and
clustering. cluster.
- RCWF and DTCWT Canberra Distance | 90.6% using proposed
12 was used. method. method and 61.45%
using DWT.
ROI extraction, SIFT feature matching
3 binarization, noise | Signature height-width  and LVQ (Linear
elimination, ratio, area, end point| Vector Quantization) 96.98%-99.03%
skeletonization and number of the as classifier.
isolated pixel removal| signature, maximum
horizontal histogram
and maximum vertical
histogram.
2 Denoising, Pixel density and angle  Neural Network. 80(in sec) for pixel
binarization, thinning feature. density method, 85(in
and skew removal. sec) for angle feature
and 95(in sec) for both
methods mixed.
4 Normalization to gray Feature vector, Decision system based -
scale values and with| projection, localization| on correlation, mean
respect to height and| of point density and | and deviation values.
width, noise removal. spatial frequency
distribution.
Calculation of
correlation, mean and
deviation.
14 No preprocessing Standard deviation of Euclidean classifier. FRR
both x and y maximum=11.57%
acceleration, average FRR minimum=0.66%
pressure, time taken, FAR
length and other 26 maximum=27.02%
features. FAR minimum=0.72%
15 Noise filter, Image gradient analysis Template matching -
binarization and (global), height- width approach, neural
thinning . ratio (statistical), network approach,
geometrical and hidden Markov model
topological features. approach, statistical
approach and other
approaches were taken
for a comparative
study.
16 Image enhancement y Area, Euler number, | Feed forward neural -
removal of noise and| extent and solidity. network.
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blurring.

1 Background Global features like C sharp and Neural| 100% for signatures
elimination, width height width ratios, network. that the network was
normalization and mask features like trained for.

thinning. angle of signature and
grid feature.

17 Binarization, region | Vertical and horizontal Testing is done in -

props tool. projection profile. MATLAB using image
processing.

10 DWT, resizing, Angle features MATLAB and EER=7.2
skeletonization and comparison algorithm, corresponding to
exact signature area. optimal threshold of

0.256 at a point whereg
FAR=FRR.

7 Rotation normalization  Global, statistical, CEDAR FOX system.| FAR=23.18%, FRR=
followed by geometrical and Bayes classifier 20.62% and
interpolation topological features. EER=21.90%.

11 Binarization, thinning| Center of mass, aspect Error back propagation Classification rate is

and bounding box. | ratio, tri surface feature training algorithm and 82.66% and 100%
and transition feature, Neural network. success rate.

10 Noise removal and | Total area, convex areg ANN 99.5%
binarization. and mean orientation,

18 Gabor wavelet Statistical features. Support vector 94.47%

transform machine.

8 Color normalized and| Global features like Euclidean distance 89%

scaled into a standard area, height and width| model.
format.

5 Noise reduction, Euclidian distances Four Feed forward FAR=15%
binarization, clutter from vertical and ANNSs are used. And FRR=25% for

removal and thinning.| horizontal sectioning of vertical sectioning,
the signature. 30% and 13 % for
horizontal sectioning
and 10 and 15% wher
4 ANNSs are used.
19 Normalization, angle Raw binary pixel Graph matching and EER of 26.7% and
of least second, intensities. Hungarian method. 5.6% for skilled and
smoothing and random forgeries
thinning. respectively.

2.1 Scheme of Implementation

desirable characteristics such as the order ofkesothe
velocity and other dynamic information are not &l in the

This paper discusses the methodology for offlingfication off-ine case [3]. The design of any signature feation

methods. As compared to on-line signature verificat

system generally requires the solution of five potblems:

systems, on-line systems are difficult to design raany
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data acquisition, pre-processing, feature extractadgorithm
matching.

2.1.1 Data Acquisition:

Before moving further in the offline verificatiothe basic step
to be followed is the data acquisition. The sigratof an

individual varies with state of mind and physictdts. So, it is
necessary to collect the data from the personfareit time.

This requires specifying the resolution, image tgpel format
to be used in scanning each image. To this effeeatymber of
existing offline signature databases was studiea.irS any

offline signature verification system, the firsegtis to extract
these signatures from papers using scanners [3].

Priya Metri, Ashwinder Kaur [4] they collected temgnatures
of one person and stored it in the database wliiely tvere
going to use in training of their software and ifat actual
matching. The database created in paper [5] shovesen
signatures from each individual on A4 size papeictviwas
divided into eighteen blocks each of width 5.5cnd dreight
3.5cm. Both the signatures used in training anédngsvere
scanned at the same resolution. Samples from @ividnals
were collected which gave a database of seventyaBiges.
Five out of the seven were used for the traininghef ANNs
and the rest two were used for testing. Infact ny affline
method the first step is to create a database pfividtten
signatures, comprising of several signatures fracheperson
so as to overcome the various challenges in ther lpbst
processing stages.

2.1.2 Segmentation and Preprocessing:

This is one of the preliminary stages of signatdentification.

This is generally done to extract the region oéiiast from the
image, i.e, the region containing the signaturéhefindividual

and remove irrelevant background. Image segmentasidghe

process of partitioning a digital image into mukisegments
(set of pixels). It is the decomposition of a gtayel or color
image into homogeneous regions. Here every pixahiimage
is assigned a label such that pixels with the stabel share
certain visual characteristics.

A signature image is first segmented (vertical aondzontal)
and then data is extracted from individual blockse data is
then compared with the test signature. In [6], afgre
verification is done by feature extraction is basadhorizontal
and vertical segmentation of the signature.

Vertical Segmentation: After pre-processing first the image is
put inside a rectangle or bounding box so thas ipioperly
fitted inside it. Scanning is started from left mogper point.
Here vertical scanning is performed and if any peakrest in
the image is found then a line is drawn throughSitnilar
process is performed by scanning from left mostelowoint

and going upwards while scanning. In this way tat@ge is
divided in vertical segments.

Horizontal Segmentation: Horizontal segmentation is done on
each vertical segment. Here scanning is done frppeuuleft
point and down to lower left point. In each casansing is
moved from left to right to find any peak or credtfound a
horizontal line is drawn through it. Similar opeéoat is
performed for right most upper point to lower pointeach
vertical segment. After vertical and horizontal reegtation,
signature is divided to small blocks. Data can teagted from
individual blocks.

Not only this, segmentation of the ROI is very intpat for
further processing stages.

2.1.3 Feature Extraction of an Image:

Feature extraction is an essential step to imageegsing.
When the input data to an algorithm is too large b®
processed, then the input data will be transfornmgd a
reduced representation set of features (also nafeatires
vector). Transforming the input data into the sefeatures is
called feature extraction. Many data analysis safénpackages
provide for feature extraction and dimension reidunct
Common numerical programming environments such as
MATLAB, SciLab etc. are used for feature extractiohan
image.

There are numerous methods for feature extractiopgsed by
the researchers which are discussed in brief. Eaéufes for
offline technique can be classified into followiogtegories [7]:
1) Global features: It can be extracted from each of the pixels
present in the rectangle containing signature. slt easily
extractable, immune to noise and depends on thharaént of
the signature.

2) Statistical features: It is extracted from the distribution of
the pixels in the signature image. This techniqueudes the
extraction of high pressure factors with respectvéotically
segmented zones and the aspect ratio.

3) Geometrical or topological features. Describe the
characteristic geometry and topology of a signatune thereby
preserve the signatures global and local properieis feature
has a high tolerance to writing style and angléatians.

Samit Biswas, Tai-hoon Kim, Debnath Bhattacharyyallavi
Patil, Archana Patil [6,8] proposed a method tdfyesignature
based on clustering technique. Clusters techndivdes the
set of data points into non-overlapping groupslosters. The
various stages of feature extraction they discuabedt are:

e Signature height width ratio: The ratio is obtained by
dividing signature height to signature width. The
height is the maximum length of the column in an
image and similarly the width is the row of maximum
length. This ratio may differ from person to person
but the ratio is constant for an individual.
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Signature occupancy ratio: It is the ratio of number of
pixels which belong to the signature to the totaéls

in the signature image.

Distance ratio calculation at the boundary: It is
calculated as the ratio of the leftmost pixel istahce
from bottom boundary to the bottom left most pixel,
the distance from right boundary.

Signature image clustering: They created a separate
cluster for set of sample signatures for each merso
Here they used K-Nearest Neighbors’ (KNN)
clustering Technique for verifying a test signature
belongs which cluster.

Centroid: It is related to the centre of the image
considering the vertical alignment as x axis and
horizontal alignment as y axis.

The paper presented by Rahul Verma and D.S.Rao [9]
discussed about the extraction using pixel denaitgd the
energy density of each segment which is calculatedlaking

the number of white pixels present in a segmenseBaon the
chain code (direction of connecting pixel) the fsxs observed
and direction vector of each pixel is noted. Thispancluded

the angle feature where each subdivided cell is thsized and
partitioned into sub-cells and finally calculatdtetangle of
each pixel.

A recent work by Prashanth C. R. and K. B. Rajd flescribed
verification based on angle features. They fourat ih the
angular features, the two phases are of major conddtially

the preprocessed signature is undergone horizanthlivertical
splitting. The skeleton of the signature imagedansed from
left to right and top to bottom to calculate théatcmumber of
black pixels. The image is divided into two halwveith respect
to the number of black pixels by two lines, vetlicaand

horizontally which intersects at a point called tbentre of
signature or geometric centre.

2.1.4 Matching Algorithm:

Here an algorithm is defined such that it takegtadl extracted
features and then matches it with the templatesadir created

in the system and provide its result to the denissgstem.
Algorithm should be developed in a manner where its
computational complexity is very less and littleanbes in the
signature should be detected and accordingly meadifins
should be made so that the system returns an aecaral
reliable result.

Various techniques have been used by researchars fo
verification of signature in offline model. Two @he most
widely used methods are using Artificial Neural Wetk and
Hidden Markov Model. In paper [1,11] the authoregmsed a
system based on Neural Network. For the traininglathset
ANN has been used. The features that had beenctedrérom
signature images were fed as an input to an Awifibleural
Network using feed forward back propagation. Ineortb train

the neural network, a set of training signature gezawere
required, and the varieties were predefined. Dutiaming, the
connection weights of the neural network were afited with
some random values. The training samples in thaing set
were input to the neural network classifier in ramdorder and
the connection weights were adjusted accordinghto drror
back-propagation learning rule. Feed forward badpagation
neural network classifier is used to verify the nsiyres.
Database has been split into two parts, to perfirntraining
and testing components.

Another technique used is Hidden Markov Model Apmto

[12] it is one of the most widely used models feqeence
analysis in signature verification. The matchindase by steps
of probability distribution of features involved ihe signatures
or the probability of how the original signatureclculated. If
the results show a higher probability than the sghatures
probability, then the signatures is of the origiradrson,
otherwise the signatures are rejected.

2.2 Performance M easur es

In context, the performance of a biometric meassiresually
defined in terms of

False accept rate (FAR), ofraud rate: what
percentage of times an invalid user is acceptethby
system.

False rejection rate (FRR) oinsult rate: the
percentage of times a valid user is rejected by the
system

Failure to enroll rate (FTE or FER).

In real-world biometric systems the FAR and FRR tyguically
be traded off against each other by changing scenanpeters.
One of the most common measures of real-world bidme
systems is the rate at which both accept and rejgots are
equal: the equal error rate (EER). The lower th&HiEe more
accurate the system is considered to be.

3. DISCUSSION

Though the literature consist of a huge number ofkwon
signature authentication using handwritten sigreatat there
still remain many challenges open to be resolved. itAis
concerned with authentication or recognition ofsper, it is
very sensitive and so the features extraction shda done
very precisely so that they uniquely define ondgnature.
Also as signature authentication mainly finds aglon in
transactions of financial institution, so the matghalgorithm
should be very accurate and both FAR and FRR shbald
extremely low. We have presented a brief study afious
methods and algorithms employed for offline signatu
authentication.

After a study of number of works done on signature
verification, it was found that a large number ofstems
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employ limited number of features for extractionimhadone
to reduce the algorithm size and make it run fagiee data is

acquired as a scanned

image and

enhancement techniques leading to increase in mese of
the program. Instead, a good quality scanner carsbed so that
few enhancement techniques are enough to make ate d
available for segmentation. Moreover, a set of aigre can be
taken from an individual at various instances sat tlitle
variation can be neglected. Along with the exigtiieatures
available for feature extraction, new features likenber of
pens up and pen down, unique characters and epditern of
the last stroke can also be taken.

CONCLUSIONS

There are always concerns about adapting to ndmeodagies.
Biometrics refers to an automatic recognition gfeason based
on her behavioral and/or physiological charactegstMany
business applications (e.g. banking) will in futurely on
biometrics since using biometrics is the only waygtiarantee
the presence of the owner when a transaction i€ nidte main
benefit of using a biometric authentication faciwstead of a
physical token is that biometrics can't easily bst,| stolen,
hacked, duplicated, or shared. The future of bidoselooks
increasingly bright with the demand for securitgimg daily.
Educational institutions, private companies andegoments all

have
promoting
dissemination,

important roles in
its use through better
increased usability,

improving the technologydan
education, knogged
standards, gmdven

reliability.
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