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Abstract

Spamming on microblogging platforms has been a critical issue in microblog-based
applications, because spamming has a significant impact on information quality and
credibility. In this paper, we characterize two types of spammers on microbl gging0

DNQV

platforms, namely advertised spammers and following spammers, and the
preliminary approaches to detect these spammers. We first use a real daksd to
characterize the features of AS and FS in terms of various aspects s rofile,
behavior, and social relationship. Specially, we introd e L,a ne named
duplication for FS detection, which describes the duplica hawor%vs in sharing
information on microblogging platforms. We present aph to model
the relationship between users and mlcrobloggl d p ose an effective
algorithm to calculate the duplication feature. We several\*1 ication methods on
the characterized features to test the effective of the feateres i1h AS and FS detection.
The results w.r.t. precision, recall, F- mea nd ROC s&st the effectiveness of our
proposed features. In particular, the cation ture is able to improve the
effectiveness of FS detection. 6 ‘Q
tectlo s\
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1. Introduction
In recent yearss s& edla S I‘VIC S Ilke microblogging have grown to become
m

important media unic or example, the Sina weibo has been a dominant
mlcrobloggln prowde na Microblog allows users to share their personal
informatio@p iends. icroblog may contain up to 140 characters of text and URL
links. The ublis user are shared on the news feeds of the user’s followers.

As microblog be
microblogging pl

n increasing important source for information dissemination,
become attractive sites for spamming, which can be used for
commercial a isement, crimes, and computer virus propagation. The Sina weibo
increasingly, hav® to deal with a wave of spammers that aim at advertising unsolicited
message d of share information with other people. Spammers in these systems are
driven everal goals, such as spreading advertise to generate sales, aggressively

f 0@ or simply compromise system reputation.

%amming may jeopardize the trust of users on the system, furthermore, it waste users’
timé and energy to filter out spam messages. Maintenance a healthy environment is the
critical point for the long-development of social network. In this regard, it is highly
desirable to devise techniques and methods for identifying spammers and their behavior
in on-line social networks.

In this paper, we aim at detecting spammers in microblog platform. We classify the
spammers into two types: adverting intention spammers and following intention
spammers. We then analyzed different types of users with different features. For the
purpose of finding obscure following intention spammers we also propose a PageRank
based duplication score calculating method. The method improves the performance of
detecting duplicate posts a lot.
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The rest of this paper is organized as follows. In Section 2 we summarize the related
work. A number of attributes and their ability to distinguish between advertising intention
spammers and following intention spammers are introduced in Section 3. We describe
PageRank based duplicate calculating method in Section 4. In Section 5, we discuss the
dataset, experiments and results, and finally we conclude the paper in Section 6.

2. Related Work

Microblog is one of the new social network platforms boosted in recent years.
Generally, microblog has the following properties [1]:

(1) There are a great number of microblog users in the Internet. This number,
compared with other types of social communication platforms, is rather a huge
one. For example, Twitter has over 100 million users and so do other microblog
platforms such as Sina Weibo and Tecent Weibo in China. Those use[s can.
generate a large amount of information every day on the microblog pla

(2) Microblog messages contain rich social network information. %ﬁuch
different from other types of information, which only present th@

the contrast, microblog users are connected, ¢ ether icroblog
platforms via following, reviewing, and reposting‘ae viors

(3) Microblog messages are usually very fresh y user post microblog
message at the first time when they see‘e t so W events. Another
reason for the real-time property of microbteq is thatx ays smart phones are

very popular for people to post micr S in tlme(ﬂ
Spam detection has been observed, iQ' us SOCI work systems, including
n

YouTube, Twitter, Facebook, and Mys N d ar@ammmg or spammers detection
methods have been proposed in Ilter@

Feature extraction with machi ne of wi sed method. Several studies [2, 3],
proposed many features and fﬁ&\ lassic proaches in machine learning to identify

spammers, the same as [4, 5 aive B detect spammy names was introduced in
[6]. This paper based on assumpt@a member’s on-line information reflects his
or her real |dent|ty T j r got prett d result, however, only language features had
been taken into ¢ 7 g%gsed to collect various features could incrementally
been updated fq userA@ dified the existing Bayesian network classifiers

nize for SNS ures. Lee et al. in [8] introduced social honeypots to
attract spargmers, stati% the properties of these spam profiles and creating spam

(BNCs) to g

classifiers to actively out existing and new spammers. Those work got excellent
result, however, tho ods treat all spammers have similar behaviors, obviously, the
assumption is n n real environment. Lin [9] found three respective users, however
the classifier is d on classical features that can’t tackle the new escaping mechanism.
[10] pro an unsupervised method for automatic identification of spammers with the
method 4 ructure of the network in order to derive a legitimacy score for each account.
mainstream of anti-spam countermeasures is social network or graph based
algorithm [11-14]. Lee et al. [15] considered the correlated redirect chains of
in a number of tweets and trained a statistical classifier with features derived from
correlated URLS, however, the same with [13], this work has regardless tweets that do not
contains URLs. [16] proposed to build a sender and receiver based graph, and find the
spammers according to the distance which cannot handle the spammers who seldom send
post to others [14] proposed a behavior based profile graph ,and then community
detection algorithms is applied on the graph to identify various communities. Butah found
spammers on the degree of community instead of each account. Yin Zhu et
al.[17]proposed a supervised matrix factorization method with social regularization
(SMFSR) for spammer detection in social networks that exploits both social activities as
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well as user’s social relation in an innovative and highly scalable manner. However, this
work is based on the assumption that normal users perform similarly with their neighbors.

Some authors proposed new point of view or abstraction on this issues [18][19][20]. In
[21], the author view spammer detection as an anomaly detection problem, and modified
two stream clustering algorithms (StreamKM++ and DenStream) to facilitate spam
identification. This work gave a good solution on Computational efficiency without
consider the hypothesis that normal twitter users with all outliers being treated as
spammers. In [22] the authors focus on the problem of identifying potential social
spammers who copy pieces of information from others, and an improved locality-
sensitive hashing based method is used for detecting duplicated tweets. Clearing this work
only consider this particular type spammer.

Plenty of valuable and instructive work of spam microblogging had also done. [23]
proposed and evaluated three types of robust features to detect spammers, which gave us a
good source of inspiration. Weibo message content features specifically lexical featurese
were proposed in [24] for Chinese character.

In our work, unlike treat all spammers equally we aimed at detecting specify spdmmers
(advertising intention spammers and following intention spammers) @ from
previous works we introduced new approaches to overco escapi

Before we start our investigation, it is important to h fini f spammers.
The define of spammers is cite from twitter whi n(%s to the follow
rules :using feeds of third-party content to update ’vamtal s under the names
of those third parties, mass invitations, publish or to ma r& s content intended to
damage or disrupt another user’ browser or c@nter orot@xpromlse a user’s privacy.
Behavior is one-sided or includes threats: I aper we aigT at find two type spammers’
users: advertising intention users and f int t sers.

We set the spammers into two ies: g intention spammers (AS) and
following intention spammers ( e define rtising intention spammers as the
users whose goal is to pub% ctlora tisement or promote other activity. The
definition of following int
unrelated accounts rando

spa the users whose goal is to following

3. Feature An

In order, the d| erefiCe between various types of users, we chose some
spammers ell a ate users to form the sample set. Different types of
spammers e dif @ behaviors and their social roles. The following part
explains the reaso nalyzmg users’ features.

3.1. Data Set @

In or \%-evaluate our approach to detect spammers on Sina weibo, we need a
labeled tion of users, which pre-classified into spammers and non-spammers.

est of our knowledge, no such collection is publicly available. In this paper
@ ect real data of our own.

ed User. The start of the collection is from some seed users. In order to get
various users we collection seed users from many sources, which include crawling
from famous and verified person, ordinary person and spammers brought from
merchants. In Sina Weibo there is a special kind of spammers which are usually
controlled and sold as fans by on-line merchants. These spammers are controlled to
follow a large number of accounts. They seldom perform traditional spamming
behaviors such as posting spam messages. They just follow others to maneuver the
popularity of the followed users. We bought 200 fans from one on-line merchant as
spammers’ samples seed.
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Crawl Strategy. Totally we collected 19,033 used accounts and about 6,832,804
posts posted by the collected users. To obtain posts for labeling, we write a program
to interact with Sina weibo’s public API, we also crawl HTML pages of weibo users
and posts. We could collect user profiles, social relationship (i.e., social follower
and following list) and user’s historical posts.

AS and FS Set. In this paper we label users into four categories: advertising
intention spammers, following intention spammers, legitimate users and user which
are not belong to the above categories. We determine the user types by log in user’s
home page manually one by one. The principle of a user treated as AS is a user’s
homepage contains many URLs linked to E-commerce sites and the post have rarely
interactive with followers would be labeled as AS. The principle of a user treated as
FS is a user’s posts totally re-tweeted or have been posted by other users, nearly all
posts have no comments or interactive, the user’s friends and followers ratio is
extreme unbalanced would be labeled as FS. If a user is satisfy both the rules ASe

and FS, it will be marked as AS priority. v

3.2. Profile Analysis

Profile information mainly includes level and live ievel i
active days, the more time a user spend on weibo t@ h
c

The live days only indicate how many days sin ounsgavs( .
The CDF (Cumulative Distribution Functio rve Of\ ive and level day.
0

Level is an indication of how activity the ris in‘W bo, live day is the age of
user. It could be found that even many &ers ha live days, they are not

te a user’s
e would be.

activity in social network. For the th sof s %r users their peak level is
level-3 which represents the user’s days. But from the live days
we could find that many users y FS % ate have created over 20 month,

ers, and spammers have a lower

it is suppose that compar g|t|
activity.

3.3. Behavior Analy5| @ \

In this part, yze user‘s%hawor which includes posts count, distribution

1but10@ ts create time, average number of mentions of
r of posts, shated by other users.

whet post is retweeted or contains pictures, we divided posts
into four types. Thsiz original post without picture, original post with picture,

repost post contai icture, and repost post without picture. We investigate the
user’s post ty istribution. The results show that reposting posts that contain
pictures is the st popular posting action. For advertising spammers, it is more
end original post with picture. On the contrary, following spammers like
iginal posts with picture. The reason may be that advertising spammers
fres to attract users clicking their URLs, and for following spammers just
0 pertment to be a legltlmate user without considering whether the post is
We summarize a user’s post time distribution by splitting the time into
24 perlods per day. It shows that all users share analogous distribution, and AS
tends to send more posts than other users.

Regarding the CDF curves of average number of hashtag in a post, our study
shows that the ratio of advertisement spammers is significantly higher than
following spammers and legitimate user. That means AS is more likely to send posts
that contain hashtag to attract other users’ attention. For the CDF curves of the ratio
of a user containing specify domain URLs, we consider the specific domain URLs
such as taobao and mogujie. It shows that the ratio of advertisement spammers was
higher than that of following spammers and legitimate users. In another word,
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advertise spammers are more likely to send posts that contains URL which link to E-
commerce sites.

3.4. Social Relationship

In social relationship we mainly analyze the relationship between friends,
followers and bi-followers (user following each other) number. The CDF values of
relationship among following number, follower number and bi-follower number
show that 80% advertise spammers spammers have a bi-follower ratio which is less
than 10, and the ratio of more than 90% FOLLOWING INTENTION SPAMMERS
bi-follower are less than 10, which is much higher than legitimate users. As
spammers do nothing except following others, it is quite difficult for them to attract
followers. In addition, the friend-follower ratio of legitimate users was higher than
that of spammers, because followers of legitimate users are more likely to be their
real life friends. ¢

4. Content Share Graph E

The spammers that bought from merchant ar\p ry fo%g intention
spammers. Through investigation, we found ma% meys are’ created and
controlled by the same account. Accordin e sa ex(ent shared by
characteristics, we proposed some new features amme\%@ﬁion.

4.1. Posts with Same Content QQ ’\9

*
Many spammers send posts freque%?x ord rwmnent to be legitimate users.

Some spammers even use escapi chani sending many original posts
instead of reposting posts fro r accounts. Nor example, if we consider text
alone, it is hard to detect spa text '@any cases. But when we took the text
as a query and made a searchyin Sina 1b@, we noticed that many original posts
with the query text couleybe foun e‘ean get the conclusion that there must be
some correlations a hose use hich published posts with the same text
content. Take fu ‘a@ge of b&relation will help us find the implied spammers.
4.2. Build a

The gra aime&cribing users sharing posts with same text content. If

user; and user; use d a post with same content it means there is an edge with
weight 1 betwee wo users. Obviously, the graph is an undirected, symmetry
weighted gra@ formulate the above ideas, we treat the graph as G=(V, E),
where V is the Set of users, and E is the set of shared edges in the graph.
We co?h&ned the users that share the same original posts into a set. We use map-
reduce d to get the common shared graph which could be expanded to larger
scal set. During the process we find that the same account will change the
% by mixture with unrelated characteristics or missing some words, to tackle
this issue we use edit distance to calculate the similarity. The pseudo code of
the implementation is shown in Algorithm 1 and 2.
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Algorithm 1 mapper of preprocessing

Input: {key,value) key:user U value:user’s post
Output: (key2, value2) key:posts,value: user’s id ;
1: for all ui € U do

2 for each post; € uipost;ist do
3 key « post; ;

4 value « ui;

5 end for

6: end for;

7: for all post; € Posts do

8 for each u; € posti, do

9: key2 < (uq, uj)

10: value2 + post;;

11: end for

12: end for

13: emit (key2, value2)

V0
Algorithm 2 reducer of preprocessing v

Input: {key,value) key:user id pair which share 1de11t1t\ content,value:1

Output: (key,value) key:user id pair which q .Ldentl
tent,value:number of post the two users sha.red

1: for all pi € userpair do

2 key + pi ;
3 value + value + 1; O
4 emit(key, value)

5: end for

\‘~"7

\
4.3. Page Rank Based Spam Detectio \O

As the number of common shar t of \er pair had been calculated, next
we will build graph and ca c a dupllcat core. In this part, we introduce our
PageRank-based method Iatl score. PageRank produces a static
ranking of web pages |n the sénse t ue is represents the importance of the
pages.

For a single aaa@ e duplic :E'score could be calculated by the following
equation.

N
()Q CTRE .1)

b g, U e pairs

Si Is the score a higher score indicates the user having a higher degree
of identify posfs other users. C_ij is the number of posts with same content
shared by use d user_j. Naturally, we define S as a user’s score, and the score

equationﬁ' l
O s=Y(Cx8) (4.2)

he edges matrix, C is the number of identified posts shared by user_i and
af

(1) Edge between two users is an implication of post with same content shared by
each other. Thus, the more links that a user shared with other user, the more higher
the score is.

(2) Users also have their own scores. A user with a higher prestige score linked to
is more influential than a user with lower scores.

However sometimes we can’t find all users sharing posts with the same content.
So just like PageRank, we thought that each user would have a probability to have
post with the same content with other users. We could adjust the probability by
setting different parameters. The final equation is
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S=Exp+(1-p)x» (CxS) (4.3)
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Figure 1 sho upI| e distribution of AS, FS and legitimate users. It
indicates that score on ranges up to 60, which is much larger than
AS’s scor legltl e users’ score 12.
In sum a user, re likely to be spammers if he/she shares more posts

with other potentia
common posts wi

mers. As the follow graph shows. If a user shares more
er users the more likely he would be a spammer, and the
ith a potential spammer the more like he/she is a spammer as

S wit
more posts sh
well. So wi c calculate a user spammers score according to the content share

graph.

riments

5.¥

In order to evaluate our approach to detect spammers on Sina weibo, we need a
labeled collection of users, which pre-classified into spammers and non-spammers.
To the best of our knowledge, no such collection is publicly available. In this paper
we collect real data of our own.

The start of the collection is from some seed users. In order to get various users
we collection seed users from many sources, which include crawling from famous
and verified person, ordinary person and spammers brought from merchants. In Sina
Weibo there is a special kind of spammers which are usually controlled and sold as

xperimental Setting
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fans by online merchants. These spammers are controlled to follow a large number
of accounts. They seldom perform traditional spamming behaviors such as posting
spam messages. They just follow others to maneuver the popularity of the followed
users. We bought 200 fans from one on-line merchant as spammer samples.

Totally we collected 19,033 used accounts and about 6,832,804 posts posted by
the collected users. To obtain tweets for labeling, we write a program to interact
with Sina weibo’s public API, we also crawl HTML pages of weibo users and posts.
With the help of Sina API, we could collect user profiles and their lasted posts.
Through python crawler we could download a user’s history posts as well as their
social follower and following list.

Once the data was gathered, our next task is to develop a collection of posts
labeled into spam and non-spam categories which could be used to train our
classifier. In this paper we label users into four categories: advertisement intention
spammers, following intention spammers, legitimate users and users which note
belong to the above categories. G‘K/

5.2. Results
We designed a spammer classifier which is bas&ﬁ the f% that were
analyzed before. Here we use Weka as the clas t% we use two
fi

different models with different features to |mpl e classific
In this paper we defined two types of spamm and we N -classifiers. Each

time we select one type of spammers as positive mp es, another spammer
combination with legitimate user as the r&k samp each kind of spamming
behavior, we tested many algorith V|ded eka with 10-fold cross-
validation. Finally we choose the odel spammer according to their

performance. Table 1 shows the

able 1‘ Data
mmers msmve negative
AS . [N\ 586 1114
‘\‘ - FS 637 1063

\
use n Recall, ROC (receiver operating characteristic
I

In this
curve) an easur metrlcs The precision and recall is reference to the
positive sa
n

Table 2 shows t features that used in classifier. The features divided into
four categorlew e duplicate only used for FS detecting.

-
@)
Q°
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Table 2. Features

Ovy

marked by a star

‘categories Features AS|FS
level K
profile live days K
statuses Count E
favorite Count K
average post E
mention num E
behavior average mentions E
hashtag number LE
four types L
top source ratio K
time d‘u1 ing \
average interval \*
max commentg™N\®S 4 F4 |
comments_rgt1 1N
average commentaafimber !V§
per averag, mmelgt.s@ i
retfoyihratio N\ *
weel_ratjo *
; *
. fgiefidy®ount /folldweérsCount | * | *
social i ——
~ D owers wersCount
network =g i Nolow =
Py ollgfeMiollowers
w saeYpost number *
ichte ame post person *
N N\ Jluplicate score *
\ T
For the ing in on spammers, we choose the features
symbol in the,AS col Table 2. For following-intention spammers, we choose

the features marke

shown in Tabl& .
Table 3. AS Classifier Performance

star symbol in the FS column in Table 2. The results are

N

er Pre(Pos)|Rec(Pos) |Pre(Neg) |Rec(Neg)| ROC Wefi];ed weg,il;[-ed F“N;\E-‘.I]il;;s:‘le
49 il (;_fePel‘Ceptron 0.906 0.854 0.926 0.950 (0.950( 0.919 0.919 0.918
RandomForest 0.915 0.827 0.914 0.960 [0.954| 0.914 0.914 0.913
SimpleLogistic 0.888 0.854 0.924 0.943 (0.960( 0.912 0.912 0.912
SMO 0.877 0.850 0.922 0.937 (0.894| 0.907 0.907 0.907
NaiveBayes 0.855 0.816 0.905 0.927 (0.941| 0.888 0.889 0.888
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Table 4. FS Classifier Performance

weighted|weighted| weighted

classifier Pre(Pos)|Rec(Pos)| Pre(Neg)|Rec(Neg)| ROC Pre Rec | FMeasure

MultilayerPerceptron| 0.941 0.789 0.378 0.969 ]0.953| 0.903 0.899 0.897
RandomForest 0.854 0.845 0.902 0.908 10.956| 0.884 0.884 0.3584

SMO 0.847 0.838 0.898 0.904 |0.871| 0.878 0.878 0.878
BayesNet 0.929 0.732 0.850 0.964 ]0.943| 0.881 0.874 0.871
Logistic 0.882 0.764 0.862 0.935 10.928 0.870 0.869 0.867

As discussed in Section 4, we consider to compute the duplicate score of
microblogs to improve the performance of spammer detection. The results with
duplicate scores are shown in Table 5. By comparing the results in Table 4 and
Table 5, we found that the duplicate-score featureis helpful in enhancing precision
and recall. For example, the precision of randomforest classifier had been impwov
from 0.884 to 0.911.

Table 5. FS Classifier Performance with Dlgllcate Sgor@

classifier Pre(Pos)|Rec(Pos)|Pre(Neg) Rec(@}O welghte Mﬁggged g,alegilstsi
MultilayerPerceptron] 0010 | 0.887 | 0.030 [k 0.9  [0.952]NDS 0022 | 0.922
RandomForest 0.910 0.856 0.912 | ®916 [0.963N0D11 0.911 0.911
SMO 0.938 | 0.799 | o. 88{"\ 0.966, 0.005 | 0.902 | 0.900
Logistic 0.959 | 0.739 t@\ 0.080 §0.883] 0.896 | 0.83G | 0.883
SimpleLogistic 0.955 | 0.739 0. 9@‘ 0.940] 0.894 | 0.885 | 0.882

‘O'
6. Conclusion é s\

In this paper, we analyﬁferent t spammers’ behaviors in Sina Weibo
platform. We processed database,assoelated with these spammers and found two
representative spam havioys: ertising intention spammers and following
intention spam ? analy arious features and compared the behaviors of
spammers and ate u ell as two types of spammers and found that

spamming |mate microblogging behaviors have distinct
characteris the potential relationship among following intention
users we i ation score. We test the performances using real data
samples and it is nstrated that our system is effective in detecting the above
mentioned spa ehaviors and identifying spammers.

There is m om for improvement in performance of FS. Social relationships
could bestaken into consideration. A more comprehensive and abundance dataset is
needed e flexible, robust, and low cost system is needed to be designed to
dete mers, which is considered as our future work.
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